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Abstract—Cryptographic algorithms are fundamental to secure
software development, but security vulnerabilities can arise during
implementation, usage, and when calling third-party libraries.
As security standards continue to evolve, software updates have
become an inevitable trend, and detecting cryptographic algorithm
misuse is crucial to ensure compliance with these standards
during the update process. However, closed-source software
presents challenges in detecting cryptographic algorithm misuse.
To enhance the security ecosystem of software, we designed a
hybrid detection approach for detecting misuses in closed-source
software related to weak cryptographic algorithms, short keys,
insecure working modes, and insecure padding modes. Our hybrid
detection tool uses both static and dynamic detection methods to
collect log information through a logging mechanism in binary
executable files. The collected data is cleaned using a data cleaning
strategy and analyzed to extract key features, generating test
reports to help developers and experts identify cryptographic
algorithm security issues. We tested 24 software applications
from app stores and found that 62.5% had weak algorithm
implementations or usage, 83.3% supported short keys, and
50% supported insecure padding modes. Finally, we provided
actionable recommendations to mitigate identified issues.

Index Terms—Cryptography algorithm, Closed source software,
Misuse detection, Instrumentation

I. INTRODUCTION

Due to the increasing number of attacks, growing vulnera-

bilities, and advancements in computing power, information

security has become dire. Cryptographic algorithms play a

vital role in information security as they ensure confidentiality

through encryption techniques, maintain data integrity, authen-

ticate participants, and enable non-repudiation [1].

Software security protection widely applies cryptographic

algorithms, whether open source or closed source. Closed-

source software accounts for a considerable proportion in

quantity, mainly due to the influence of multiple factors

such as business confidentiality requirements, profit motives,

security considerations, and intellectual property protection.

With the continuous iteration of security standards, such as the
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Commercial National Security Algorithm Suite 2.0 (CNSA 2.0)

released by the US National Security Agency in September

2022 in response to the threats posed by quantum computing,

software updates have become an inevitable trend. Detection of

cryptographic algorithms becomes critical to ensure compliance

with these standards during the update process.

In addition to the need to detect cryptographic algorithms

due to software updates, it is important to pay attention to the

misuse scenarios of cryptographic algorithms, including the

following three aspects:

• Insecure algorithm implementations: Some algorithm

implementations have insecure default padding modes,

compromising security [2].

• Usage risks: Security risks arise if short keys, insecure

padding modes, insecure modes of operation, or depre-

cated cryptographic algorithms are employed when using

cryptographic algorithms [3].

• Third-party cryptographic algorithm library risks:
Insufficient attention to the security of these libraries

by developers can lead to security vulnerabilities [4].

Suppose there are defects or vulnerabilities in the third-

party cryptographic algorithm library, and developers fail

to update the library version promptly on time. They

may be exposed to known vulnerabilities. Furthermore,

malicious developers may intentionally insert backdoors

or malicious code into cryptographic algorithm libraries.

In that case, thereby jeopardizing system security [5].

A. Motivation

It is necessary to detect the misuse of cryptographic

algorithms in the software. In the case of open-source software,

direct code review and analysis of algorithm implementation

can identify potential vulnerabilities and weaknesses since

the source code is publicly available and often accompanied

by detailed documentation and explanations. There have been

many methods for detecting misuse of cryptographic algorithms

for open-source software, such as using tools like Gerrit for

web-based code review [6] and CodeScene, which conducts

code analysis on repositories over time [7].
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Closed-source software challenges information security in

the industrial sector due to legacy systems, technologies, and

cost considerations. Cryptographic algorithm misuse detection

is difficult since the source code is inaccessible and needs

more transparency. Furthermore, developers of closed-source

software often conceal algorithm details and use technical

protection measures to prevent reverse engineering and code

analysis, increasing detection challenges.

Detecting issues in closed-source software can be challenging

due to the unavailability of source code, making it difficult to

access complete information. While static analysis techniques

using characteristic data matching can identify potential vul-

nerabilities and security issues without executing the software,

this approach has limitations, such as high false negative

and false positive rates. We propose a hybrid approach that

combines static and dynamic analysis techniques to address

these challenges.

Dynamic analysis complements the limitations of static

analysis by providing a powerful supplementary method. By

monitoring software behaviour during execution, dynamic

analysis can collect comprehensive and accurate information

on function calls and their parameters related to cryptographic

algorithms used in the software. This enables precise behaviour

detection of misuse of the encryption algorithms used. Dynamic

analysis is precious for closed-source software incorporating

third-party cryptographic algorithm libraries, as it can identify

specific algorithms used and potential security vulnerabilities.

The hybrid detection approach for closed-source software

utilizes a logging mechanism to collect static and dynamic

logs related to implementing cryptographic algorithms in the

binary executable file. These logs capture successful matches

of cryptographic algorithm implementations, function calls

associated with cryptographic algorithms, parameter data, and

other critical information. The log data is then processed using

data filtering strategies to remove redundant information and

extract key features. The results of cryptographic algorithm

misuse detection can aid software developers and security

experts in understanding and addressing the identified security

issues and enhance overall software security.

B. Contributions

We have made the following contributions to the detection

of cryptographic algorithms in closed-source software:

• We proposed a hybrid detection method Hydramc that

combines static and dynamic analysis techniques to

improve the accuracy of cryptographic algorithm misuse

detection.

• We implemented a hybrid detection system. This system

extends our previous black-box detection method based

on feature data and achieves dynamic detection of calls

to third-party cryptographic algorithm libraries.

• We analyzed 24 software applications using the hybrid

detection system. The results revealed security issues when

implementing and using cryptographic algorithms in all

tested software applications, as well as when calling third-

party encryption algorithm libraries.

C. Paper Structure

Section 1 introduced the research problem, significance, and

objectives. Section 2 conducted a comprehensive literature

review to examine relevant theories and previous research

to support the present study. Section 3 outlined the research

methods and data analysis techniques. Section 4 presented the

research findings based on the research objectives. Section 5

summarizes the significance and conclusions of the study and

makes suggestions for future research.

II. PRELIMINARIES

This section explores instances of cryptographic algorithm

misuse scenarios as well as existing cryptographic algorithm

misuse detection methods, and highlights the pivotal role

of binary detection methods in identifying and addressing

such misuse, providing a comprehensive understanding of

the challenges and effective detection techniques in ensuring

software security.

A. Cryptographic Algorithm Misuse

Cryptographic algorithms play a crucial role in ensuring

software security. Various international organizations and insti-

tutions have developed comprehensive cryptographic standards

to promote the secure utilization of cryptographic algorithms.

Notable examples include the National Institute of Standards

and Technology (NIST) [8] and the International Organization

for Standardization (ISO) [9] [10], each providing its own set

of cryptographic standards. Building upon these established

standards, the present study aims to identify instances of

cryptographic algorithm misuse by focusing on vulnerabilities

associated with weak algorithms, short key lengths, insecure

working modes, and insecure padding methods.

1) Weak Cryptographic Algorithms: Weak cryptographic

algorithms are encryption algorithms that exhibit poor security

and are vulnerable to attacks. The insecurity of these algorithms

may be due to a minor key space or overly simplistic encryption

methods. In this article, we identified weak cryptographic

algorithms listed in TABLE I.

2) Short Key Length: Key length is a crucial parameter for

ensuring security in symmetric cryptography, as longer key

lengths typically correspond to higher levels of security. In

practical applications, the choice of key length should consider

both security requirements and system performance. Different

cryptographic algorithms have varying key length requirements.

For symmetric cryptographic algorithms, the key length

primarily determines security. NIST recommends a key length

of at least 192 or 256 bits for transmitting confidential

information, with AES-256 being the current standard due

to advances in computational power [16].

In public-key cryptographic algorithms, key length affects se-

curity and algorithm performance. Generally, longer key lengths

provide enhanced security but may also impact performance.

The choice of key length is based on specific requirements.

For instance, RSA recommends a key length of at least 2048

bits [17], while ECC suggests a key length of at least 256 bits

[18].
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TABLE I
LIST OF WEAK CIPHER ALGORITHMS

Algorithm Name Attack Category Security Description
MD2 1, 2 IETF released RFC 6149 in 2011, announcing that MD2 is no longer recommended.
MD4 1, 2 IETF released RFC 6150 in 1996, announcing that MD4 algorithm has serious security loopholes.
MD5 1, 2 IETF released RFC 6151 in 2017, declaring that MD5 is not suitable for specific security applications.

SHA-1 1, 2 NIST announced in 2011 that SHA-1 is no longer suitable for applications using digital signatures [12].
DES 3, 4, 5 NIST announced in 2005 that DES was no longer considered a secure encryption algorithm [13].
3DES 3, 4 NIST announced in 2017 that 3DES is no longer considered a secure encryption algorithm [14].
RC2 4, 5 NIST announced in 2017 that the RC2 algorithm is no longer recommended [14].
RC4 6, 7 IETF released RFC 7465 in 2015, announcing that the RC4 algorithm is not recommended.
RC5 4, 5 NIST announced in 2017 that the RC5 algorithm is no longer recommended [15].

CAST-128 4, 5 NIST announced in 2012 that the CAST-128 algorithm was deprecated.
IDEA 4, 5 NIST announced in 2017 that IDEA is no longer considered a secure encryption algorithm [14].

Blowfish 4, 5 NIST announced in 2017 that Blowfish is no longer considered a secure encryption algorithm [14].
SEED 4, 5 KISA announced in 2013 that the SEED algorithm is not recommended [28].

1: Collision attack. 2: Preimage attack. 3: Exhaustive attack. 4: Differential attack.
5: Linear attack. 6: Key stream deviation attack. 7: statistical analysis attack.

Hash algorithm security depends on hash value length, with

longer hash values providing greater security but potentially

affecting algorithm performance. SHA-1 is insufficiently secure

for digital signatures below 80 bits. NIST and ISO have

established standards and guidelines for evaluating and selecting

hash functions to ensure hash algorithm security. Secure hash

algorithms commonly include SHA-256 and SHA-3 [19].

3) Insecure Working Modes: Insecure working modes refer

to operational ways in block ciphers that may lead to security

issues, such as leakage of ciphertext. The NIST SP 800-

38A [14] standard describes the encryption and decryption

processes, security requirements, and usage considerations for

each working mode. The Electronic Codebook (ECB) mode is

vulnerable due to the generation of identical ciphertext blocks

for the same plaintext blocks, making it susceptible to analysis

and attacks. In contrast, Cipher Block Chaining (CBC) mode

offers better security, albeit with limited support for parallel

encryption and decryption operations. Cipher Feedback (CFB)

and Output Feedback (OFB) modes allow encryption at the

byte level and support partial block encryption operations but

have the risk of error propagation. By comparison, Counter

(CTR) mode supports stream ciphers, parallel encryption and

decryption operations and provides higher security.

4) Insecure Padding Modes: Padding modes are used in

encryption algorithms to pad the plaintext to meet the block

length requirements of the algorithm. Many cryptographic

algorithms, such as RSA, AES, and DES, use padding modes

in practical applications. Selecting an appropriate padding mode

is crucial, as an insecure padding pattern can provide an attacker

with an opportunity to attack. Several common padding modes

include Zero padding, PKCS#5/PKCS#7 padding, ANSI X.923

padding, ISO 10126 padding, ISO/IEC 7816-4 padding, OAEP

padding, PSS padding, and RSA’s No Padding mode. Each

padding mode has different characteristics and levels of security.

For a clearer understanding of the characteristics and safety

of each fill mode, TABLE II below provides a concise summary.

B. Binary Detection Methods

Commonly used methods for detecting algorithms in binary

executable files include matching based on characteristic data

and instrumentation techniques.

Matching based on characteristic data is a method of detec-

tion that involves searching for known patterns of cryptographic

algorithms in binary files [20]. These patterns can be specific

function call sequences, constant values, working modes, etc.

Detection using matching based on characteristic data can be

performed through static analysis tools such as disassemblers,

pattern-matching tools, or custom scripts. This method is

suitable for detecting known cryptographic algorithms but may

not be effective for customized or modified algorithms.

Instrumentation techniques involve inserting additional code

into binary files to monitor and record the execution process

and data flow of cryptographic algorithms [21]. By inserting

logging code, key tracking code, or detection code into the

cryptographic algorithm functions, details of the algorithm’s

execution can be obtained. Instrumentation techniques can be

implemented using static or dynamic analysis tools, such as

dynamic debuggers, dynamic instrumentation frameworks, or

custom binary modification tools. Instrumentation techniques

provide more detailed information, including input/output data,

encryption/decryption processes, and the keys used, which

helps in analyzing and evaluating the correctness and security

of cryptographic algorithms.

These methods can be combined, and the appropriate method

can be chosen based on specific requirements and scenarios for

detecting cryptographic algorithms in binary executable files.

1) Cryptographic Algorithm Misuse Detection: Misuse

detection of cryptographic algorithms is a crucial research area

in computer science. To detect and evaluate the security of

cryptographic algorithms in software applications, researchers

employ static and dynamic analysis methods.

Common static analysis tools such as x3chun-Crypto-

Searcher [22], HCD [23], draca [24], and Krypto Analyzer [25]

analyze binary or source code to identify patterns or instruction

sequences related to specific cryptographic algorithms. These
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TABLE II
CRYPTOGRAPHIC ALGORITHM PADDING MODE SECURITY DESCRIPTION

Padding Mode Characteristics Security
Zero Padding Simple padding, adds zero bytes to the end of the block Insecure, may lead to information leakage

PKCS#5/PKCS#7 Padding Widely used, ensures integrity and uniqueness of padding Secure, with provable security properties

ANSI X.923 Padding
Adds zero bytes at the end, with second-to-last byte indicating
the number of padding bytes, relies on random numbers

Security risks due to reliance on random numbers

ISO 10126 Padding
Adds random bytes at the end, with last byte indicating
the number of padding bytes, relies on random numbers

Security risks due to reliance on random numbers

ISO/IEC 7816-4 Padding
Adds non-zero and zero bytes at the end, with second-to-last byte
indicating the number of padding bytes, relies on random numbers

Security risks due to reliance on random numbers

OAEP Padding
Used for public key encryption, introduces randomness and
complexity, provides higher security

Provides higher security

PSS Padding
Used for digital signatures, introduces randomness and
complexity, provides higher security

Provides higher security

No Padding (RSA)
No padding applied, requires additional security measures
for data protection

Insecure, may lead to information leakage

tools detect the presence and properties of cryptographic

algorithms based on predefined signatures or features, offering

high efficiency and fast detection.

Dynamic analysis tools use simulation techniques or program

instrumentation to track the runtime behaviour of a program.

Felix Gröbert’s work [26], for instance, employs the PIN tool

for dynamic tracing and combines signature-based search with

simple memory reconstruction techniques to identify specific

encryption algorithms by observing program behaviour and

data flow. The DynamoRIO framework [27] provides a flexible,

dynamic binary instrumentation platform that can be used to

analyze program execution behaviour and data flow.

To address cryptographic algorithm detection in closed-

source software, we propose a hybrid detection tool that

combines static and dynamic techniques. This tool leverages the

strengths of both static and dynamic approaches to provide a

more comprehensive analysis and identification of the presence

and characteristics of cryptographic algorithms. It aims to

deliver a more accurate detection of cryptographic algorithm

misuse.

III. DESIGN AND IMPLEMENTATION

We have designed and implemented a hybrid detection

system combining static and dynamic analysis to achieve

security detection of cryptographic algorithms in closed-

source software. This system can detect weak cryptographic

algorithms, short keys, insecure working modes, and insecure

padding modes, which is divided into the following three

modules:

• Data Collection Module: This module collects static

logs (Log-S) using an extended black-box static tool and

dynamic logs (Log-D) using an instrumentation-based

dynamic detection method. The log data serves as the

data source for the entire system.

• Data Filtering Module: This module is responsible for

processing the log data collected by the Data Collection

Module. The minimum unit of cryptographic algorithm-

related data in the log data is defined as a log primitive.

The log primitives are classified, and redundant data is

removed according to the data filtering strategy to obtain

key information.

• Report Generation Module: This module generates

security detection reports, presenting the detection results

to developers and researchers in specific content and

format.

A. Data Collection Module

By executing the data collection module, static logs (Log-S)

acquired through black-box static detection and dynamic logs

(Log-D) obtained through dynamic detection with instrumenta-

tion are collected as the system’s data sources.
1) Black-box Static Detection: Using static analysis tech-

niques, executable binary files of software can be examined

to determine the implementation of cryptographic algorithms.

As a static analysis tool that relies on characteristic data of

cryptographic algorithms, the cryptographic algorithm black-

box testing tool can detect the implementation of cryptographic

algorithms even in closed-source software [20]. We extended

the capabilities of the cryptographic algorithm black-box

detection tool by:

• Incorporating the characteristic data of post-quantum cryp-

tography algorithms into the configuration file of the black-

box detection tool, enabling the detection of post-quantum

cryptography algorithms in response to the increasing

computational capabilities. Post-quantum cryptography

aims to develop secure cryptographic systems against

quantum and classical computers and can interoperate

with existing communication protocols and networks.

The ”CRYSTALS” (Cryptographic Suite for Algebraic

LatticeS) package contains Kyber and Dilithium. Kyber

is a key encapsulation mechanism resistant to adaptive

chosen-ciphertext attacks (IND-CCA2). At the same

time, Dilithium is a highly unforgeable digital signature

algorithm that is secure against existential forgery under

a chosen message attack (EUF-CMA). We have added

detection for the post-quantum cryptographic algorithms

Kyber and Dilithium. Kyber uses a tree table for bit reverse

indexing during NTT transformation, which can be used

as characteristic data for detection. Dilithium uses a zetas
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Fig. 1. Security Evaluation System Architecture

table during NTT transformation, which can also be used

for detection.

These extensions broaden the detection scope of the crypto-

graphic algorithm black-box detection tool, thereby enhancing

its effectiveness in identifying the presence of quantum cryptog-

raphy algorithms and analyzing the characteristics of different

padding modes in cryptographic algorithm implementations.

2) Instrumentation Dynamic Detection: In dynamic instru-

mentation, we conduct source code instrumentation on a third-

party cryptographic algorithm library by inserting additional

code into its source code. This enables the instrumented

dynamic link library to be invoked during software execution,

allowing for dynamic monitoring and analysis of the software’s

interaction with the cryptographic algorithm library. As a

result, relevant data regarding the software’s utilization of

the cryptographic algorithm library can be retrieved.

OpenSSL is a widely used and trusted cryptographic library

for instrumentation purposes due to its long history, high func-

tionality, cross-platform compatibility, and open source nature

that allows for thorough scrutiny. We selected OpenSSL as the

third-party cryptographic algorithm library for instrumentation,

and below are the specific details of the instrumentation process:

• Insertion position: We select the cryptographic algo-

rithm implementation files involved in the cryptographic

algorithm library, and the insertion position is the initial

position of the function body of each cryptographic

algorithm-related function in the file.

• Insertion method: We have written an automatic instru-

mentation tool, which first traverses each cryptographic

algorithm-related function in the implementation file

of all cryptographic algorithms, then locates the initial

position of each function body, and finally inserts the

output statement at the instrumentation position, so that

the function information is output when the function is

executed.

• Insertion content: The instrumentation content includes

the output function execution time statement, the output

function name statement, and the output function parame-

ter statement.

• Deployment: We recompile and install the instrumented

OpenSSL, and if the software calls functions related to

cryptographic algorithms in OpenSSL during software

execution, the information will be output as the log

content.

B. Data Filtering Module

We process the log data collected through black-box static

and dynamic detection with instrumentation to obtain cryp-

tographic algorithm-related data necessary for generating the

detection report. Examples of the static log data (Log-S.txt)

and dynamic log data (Log-D.txt) are as follows:

Log-S.txt
File Name: test/test.so
NO.1 SHA1
NO.2 SHA256
NO.3 SHA512
NO.4 SHA3
NO.5 MD4
NO.6 MD5

Log-D.txt
Start Timestamp: 0.006446943 s
Function: ERR_load_EC_strings
Start Timestamp: 0.007866163 s
Function: AES_set_encrypt_key
Param (const int): bits = 256
Param (AES_KEY): *key = 289616208

In Log-S.txt, the ”File Name” field indicates the name of the

currently analyzed binary executable file. This is followed by a

list of cryptographic algorithms obtained through characteristic

data matching. We have modified the black-box detection tool

to output the matched characteristic data, thereby obtaining a

collection of successful characteristic data matches for each

cryptographic algorithm.

In Log-D.txt, the ”Start Timestamp” denotes the start time of

function execution when calling the third-party library. ”Func-

tion” represents the name of the called function. The content

within parentheses after ”Param” indicates the parameter types

of the function. Parameter names are listed after the colon, and
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parameter values are provided after the equal sign. Parameters

marked with an asterisk (*) can only represent addresses.

We define the log primitive as the smallest unit of crypto-

graphic algorithm-related data in the log data. Log primitives

can be classified into characteristic data, cryptographic algo-

rithm names, function names, parameter data types, parameter

names, and parameter values.

In the data filtering module, we propose a data filtering

strategy to remove redundancy from the log data:

• Weight: In the log primitives, we assign high weights to

function names and parameter values, medium weights

to cryptographic algorithm names and characteristic data,

and low weights to parameter data types. This is because

dynamic detection provides information about function

calls during software execution. In contrast, static detection

can only detect cryptographic algorithms implemented in

the binary executable file, which may not necessarily be

executed. Therefore, function names and parameter values

from dynamic logs have higher weights than characteristic

data and cryptographic algorithm names from static logs.

Parameter data types, as auxiliary log primitives for

detection, are assigned low weights.

• Grouping: Grouping setting involves grouping function

name data with relational dependencies in dynamic logs

and establishing a group whitelist. When a specific

cryptographic algorithm is called, a certain number of

function calls within the same group are expected to

be invoked simultaneously. If at least one function

within the group is not reached, we consider that the

corresponding cryptographic algorithm in that group has

not been invoked. For example, when SHA256 is called,

it requires the functions SHA256 Init, SHA256 Update,

and SHA256 Final to be called.

• Sequence: Sequence setting involves sorting a group of

function names with sequential dependencies in dynamic

logs based on their call order. If a group of functions is not

called according to the sequence setting, we consider that

the corresponding cryptographic algorithm in that group

has not been invoked. For example, when AES in CBC

mode is called, it should first gather AES set encrypt key

and then AES cbc encrypt. If the order is reversed, we

conclude that AES in CBC mode has not been invoked.

During the data filtering process, with the log data as input,

we first classify the log primitives and then apply the data

filtering strategy to remove redundant data. The specific process

is illustrated in Fig. 2.

C. Report Generation Module

The primary function of the report generation module is

to compile the misuse detection results into a comprehensive

report, enabling developers and researchers to understand the

issues related to the implementation, usage, and integration

of third-party cryptographic algorithm libraries. The report

provides detailed security explanations, specific problem de-

scriptions, and recommendations for resolution. The exact

contents are as follows:

Fig. 2. Data Filtering Process

• Comprehensive Security Explanations: The hybrid

detection system comprehensively evaluates the software

to address factors such as weak cryptographic algorithms,

short key lengths, insecure modes of operation, and

padding schemes.

• Analysis of Security Factors: Manually analyze the

potential risks and threats to the software by each security

factor. Evaluate the effectiveness of existing security

measures and protective mechanisms and their impact

on overall security.

• Recommendations for Resolution: Provide correspond-

ing solutions and improvement suggestions manually

based on the specific problem descriptions listed in the

report.

IV. EVALUATION

In this section, we assess the security of various software

applications by employing a hybrid detection tool that combines

static and dynamic analysis techniques. We developed a

Python-based instrumentation tool to perform instrumentation

on the OpenSSL 1.1.1 cryptographic library. Subsequently,

we deployed and executed a cryptographic algorithm hybrid

detection tool on the Ubuntu 18.04 operating system. We

harnessed Python’s flexibility and Ubuntu’s stability for tool

development and maintenance. Given the critical reliance of

numerous applications and systems on OpenSSL for secure

communication and data protection, we selected OpenSSL as

the cryptographic library to be instrumented.

A. Test Set Description

The test set used for evaluation is derived from keyword-

based searches conducted within software marketplaces, utiliz-

ing terms such as ”secure storage,” ”secure communication,”

and ”encryption.” This search approach enables us to identify

and categorize software applications into five distinct types:

password managers, disk encryption software, compression

tools, cloud storage encryption software, and instant messaging

tools. To provide a comprehensive overview, we present

TABLE III that includes the name, serial number, and category

information for each software application.
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TABLE III
TEST SET DESCRIPTION

Category No. Name Category No. Name

Compression tool

1 7-Zip

Password manager

13 KeePassXC
2 WinZip 14 Bitwarden
3 WinRAR 15 Password Safe
4 PeaZip 16 Buttercup
5 BitZipper 17 LastPass
6 HaoZip

Encrypted cloud
storage service

18 Cryptomator
7 Bandizip 19 Boxcryptor
8 B1 Free Archiver 20 SpiderOak
9 Bitser

Instant messaging
tool

21 Telegram

Disk encryption
tool

10 VeraCrypt 22 Pidgin
11 DiskCryptor 23 Signal
12 FreeOTFE 24 Jitsi

TABLE IV
CLASSIFICATION OF TEST RESULTS

Misuse Category Risky software serial number

Implement or use
weak cryptographic algorithms

1, 2, 3, 4, 5, 6, 7, 10, 13, 14,
15, 16, 17, 20, 22

Support for short keys
1, 2, 4, 5, 7, 8, 9, 10, 11, 12,
13, 14, 16, 17, 18, 19, 20, 21,
23, 24

Support for unsafe work modes
1, 2, 3, 4, 7, 8, 9, 14, 15, 17,
18, 19

B. Test Results

We tested the software in the test set using the hybrid

detection tool for cryptographic algorithm misuse. In the

hybrid detection approach, we employed fuzzing techniques

to explore the runtime paths of the software and trigger

potential cryptographic algorithm invocations. The testing

results primarily focused on detecting and analyzing security

issues encountered during the evaluation process. Specifically,

we categorized the issues into the following classes: weak

encryption algorithms, short encryption keys, insecure operation

modes, and insecure padding schemes. For each problem

category, we provide a TABLE IV containing software serial

numbers and a statistical analysis graph of the number of

software applications belonging to each category, as shown in

Fig. 3. The statistical analysis indicates that short keys and

weak cryptographic algorithms are more risky. Additionally,

we provided detailed explanations for each identified security

issue.

• Weak encryption algorithms: Our detection results

indicate that SHA1, MD4, MD5, Blowfish, DES, XTEA

and RC4 are frequently used in software applications, with

62.5% of the applications implementing at least one of

them. These algorithms are vulnerable to various attacks,

such as brute force attacks and encryption vulnerabilities,

which pose significant security risks. It is crucial to replace

these weak algorithms with more secure ones.

• Short encryption keys: We found that 83.3% of soft-

ware applications use inappropriate key lengths, with a

Fig. 3. Statistical Analysis of Software Quantity for Each Security Issue

particular focus on 128-bit keys supporting AES, as only

WinRAR has dropped the use of AES-128. As we consider

the threat of quantum computing, choosing a 128-bit key

may not be sufficient to protect message confidentiality

from quantum attackers, making longer encryption keys

necessary to ensure robust security.

• Insecure operation modes: We discovered that 50% of

software applications use insecure modes of operation,

with risks primarily arising from the use of CBC en-

cryption mode. The primary security issue of CBC mode

is Padding Oracle Attack, which can gradually deduce

plaintext information by exploiting error information

returned by the server during decryption. To provide better

security and integrity protection, a more secure encryption

mode, such as CTR mode, should be used.

Our hybrid detection tool has identified security vulnerabili-

ties in various software applications. The test results revealed

that all of the 24 applications in the test set had security

issues. By categorizing and analyzing these issues, we have

provided valuable insights into weaknesses in cryptographic

implementations. We emphasize the importance of adopting

secure algorithms, ensuring sufficient key lengths, using secure

operation modes, and employing robust padding schemes in
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software development to ensure data security and integrity.
To perform static analysis on the binary executable files

in the test set, we used a black-box test tool [20] for

cryptographic algorithms. False positive issues, which account

for 16.7% of cases, may arise from the possibility of multiple

cryptographic algorithms sharing common characteristic data.

Additionally, false negative issues, which account for 75%

of cases, may occur due to reduced discriminative power

of characteristic data caused by different implementations

of cryptographic algorithms and the inability to recognize

cryptographic algorithms called from third-party libraries.
Compared to static analysis, the hybrid detection tool

provides the following benefits:

• More comprehensive detection results: In addition to

identifying weak cryptographic algorithms, the tool can

detect issues related to short encryption keys, insecure

operation modes, and insecure padding schemes.

• Reduced false positive rate: The tool can identify

cryptographic algorithms that are invoked during software

execution, rather than simply detecting which crypto-

graphic algorithm implementations are present.

• Reduced false negative rate: The tool can also detect

security issues in cryptographic algorithms called from

third-party libraries.

V. SUMMARY

We propose a hybrid cryptographic algorithm detection tool

that combines static and dynamic analysis techniques for closed-

source software. Our data filtering strategy has significantly

improved the accuracy of the detection tool by removing

redundant data. Evaluations conducted on software from a

marketplace have revealed security vulnerabilities associated

with third-party cryptographic libraries.
Developers and researchers should avoid using weak crypto-

graphic algorithms like DES and MD5 and opt for validated

alternatives such as AES and SHA-3. Balancing security

and performance requirements is crucial when selecting key

lengths and working modes. Future research may focus on

security issues of other third-party cryptographic libraries,

improving security alert systems, and exploring the impact

of industry standards and policies on encryption algorithms.

These recommendations support cryptographic library security,

ensuring the construction of secure and reliable networks and

information systems.
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