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Abstract—Fully Homomorphic Encryption (FHE) allows com-
putations on encrypted data without revealing the plaintext, gar-
nering significant interest from both academic and industrial com-
munities. However, its broader adoption has been hindered by
performance limitations. Consequently, researchers have turned
to GPUs for efficient FHE implementation. Nevertheless, most
have predominantly favored integer units due to their ease of use,
overlooking the considerable computational potential of floating-
point units in GPUs. Recognizing this untapped floating-point com-
putational power, our article introduces GIF-FHE, an extensive
exploration and implementation of FHE, leveraging GPUs’ integer
and floating-point instructions for FHE acceleration. We develop a
comprehensive suite of low-level and middle-level FHE primitives,
offering multiple implementation variants with support for three
word size configurations (64 /52 /32-bit). Particularly, we make
innovative use of floating-point implementations, employing a novel
methodology to efficiently leverage the floating-point unit’s fused
multiply-add (FMA) instructions. This represents the pioneering
integration of floating-point units into FHE acceleration. To bridge
our highly-optimized FHE primitives with practical applications,
this article also provides a high-level FHE implementation and
interfaces that can be directly applied by upper-level applications
such as neural network inference. Finally, we undertake a com-
prehensive experiment evaluation and comparison involving three
types of arithmetic: FP64/INT64/INT32 with varying word size
configurations and computation units. Notably, our fundamental
function implementations consistently outperform counterparts
on the same platform, achieving speedups ranging from 2.0X to
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4.2 x.In the context of CKKS FHE schemes, our homomorphic op-
eration implementation surpasses the state-of-the-art GPU-based
solution with a speedup of up to 3.8 X, and exceeds the performance
of the widely adopted CPU-based library, SEAL, with a remarkable
speedup of over 300 X.

Index Terms—FHE, GPU acceleration, floating-point arithme-
tic, number-theoretic transform.

I. INTRODUCTION

ULLY Homomorphic Encryption (FHE) has become an
F attractive “panacea” for data privacy, especially in the
field of privacy-preserving computation. FHE allows performing
arbitrary computation on encrypted data without the need for the
secret key, hence there is no need for the knowledge of original
data. A typical application of FHE is outsourcing the encrypted
data to a commercial cloud environment for processing, and then
decrypting the encrypted processed results, which effectively
solves the problem of data confidentiality while entrusting data
and its operations to a third party.

FHE dates back to 1978 [1], and achieves a breakthrough in
2009 with Gentry’s blueprint [2], which is however theoretically
feasible but highly impractical. Since then further efforts have
been made to advance FHE to real-world usage step by step
during the past decade. A series of representative FHE (or
leveled FHE) schemes, such as BGV [3], BFV [4], CKKS [5]
and TFHE [6] have been widely used in both industry and
academia [7], [8], [9].

Despite the significant advances in FHE algorithms, substan-
tial performance overheads remain a critical bottleneck that lim-
its their broader deployment in real-world applications. These
overheads, primarily due to intensive computation requirements,
hinder the practical adoption of FHE in scenarios demanding ef-
ficient and responsive data processing. Consequently, the urgent
need for FHE acceleration solutions has become increasingly
prominent, drawing widespread attention from both academia
and industry.

For the convenience of research and proof-of-concept, most
previous FHE researches or applications heavily rely on FHE
libraries running on CPU platforms, e.g., the well-known
SEAL [10] and HEIib [11]. These libraries focus more on func-
tionality, usability, and compatibility across multiple platforms
while sacrificing platform-specific performance optimizations.
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Recent study [12] has illustrated 10° to 107 times of performance
degradation for computation on encrypted data with the SEAL
and HElib, compared to that on plaintext messages. In pursuit
of extreme performance, many previous efforts were made
to leverage the platform features to accelerate FHE schemes.
Boameretal. [13] put forward Intel HEXL to accelerate NTT and
modular multiplication with Intel AVX512-IFMA instruction,
achieving a 7.2x single-threaded speed up. However, limited
by the performance upper bound of the CPU platforms, these
implementations cannot yet meet the requirements of large-scale
data processing.

A. Opportunities and Challenges for GPU-Based FHE

Fortunately, the rapid advancements in graphics processing
units (GPUs) bring an opportunity to address the performance
challenges associated with Fully Homomorphic Encryption
(FHE). NVIDIA’s introduction of the Single Instruction, Multi-
ple Threads (SIMT) execution model in 2006 revolutionized
GPU parallel computing. SIMT leverages thread-level paral-
lelism, allowing multiple independent threads to execute con-
currently using a single instruction. This feature holds great
promise for accelerating FHE, which involves intensive arith-
metic operations. Prior research endeavors have made significant
efforts to harness the computational power and memory band-
width of GPUs. By transplanting and parallelizing conventional
CPU-based implementations, GPU-based implementations have
achieved performance improvements ranging from tens to hun-
dreds of times faster.

Previous studies [14], [15], [16], [17], [18], [19] have lever-
aged GPU to accelerate the fundamental operations (e.g., CRT
and NTT) of FHE. And some previous works [20], [21], [22] are
dedicated to exploring efficient NTT implementations on GPU
for FHE. Based on the GPU FHE implementation, Al Badawi et
al. [23] present a text classification solution, PrivFT, using FHE
to preserve the privacy of content.

Nonetheless, the choice of underlying computational units
and implementation algorithms significantly influences the per-
formance of FHE implementations. Many prior works have fol-
lowed CPU-based implementation patterns, even though CPUs
and GPUs handle distinct types of workloads, leading to a lack
of effective utilization of GPU-specific advantages.

For instance, consider the underlying instruction set. High-
definition 3D graphics processing and deep learning applications
demand high-speed floating-point processing capabilities. GPUs
inherently excel in floating-point computing power. Over the
pastdecade, NVIDIA GPUs have witnessed more than a ten-fold
increase in floating-point computing power, growing from 1.345
Tera Floating-point Operations Per Second (TFLOPS) in the
Fermi architecture to 40 TFLOPS in the Ampere architecture.
Some GPU generations, such as Maxwell and Pascal, lack fully
functional integer units. Recognizing the significant potential of
floating-point computing power, previous studies [24], [25], [26]
reported up to a 3x speedup for RSA and ECC when utilizing
the floating-point computing capability of GPUs, compared to
integer-based implementations. Previous works also explore the
use of floating-point computing power in other domains [27],
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[28], [29], [30]. However, no prior research has explored the
application of GPUs’ floating-point computing power in FHE
implementations.

Furthermore, there is room for further exploration in the
implementation of CRT and NTT algorithms used in FHE. Adap-
tation to different GPUs, underlying arithmetics, and implemen-
tation methods requires empirical validation. Moreover, these
algorithms, particularly the NTT algorithm, offer opportunities
for optimization.

B. Contributions and Paper Organization

This paper aims to provide a comprehensive implementation
(and evaluation) of FHE schemes with fine-grained optimization
across a range of computing units in GPUs, including INT32
units and FP64 units, in pursuit of a faster FHE implementation
(GIF-FHE). Our contributions can be summarized as follows:

¢ First, we thoroughly explore the computing resources in-
herent in GPUs by effectively utilizing the INT32 compute
units and innovatively incorporating FP64 compute units
in FHE acceleration. Subsequently, we fully leverage the
computational capabilities of GPUs for three word size
configurations (64/52/32-bit) and provide three compre-
hensive sets of underlying arithmetic: INT64/FP64/INT32
arithmetic. This offers multiple choices for cryptographic
primitives implementations in higher-level constructions.
Additionally, we design targeted experiments to conduct
extensive evaluations of the three sets of underlying arith-
metic. We conduct a detailed analysis of the strengths and
weaknesses of these arithmetic operations in terms of gen-
erality and performance within homomorphic operators,
providing valuable insights for future research.

e Second, we extensively exploit the multi-level memory
architecture and various thread synchronization methods
of GPUs and building upon the underlying arithmetic
operations, we provide a complete set of polynomial op-
erations for FHE schemes based on the Ring Learning
With Errors (RLWE) problem, including NTT/INTT and
CRT/ICRT. We meticulously employ multiple optimiza-
tion techniques and compare implementations using differ-
ent strategies. We benchmark our work against state-of-the-
art GPU-based approaches, and our optimized implemen-
tation achieves a performance improvement of 2.0 ~ 4.2x
on the same platform.

e Third, as a case study, we employ the CKKS algorithm
and utilize device-level kernel enhancement and memory
management techniques to organically arrange and de-
velop polynomial arithmetic kernels. This enables us to
efficiently implement homomorphic operations and further
achieve privacy-preserving inference applications. We con-
duct extensive testing and comparisons of key-switching,
homomorphic multiplication, and rotation operations, re-
vealing that our implementations achieve a maximum im-
provement of up to 3.8x compared to the top-performing
CUDA Core-based implementations, and over 300 x com-
pared to the widely adopted CPU-based library. Utilizing
FP64 arithmetic in the key-switching operations, we have
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observed that on the P100 GPU, the performance can reach
up to 2.9x that of the INT64 arithmetic implementation.
Additionally, our privacy-preserving inference on a single
image showcases a remarkable 49.8 x improvement com-
pared to the state-of-the-art CPU implementation.

The rest of our paper is organized as follows. Section II
presents background material. Section III gives an overall ar-
chitecture of the GIF-FHE. Sections IV, V and VI detail the
implementation of underlying arithmetic, polynomial arithmetic
and upper homomorphic operations, respectively. Section VII
analyses the performance of proposed algorithm and compares
it with previous works. Section VIII concludes the paper.

1I. BACKGROUND

This section serves as a cornerstone for grasping the core
concepts essential to understanding the paper. It commences by
presenting the notations used throughout the paper, followed
by an introduction to the CKKS scheme and the fundamental
algorithms required for efficient implementation of FHE. Lastly,
a concise overview is provided regarding the floating-point
numbers and GPUs” FMA instruction.

A. Notation

R, is the polynomial ring Z,[X]/{X" + 1}, where N is
a power of 2. For a polynomial a(X) = Zf\;)l a; - X', we
define a = (ap, a1, ...,an—_1). The symbol L(¢) indicates the
maximum (current) level of a ciphertext, the number of multipli-
cations one can perform on the ciphertext without decryption.
r represents the number of prime numbers to represent large
integers in RNS domain. § refers to the word size, indicating
the number of bits processed by a multiplication instruction (or
simulated multiplication instruction).

B. Prevailing FHE Schemes

Currently, the prevailing FHE Schemes includes CKKS [5],
BGV [3], BFV [4]. This section will take CKKS as an example
to demonstrate the basic functions of FHE schemes.

CKKS supports homomorphic operations on real numbers,
rendering it conducive to data science applications. In CKKS, a
message is a vector of N/2 complex numbers. CKKS encodes it
into a polynomial m(X) € R, ,and then encrypts the plaintext
m(X)asalevel L ciphertextct = (a(X),b(X))in R?;)L ,apoly-
nomial pair, where Q1,(Qy) represents the ciphertext modulus
at level L(¢).

The key-switching technique is widely used in FHE schemes.
In 2020, Han et al. [31] proposed a generalized key-switching
technique, along with the introduction of a new parameter,
dnum, intended to strike a balance between the complex-
ity of key-switching and the scheme’s ability to accommo-
date a larger number of levels. In this paper, we adopt a
straightforward approach by setting dnum = L + 1, which al-
lows for a greater number of multiplication layers. Given an
evaluation key evk and a polynomial [d(X)],,, the proce-
dure KeySwitch(d(X), evk) decomposes the input polynomial
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[d(X)]g, into [d(X)], , where j € [0,€+ 1), raises its mod-
uli to obtain [J(X)]Q£+l’ then computes (a(?(X),b? (X) =

Efzody) ® evk;l) fori € [0,£+ 1] and finally reduces the
moduli to obtain [(a(X), b(X)]g, -
Below, we present the most frequently used FHE evaluation
functions in CKKS. For more details, refer to [5], [31], [32]:
® Homomorphic Addition (HADD): Given two ciphertexts
Ctyg = (CLQ(X), bo(X)) and ct; = (al(X), bl(X)) in R2 T
HADD(CtQ, Ctl) = [ao(X) + al(X), bo(X) + bl(X)}Q@-
®  Homomorphic Multiplication (HMULT): Given two cipher-
texts ctg = (ap(X),bo(X)) and cty = (a1(X), b1 (X))
in R2[ and an evaluation key evk, HMULT(cty, cty) :=
[(a0(X) - a1(X), ao(X) - b1(X) + a1(X) - bo(X)) +
KeySwitch(by(X) - b1(X), evk)]q,.
® Plaintext-ciphertext Multiplication (CMULT): Given a
plaintextm = (ao(X)) € Randaciphertextct = (ay(X),
b1(X)) in R,, CMULT(m,ct) := [(ao(X)-a1(X),ao
(X) - b1 (X)]ar-
® Homomorphic Rotation (HROTATE): Given a ciphertext
ct=(ag(X),bo(X)) in RZ,, a rotation index rn
and an evaluation key evk, HROTATE rotates the
message of ct according to the rn, which is defined
as  HROTATE(ct, rn, evk) := [(0, rotate(bo(X), rn) +
KeySwitch(rotate(ao(X), evk)]q,.
® Rescale: Given a ciphertext ct = (a(X),b(X)) in R,
RESCALE performs rescaling separately to a(X) and
b(X), yielding the result ct’ = (a'(X), (X)) € Rp, .

C. Typical FHE Workloads

The polynomial arithmetic, especially the polynomial mul-
tiplications, poses as the primary computational bottleneck of
main word-wise FHE schemes, like BGV, BFV, and CKKS.
The Chinese Remainder Theorem (CRT) and Number Theoretic
Transform (NTT) are widely used in FHE implementations to
reduce the complexity of polynomial arithmetic.

1) Chinese Remainder Theorem (CRT): CRT isused to trans-
form the polynomial from raw multi-precision representation to
CRT representation by decomposing large coefficients into a set
of single-word coefficients.

To exploit CRT, r co-prime moduli ¢; for i € {0 <4 < r}
need to be selected, where Q = H;;é g; and each modulus
q; is a prime number smaller than word size 3. Then, a in-
teger a for a < () can be represented by the set of remain-
ders {ag,a1,...,a,_1}, where a; = a (mod ¢;). Therefore,
the arithmetic over Z, can be transformed to arithmetic over the
finite field Z,, fori € {0 <1i < r}, e.g., a multi-word multipli-
cation is converted to r single-word modular multiplications. It
not only reduces the computational complexity from O(m?)
to O(r) for m = [logQ/log 8] (r < m?), but also can be
processed in parallel.

The reconstruction of big integer a is called ICRT, which can
be carried out via (1).

r—1 -1
a= Z Q . <<Q> - a; mod ql-) mod @ €Y

o 4 qi
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2) Number Theoretic Transform (NTT): NTT is a specialized
form of the Discrete Fourier Transform (DFT) for a finite field
of integers. Using NTT, one can transform the polynomial from
coefficient representation to NTT representation (point-value
representation). Then the polynomial multiplication can be con-
verted into element-wise multiplication operations of 2 vectors
in NTT form. The computational complexity of the multiplica-
tion between two polynomials in the polynomial ring is reduced
from O(N?) to O(N log N).

The NTT algorithm for the polynomial of degree /N, which
is also called N-point NTT, computes the following: Aj =
SV ajwl mod g; for k€ {0 <k < N}, wy is the prim-
itive N'th root of unity of NTT for Z,, (w{f mod ¢; is called
twiddle factors), a; is an input polynomial coefficient indexed
by j, and Ay is an output polynomial coefficient indexed by k.

Generally, when using NTT, it is required to double the input
polynomial with zero-padding to obtain the result of 2N — 1
degree and modulo the polynomial modulus after element-wise
multiplication. For polynomial ring Z, [X]/{X®" + 1}, which
is used in most FHE schemes, a technique called negacyclic con-
volution [33] is involved to avoid those operations. The process

: : : : -1 _ -1 -2 1-N
is shown in (2), in which Q71 = (1, wy=n, Wy, - - -, Wi~ 5 )-

c=Q "OINTTy (NTTy (a) - NTTy (b)) (2

a and b are the vectors of the coefficients of a(wanX),
bwanX) respectively. Consider NTT(a)=A, A=

SN Hajwl- 5 )wl¥ . To reduce the number of computations, it is

=0
usually simplified to Aj, = Z;V:_Ol a;wl %Y The transform

of NTT(a) is also called Discrete Weighted Transform
(DWT) [34]. Similarly, INTT(A - Q1) is the inverse of DWT
(IDWT).

Compared with traditional iterative NTT, four-step NTT [35]
is more suitable for parallel computing. In four-step NTT algo-
rithm, the length N of polynomial is decomposed into (N7, No)
for N = Ny x No. In this way, A, 1,) in A = NTT'(a) can
be computed as (3). In which, j = j1 + jo N1, k = ko + k1 Ns.

Ni—1Ny—1

— Joka  jike  jiki )
Aeg ky) = E : § : A1) WN, WN,NWN,  mod g (3)
J1=0 j2=0

The above equation reveals the new four steps of the algo-
rithm: 1) proceeding /N7 groups of No-point NTT; 2) transposing
the matrix; 3) multiplying twiddle factors; and 4) proceeding N5
groups of N;-point NTT.

3) Limitations of Existing GPU-Based Solutions: Despite
significant advancements in GPU-based FHE implementations,
several limitations persist across different levels of the architec-
ture, affecting performance and efficiency.

Underlying arithmetic level: Existing GPU-based solu-
tions [14], [15], [16], [17], [18], [19] often rely on limited arith-
metic strategies that do not fully utilize the GPU’s computational
potential, which directly impacts the efficiency of foundational
workloads like CRT and NTT. Many implementations focus on
single arithmetic types (e.g., INT32), which restricts flexibility
and efficiency, especially when handling the varied arithmetic
demands of polynomial transformations. This single-method
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approach fails to explore the benefits of leveraging different
arithmetic units, such as FP64, which can improve performance
in certain scenarios by exploiting the GPU’s floating-point capa-
bilities. Additionally, the complexity of multi-word arithmetic
and the overhead of modular operations in finite fields, essential
for CRT processes, remain challenges that are inadequately
addressed.

Polynomial arithmetic level: The main workloads in FHE,
such as CRT and NTT for polynomial arithmetic, experience
inefficiencies due to suboptimal utilization of memory and
computational resources. Current implementations frequently
encounter challenges with memory access patterns and syn-
chronization issues, leading to increased latency and reduced
throughput, which are critical in CRT and NTT tasks. For
instance, operations like NTT/INTT require efficient memory
hierarchy utilization, which is not fully exploited in many so-
lutions, resulting in unnecessary global memory accesses and
synchronization delays. This inefficiency limits the potential
speedup and scalability that GPUs can offer for these complex
polynomial operations.

Homomorphic operations level: On a device level, the imple-
mentation of homomorphic operations like HMULT and HRO-
TATE, which depend on optimized polynomial arithmetic, often
faces challenges due to limitations in kernel deployment and
memory management strategies. Many solutions use kernels
that handle single polynomials and single polynomial opera-
tions for complex homomorphic tasks, and the lack of kernel
enhancement techniques results in poor optimization of resource
utilization and extended execution times Furthermore, memory
management in existing solutions often overlooks advanced
allocation strategies, leading to high latency and inefficient
bandwidth usage, particularly when dealing with large-scale
data inherent to FHE operations.

Overall, these limitations highlight the need for a more in-
tegrated and optimized approach that addresses arithmetic ef-
ficiency, workload management, and device-level execution to
enhance the performance of GPU-based FHE solutions.

D. Floating-Point Numbers and the FMA Operation

The 32-bit and 64-bit basic binary floating-point formats
defined in IEEE 754 [36] correspond to the C language data types
float and double. This guarantees consistent computations
across platforms and convenient exchange of data. The double
precision floating point (FP64) value used in this work has a
1-bit sign, an 11-bit exponent, and a 53-bit significand. The
53-bit significand includes an implicit integer bit of value 1 and
an explicit 52-bit fraction part.

The fused multiply-add operation (FMA), also included in
IEEE 754 [36], computes (X x Y + Z) with only one rounding
step. This mechanism makes FMA more accurate than perform-
ing separate multiply and add operations with two rounding
steps. NVIDIA GPUs with CUDA architecture comply with
the IEEE 754 standard for binary floating-point arithmetic with
acceptable deviations.

There are five rounding modes defined by IEEE 754 in-
cluding round-to-nearest (ties to even, ties away from zero),
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round towards positive, round towards negative, and round
towards zero. Among them, round towards zero (rz) only
retains the effective digit precision and directly discards the extra
digits.

III. GIF-FHE DESIGN

This section gives an overview and roadmap of GIF-FHE.

A. A Multi-Layer Design of GIF-FHE

FHE encompasses various complex algorithms and opera-
tions. A multi-layer architecture is particularly suited for manag-
ing such intricate systems. Previous work leverages multi-layer
parallel framework techniques on GPUs in other fields [37].

In this study, we employ a multi-layer framework on GPUs
for FHE acceleration, which offers several advantages. First,
this design allows for specific performance optimizations at
each layer, enabling the effective application of diverse opti-
mization strategies. Second, it breaks down complex operations
into smaller modules, allowing for independent replacement or
upgrading of different layers. This capability enables the system
to be adjusted and optimized according to diverse usage needs
and quickly adapt to new technologies or algorithm changes,
thereby improving the system’s flexibility and scalability.

B. Roadmap of GIF-FHE

GIF-FHE introduces three distinct layers: the polynomial
arithmetic layer, the underlying arithmetic layer, and the ho-
momorphic operation layer.

The underlying arithmetic layer, as detailed in Section IV, is
meticulously designed to operate on individual coefficient lev-
els with remarkable efficiency. By leveraging GPU instruction
sets, this layer achieves high-performance computing through
primitive-level optimization.

The polynomial arithmetic layer, explored in Section V,
concentrates on operations within the entire polynomial
structure. Here, we employ kernel-level optimization to
significantly enhance performance by using advanced thread
organization and inter-thread synchronization to capitalize
on parallel processing power. By effectively coordinating
the workload across various threads, it significantly boosts
efficiency in handling large-scale data.

The homomorphic operation layer, described in Section VI,
is tailored for supporting encryption schemes based on the
RLWE problem. Our implementation focuses on the CKKS
scheme, utilizing both the polynomial and underlying arithmetic
layers to perform efficient homomorphic operations. This layer
benefits from device-level optimization, enabling seamless
homomorphic operations that fully harness the potential of
the hardware. Moreover, we demonstrate privacy-preserving
inference using the CKKS scheme, highlighting its practical
applications in maintaining data privacy while delivering robust
computational power.
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TABLE I
THROUGHPUT (NUMBER OF OPERATIONS PER CLOCK CYCLE PER SM) OF
NATIVE INTEGER AND FLOATING-POINT ARITHMETIC INSTRUCTIONS ON
NVIDIA P100, A100, AND H100 GPUS

Throughput/SM/CLK FP32 FMA FP64 FMA  INT32 Mul
P100 64 32 <327
A100 64 32 64
H100 128 64 64

*: It takes multiple instructions to complete one 32-bit integer
multiplication.

IV. UNDERLYING ARITHMETIC

The various computing units and rich instruction set of GPUs
support their abundant computing capabilities. This section aims
to fully utilize the computing resources of GPUs and propose ef-
ficient FHE underlying primitives implementation. This section
first analyzes the feasibility of implementing FHE mathematical
primitives using different computing units, then introduces three
sets of underlying arithmetic using different instructions, as well
as the implementation of finite field arithmetic and multi-word
arithmetic.

A. GPU Native Instruction Set Selection

There are multiple computing resources in modern GPUs,
including separate arithmetic logic units (ALU) that support
integer and floating-point calculations. Influenced by applica-
tions such as graphics processing and machine learning, GPU
architectures are typically designed with a greater emphasis on
floating-point computational capabilities. As a result, compared
to integer arithmetic units, GPU floating-point computation
units not only have a wider variety but also often have higher
throughput.

In GPUs designed for high-performance computing and data
centers such as H100 and A 100, there are two types of computa-
tional cores for floating-point calculations, FP32 and FP64 cores,
and one type for integer calculations, INT32 cores. In some cases
where 64-bit integer calculations are required, NVIDIA GPUs
simulate the implementation of it using 32-bit instructions. The
instruction throughput of the NVIDIA H100, A100, and P100
GPUs is shown in Table I.

In the latest H100 GPU, the number of FP32 cores has doubled
compared to the INT32 cores, resulting in FP32 calculations
achieving twice the throughput of INT32 calculations. However,
in the P100 GPU, which lacks fully functional integer cores,
it takes multiple instructions to complete one 32-bit integer
multiplication, resulting in approximately half the throughput
of FP32 operations for INT32 multiplication calculations.

However, currently, the floating-point unit of GPUs has not
been considered in FHE acceleration. This is largely because the
use of floating-point units for integer calculations can easily lead
to loss of precision. Most operations in cryptographic computa-
tions require accurate calculation results. For such computations,
the utilization of FMA instructions and careful treatment are
required.

With noticing that in the GPU, there are two types of floating-
point units, FP32 units and FP64 units, with significant bits of
24 and 53, respectively. In FHE implementations, CRT and NTT
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algorithms usually require a large modulus, typically 30 bits or
more. The use of FP32 units can restrict the choice of modulus
size, and the proportion of significant bits in FP32 numbers
is relatively low, resulting in low computational efficiency. In
addition to integer units and floating point units, the latest
GPUs also feature tensor cores. While some studies have ex-
plored using tensor cores for cryptographic computations such as
lattice-based cryptography [38], tensor cores primarily support
low word-size operations such as INT8 and FP16, making them
inefficient for FHE calculations, which require larger moduli.

Based on the aforementioned considerations, we opted to
build FHE implementation based on INT32 and FP64 units,
respectively.

B. Three Sets of Underlying Arithmetic

The INT32 unit is capable of handling both 32-bit and 64-bit
integer computations. Meanwhile, the FP64 unit, through spe-
cific adaptations, accommodates 52-bit integer computations.
For clarity, we will refer to implementations with distinct word
sizes as INT32 arithmetic, INT64 arithmetic, and FP64 arith-
metic, respectively.

Each of these underlying arithmetics exhibits distinct char-
acteristics. INT64 arithmetic accommodates larger finite field
moduli, INT32 arithmetic exhibits higher computation speed,
and FP64 arithmetic enables computations using the floating-
point unit, harnessing the floating-point computational power of
the GPU.

Previous studies [14], [15], [39] used 32-bit word size, while
other studies [16], [20], [40] chose 64-bit word size. These stud-
ies exclusively employed a single arithmetic, without evaluating
the merits of different arithmetics within the same algorithm.
Besides, there is no research to demonstrate an FHE implemen-
tation using FP64 arithmetic.

Thus, we implement all three underlying arithmetic types,
trying to explore the best routine for FHE implementations to
achieve faster performance under varying device and parameter
configurations.

The overall design is shown as Fig. 1. The underlying arith-
metic includes finite field arithmetic and multi-word arithmetic,
providing basic operators for the upper polynomial arithmetic.
INT32 and INT64 arithmetic are based on INT32 units of GPUs
and the FP64 arithmetic is based on FP64 units. Next, we will
go through these three sets of underlying arithmetic.

INT32 Arithmetic: INT32 arithmetic is based on the INT32
cores in GPUs, supporting a word size of 32 bits. GPUs feature
native 32-bit integer instructions, with the CUDA compiler con-
verting operations on INT32 data types into corresponding in-
structions. In critical functions, we use the CUDA parallel thread
execution (PTX) instruction set, which includes multiply-add
instructions (mad) and instructions related to carry operations
(addc, subc, and madc) to improve the efficiency of the
relevant operations.

INT64 Arithmetic: There are no 64-bit integer arithmetic units
in NVIDIA GPUs. While the compiler provides support for com-
putations involving 64-bit integers, the underlying calculation is
still performed using INT32 cores. An INT64 multiplication is
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Fig. 1. Roadmap of GIF-FHE.

substituted by four INT32 multiplication instructions and six
addition instructions in total. INT64 arithmetic supports a word
size of up to 64 bits. To optimize critical functions involving
multiply-add and carry operations, we still use PTX assembly
instructions.

FP64 Arithmetic: FP64 arithmetic combines the advantages
of floating-point and integer computing power in GPUs, result-
ing in optimal performance for both multiplication and addition
operations.

To perform multiplications, we utilize the FP64 instruction,
which is twice as fast as INT64 multiplication in some GPUs
and performs comparably in others. We draw inspiration from
the previous work’s utilization of the fma instruction [25] and
propose a computation method for single-word multiplication
(SWMul) in FP64 arithmetic, as shown in Algorithm 1. By
exploiting all fraction part of FP64 numbers, the word size of
FP64 Arithmetic reaches 52-bit.

Specifically, we utilize two fma instructions to calculate
the high 52-bit and the low 52-bit of the product of SWMul,
respectively. In order to fix the most significant bit of the fma
results, we set the third operand of fma instruction as an anchor
value. In the line 3, we set the anchor to 21%4 to get f_hi, the
high 52-bit product with anchor. In the result, the anchor just
occupies the implicit bit. Note that the rounding mode of fma
instruction is set to round towards zero, so that the f_hi will not
be affected by the low 52-bit product. Next, we subtract the high
52-bit from the product, and fix the most significant bitof f_loby
setting the anchor value to 252, which is equivalent to setting the
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Algorithm 1: SWMul in FP64 Arithmetic.

Require: single-word integer a and b.
Ensure: (h,l) = a x b.
1:cp = 2104 ¢y = 2104 4 292 mask = 253 — 1
2: convert a and b to FP64 type
3: f_hi=fma.f64.rz(a,b,c1)
4: f lo= fma.f64.rz(a,b,co — f_hi)
5:mov.d64 h, f_hi
6: mov.d64 [, f_lo
7: h = h &mask
8: 1 =1&mask

third operand of the fma instruction to (2°2 — (f_hi — 210%)),
In this way, we get the low 52-bit of the product with anchor in
line 4. Due to the introduction to the anchor, the implicit leading
bit is sacrificed and thus only 52 bits are available in all 53-bit
significand of FP64 numbers.

Note that in FP64 arithmetic, numbers are stored as 64-bit
integers. We will explain the benefits of this later. In this case, the
data needs type conversion before and after multiplications. The
overhead of converting the input multiplicands to floating-point
numbers is negligible, but converting floating-point numbers
back to integer numbers is a time-consuming operation. Due to
the introduction to the anchor, we can easily extract the INT64
type results by exploiting the native mov and and bit-wise
instructions. And the anchor itself is implicit and does not
require further operations.

In FP64 arithmetic, the integer computing power is also
exploited to handle additions and subtractions for two reasons.
First, there is no FP64 instruction to efficiently resolve carry
operations. Second, the instruction throughput of integer addi-
tion is relatively high in almost all generations of GPUs, unlike
the integer multiplication instructions. In this case, coefficients
are stored in 64-bit integer arrays. When performing addition
operations, the word size is temporarily extended to 64-bit as a
redundant representation. The extra 12 bits are used to prevent
overflow without carry operations, which can greatly improve
the accumulation efficiency.

C. Multi-Word Arithmetic

In homomorphic encryption schemes using residue number
system (RNS) representation, multi-word arithmetic is mainly
used for CRT and its inverse, where multi-precision representa-
tion is used for multi-word coefficients.

Multi-word ~ multiplication ~ (MWMult), accumulation
(MWAcc), multiplication-and-accumulation  (MWMACQC),
and subtraction (MWSub) are frequently utilized operations.
In ICRT algorithm, MWAcc and MWMAC are employed to
calculate the reconstruction of large integers. The process
involves intricate operations, particularly in dealing with
repetitive carry operations. In INT32 or INT64 implementation,
we adopt addc instructions to avoid overflow. Most of addc
instructions just add zero and the carry-in flag to the summation,
which is hereinafter referred to as AddcZero instructions.
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MWMAC is more complicated than MWAcc. In a common
MWMAC operation, a t-word integer a is multiplied by a single-
word integer b and the result is accumulated to an integer array
s, which does not exceed [ in length. In total, (4 — 4¢ + 1)
and (2] — 2t + 1) AddcZero instructions are included in one
MWMAC in INT64/INT32 arithmetic respectively. The number
of instructions will not reduce even if ¢ decreases.

In FP64 implementation, each sample of a coefficient is up
to 52-bit and stored as a 64-bit integer variable. The remaining
12-bit can be used to avoid overflow during accumulation and the
AddcZero instructions are no longer required. So the MWMAC
in FP64 arithmetic is much simpler than that in INT64 arith-
metic. After the complete accumulation, we use bit operation
to add the first 12-bit of each sample into the more significant
sample to restore the word size to 52-bit.

Besides, we also implement multi-word subtraction
(MWSub), multi-word comparison (MWCom) and multi-word
integer modulo single-word integer operation (MSMod). For
MWSub, we use subc instructions to improve performance
in integer arithmetic. In FP64 arithmetic, an extra carry flag is
introduced and the subtraction with borrow is implemented.
For MWCom, the comparison is carried out from the most
significant sample to the least significant sample until the result
is obtained. The MSMod is the dominant computing load of
CRT algorithm and significantly impacts the performance of
polynomial CRT operations, which will be discussed in detail
in Section V-B1.

D. Finite Field Arithmetic

In the implementation of FHE schemes, most operations are
calculated in finite fields, making modular arithmetic a crucial
operation for the overall performance. Finite field arithmetic
includes modular addition (ModAdd), subtraction (ModSub),
and multiplication (ModMul) operations.

The ModMul is the most time-consuming operation in finite
field arithmetic. The inherent slowness of the native modulo op-
erator (%) within GPU kernels poses challenges for the efficient
implementation of modular arithmetic. The use of fast modular
multiplication algorithms presents a solution to alleviate the
computational overhead associated with ModMul. For instance,
in scenarios where it is not possible to precompute either of
the two multiplicands, the Barrett reduction algorithm [41] is
employed.

To optimize cases where one of the multiplicands can be
precomputed, we also implement the more concise Shoup’s
ModMul [42] and Montgomery’s ModMul [43]. In the case of
these two algorithms, Montgomery’s ModMul entails one full
multiplication (FulMul), one high-word multiplication (HiMul),
and one low-word multiplication (LoMul). On the other hand,
Shoup’s ModMul necessitates one HiMul and two LoMuls.

It is worth noting that the computational cost of HiMul and
LoMul differs among the three underlying arithmetics. In GPUS,
asingle instruction can accomplish 32-bit integer multiplication,
whereas for INT64 arithmetic, the number of instructions re-
quired for LoMul is relatively fewer compared to FulMul and
HiMul. While, in FP64 arithmetic, HiMul incurs the fewest
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number of instructions. Hence, in the context of INT64 arith-
metic, Shoup’s ModMul can be achieved with a lower number
of instructions compared to Montgomery’s ModMul. However,
Montgomery’s ModMul does not necessitate the use of the
original multiplier w as input, which can provide an advantage in
memory-intensive programs. Given the precomputability of ro-
tation factors, these two algorithms are commonly employed in
the NTT operation. In Section VII-B3, we conducted experimen-
tal comparisons to assess the performance of these algorithms
within the context of NTT.

In addition, we employ lazy reduction to simplify compu-
tations for modular arithmetic. When selecting the modulus,
we reserve 3 bits, allowing temporary values to inflate up to
23 times the modulus. This strategy effectively minimizes the
requirement for conditional subtractions in modular multiplica-
tion, addition, and subtraction operations. As for the accumula-
tion of modular multiplication results, we initially compute the
accumulation of products and subsequently employ the Barrett
reduction technique for modular reduction.

V. POLYNOMIAL ARITHMETIC

In homomorphic encryption implementations, polynomials
are commonly represented in three different domains: polyno-
mial domain, CRT domain, and NTT domain, as shown in Fig. 1.
In order to improve the efficiency of various types of operations,
polynomials need to be frequently transformed across these three
domains. The main workloads of polynomial arithmetic include
inter-domain conversions, polynomial addition in CRT/NTT do-
main, modulo conversion in CRT domain and polynomial multi-
plication in NTT domain. Among them, most arithmetic opera-
tions, including CRT/ICRT, demonstrate high parallelism, while
NTT/INTT exhibits a strong data correlation. In this section, we
will introduce NTT and other polynomial arithmetics separately.

A. NTT Optimization With Multiple Levels of GPU Memory
Hierarchy

Due to the inability of polynomials in NTT form to perform
modulus switching, and the presence of frequent modulus con-
version operations in homomorphic encryption schemes, the
NTT form of the polynomial cannot be maintained consistently.
This necessitates the use of multiple NTT and INTT opera-
tions in various homomorphic operations, such as homomor-
phic multiplication (HMULT). To attain the desired O(N log V)
computational complexity, the NTT algorithm incorporates sev-
eral iterative rounds, with numerous memory access operations
occurring between each round. Additionally, inter-thread data
synchronization is required between those rounds. All the above
pose significant challenges for parallel algorithm design.

As a result, the primary design principle of NTT/INTT in
GIF-FHE is to enhance parallelism effectively, making full use
of the ample and high-speed register resources, along with
the relatively constrained in size but intra-block-synchronized
shared memory. This approach aims to minimize unnecessary
slow global memory access. Additionally, we employ memory-
efficient algorithms like Montgomery’s ModMul and the 4-step
NTT, which are all characterized by their friendly memory

1531

access patterns, in order to further reduce memory access as
much as possible.

1) Memory Usage and Thread Synchronization: The limited
on-chip memory resources (registers and shared memory) can-
not accommodate the entire polynomial and lack data synchro-
nization capabilities between blocks. Thus, the off-chip global
memory is essential due to its ample size, but its slow read and
write speeds often lead to computational core delays caused
by numerous memory transactions. Moreover, using device
memory for data synchronization incurs significant overhead,
requiring the termination of the current kernel and the initiation
of a new one for subsequent tasks. To tackle these issues, this
section leverages hierarchical memory properties and introduces
an NTT scheme based on GPU memory architecture.

Register-Level Optimizations: It’s worth mentioning that
GPUs have relatively ample register resources, with up to 255
32-bit registers per thread. The fundamental idea behind our
register-level NTT optimizations is to judiciously reduce paral-
lelism, consolidate workloads, and, by doing so, increase register
utilization. This, in turn, allows for a higher number of operations
to be executed per iteration, ultimately reducing the overall
number of iterations required.

Fig. 2 demonstrate an example of this insight. In a naive
NTT implementation for a 2™ -point NTT, m rounds of memory
data read and write operations are necessary. Using m =4
as an example, Fig. 2 illustrates a GPU-based 16-point NTT
implementation. The naive implementation requires four rounds
of butterfly operation, which also means four rounds of memory
reading and writing, which can be executed by eight threads in
parallel in GPU. By merging every two iterations in the naive
NTT into a single iteration, the total number of memory reads
and writes can be reduced from four rounds to two rounds. With
this implementation, the data processed by each thread in each
round has increased from two to four. The registers assigned to
each thread are sufficient to store these data points, and there is no
need for inter-thread synchronization within each round. Even
though only half of the original threads are used, the reduction
in memory transactions still results in faster NTT processing.

The number of iteration rounds can be condensed even further.
However, if the total number of threads is reduced beyond a
certain point, the efficiency of NTT processing may decrease
because the level of parallelism is also reduced.

Shared-Memory-Level Optimizations: To mitigate memory
pressure without further reducing the number of rounds, we
expand the NTT implementation into shared memory. Shared
memory is an on-chip storage resource that can be shared
among threads within the same block, and it offers faster access
speeds compared to global memory. We utilize the ___sync-
threads () instruction for thread synchronization within the
block, eliminating the need to initiate a new kernel for achieving
thread synchronization. Fig. 2 demonstrates the usage of shared
memory to decrease global memory access.

When the size of NTT is increased beyond the capacity of
shared memory, the entire polynomial cannot be accommodated.
For the homomorphic encryption parameter scale (where N is
typically between 2'2 and 2'7), N can be decomposed into
N = N; x N», and two kernels are utilized to process NTTs
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Fig. 3. GPU kernels for implementing a 32768-point NTT.

with radix- N7 and radix- N5, respectively. This will be further
explained in Section V-A2.

Regarding the latest NVIDIA GPUs like the A100 and H100,
they support asynchronous data transfers over shared memory,
which allows for the overlap of computation and data transfer
of multiple data sets [44]. However, to maximize the parallel
processing capabilities of GPUs, our approach assigns each
block to handle a single data set instead of multiple data sets.
Consequently, we do not leverage asynchronous transfer tech-
nology in this procedure, ensuring we fully utilize the inherent
parallelism of the GPU architecture.

Global-Memory-Level Optimizations: After fully utilizing
on-chip resources, the input and output data of the GPU kernels
still need to be stored in global memory. Additionally, the
twiddle factors are also stored in global memory due to their
large size.

To enhance the efficiency of global memory access, we em-
ploy coalesced memory access. This approach arranges the data
accessed by adjacent threads in neighboring positions, allowing
a single memory access to satisfy the data read and write re-
quirements of multiple threads. As a result, the overall number
of memory access transactions is reduced.

2) NTT Iterative Scheme and Data Layout: To accommodate
the above memory optimizations, we iteratively adopt the 4-step
NTT algorithm, dividing the NTT into multiple stages, with
smaller NTT sizes. Compared to the high-radix NTT, the inner
implementation of the 4-step NTT is simpler, and the access to

the twiddle factors is more centralized, making it easier to apply
coalesced memory access.

In our implementation, the polynomial length NN is initially
decomposed into (N1, Na), that is, N = Ny x Na, where Ny
is close to No. Two kernels are employed to execute the 4-step
NTT operation: one kernel performs /Ny of No-point NTT, while
the other kernel performs No of Nj-point NTT.

Fig. 3 illustrates the detailed execution steps of the two kernels
using a 32768-point NTT as an example with N; = 512 and
Ny = 64. It depicts the memory access patterns and the execu-
tion steps of the kernels. As shown in Fig. 3, each block within
Kernel 1 process 4 of Ni-point NTT (pad = 4), and each block
within Kernel 2 process 8 of Ny-point NTT (pad = 8). This
ensures that coalesced memory access can always be applied to
access adjacent data and provide it to multiple threads.

Within each kernel, each block continues to iteratively use the
4-step NTT algorithm to process the inner NTT. Fig. 4, taking
Step 1.1 of Kernel 1 in Fig. 3 as an example, illustrates the
specific processing flow of a single block for the 4 sets of 512-
point NTT. Specifically, the 512-point NTT is divided into three
stages, and each thread processes 8 data points in each stage.
Shared memory is utilized for inter-thread data synchronization
during this process, and the matrix transpose step is performed
simultaneously when writing to shared memory. The processing
in Step 2.1 is similar to that in Step 1.1.

3) ModMul Strategy and Negacyclic Convolution: Both
Montgomery’s ModMul and Shoup’s ModMul, implemented in
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the finite field arithmetic, are applicable to ModMuls within
the context of NTT. We evaluated the performance of these
two methods in NTT implementation (the results are shown
in Section VII-B3), and ultimately, we chose Montgomery’s
ModMul for its memory-access-friendliness.

Previous works [14], [45] employed a special modulus
ps = OxFFFFFFFF00000001 to accelerate modular
arithmetic by transforming modular reduction into shift and
addition/subtraction operations. However, this approach offers
limited acceleration benefits and contradicts the negacyclic
convolution techniques employed in the NTT algorithm.
Consequently, we opted not to utilize this method.

Negacyclic convolution effectively avoids the need for length
doubling in NTT operations, resulting in more pronounced
improvements. Consequently, we did not employ special moduli
but instead chose moduli that satisfy ¢; = 1 mod 2N to meet the
requirements of negacyclic convolution.

In order to improve code reuse and reduce system complexity,
this paper applies the negacyclic convolution implementation
with pre-processing and post-processing. It is worth noting
that the conventional NTT with negacyclic convolution (DWT)
requires a pre-processing step during the forward transformation
and a post-processing step during the inverse transformation.
An alternative approach to implementing the DWT involves
combining the pre-processing and post-processing steps with
the operations of multiplying twiddle factors. Although this
merging technique eliminates the overhead of memory accesses
and ModMuls in the pre-processing and post-processing steps,
it makes the implementation of the inner layer of DWT more
complex and the performance improvement is quite marginal.

B. CRT Optimization With Attentive Handling of
Element-Wise Operations

Polynomial arithmetic operations other than NTT, includ-
ing CRT/ICRT, and operations within the CRT/NTT domain,
demonstrate a one-to-one correspondence between inputs and
outputs, making them amenable to parallel processing. These
operations can be performed by processing the individual terms
of polynomials through combinations of underlying mathemati-
cal primitives. Based on this, a reasonable GPU thread allocation
is necessary to complete a polynomial operation. In order to
maximize parallelism, we employ a single thread to process each
term in the polynomial.

Within element-wise polynomial operations, CRT and its re-
construction exhibit higher complexity. The choice of algorithms
has a considerable impact on implementation performance.
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Subsequently, we specifically focus on algorithm selection for
CRT/ICRT.

1) CRT: In the CRT operation, calculating the re-
mainders of the coefficients is the main computational
load. A multi-word integer (MWInt) a is represented by
multi-precision representation, i.e., (ag, ..., am,—1), such that
a= Z;.'Zol a;jB7. The moduli are single-word integers. There
are two ways to implement CRT transform, using different
methods for the multi-word integer modulo single-word integer
(MSMod) operation, referred to as CRT-MOD and CRT-MUL,
respectively.

CRT-MOD: The fist method follows the basic long di-
vision method, which calculates each term iteratively us-
ing the formula h; = (hj_1 - B+ am-1-;) mod ¢; for j e
1 <j <m—1, with the hy being initialized as hg = a;,_1,
and h,,— is the final remainder obtained from the operation.
However, the native modulo operation (%) on GPUs exhibits
poor efficiency. To overcome this limitation, we use the Barrett
reduction method [41] to speed up the modulo operations.

CRT-MUL: The other approach to computing MSMod
is based on the idea of precomputation. The word size
£ and the modulus ¢; are independent of the input, thus
we can precompute 3’ mod ¢; for all j as sequence b. In
this way, an MSMod is transformed into the inner prod-

uct of two sequences: a mod g; = Z;;lo ay - 37 mod ¢; =

Zé‘;lo a;j - (7 mod ¢;) mod ¢; = a- b mod ¢;. In our imple-
mentation, the inner product is performed by a batch of SWMuls
and a summation of products. The optimization of MWACC is
still adopted here and Barrett reduction is used for the modulo
operation of the summation.

2) ICRT: Compared with CRT, CRT reconstruction (ICRT)
is more complicated. Two implementations of ICRT are de-
veloped, adopting the classic CRT algorithm and Garner’s al-
gorithm [46] respectively. To apply the optimized operations
in underlying arithmetic, we decouple the main computational
loads of the two algorithms.

ICRT-C: The classic ICRT runs basically as (1) in Sec-
tion II-C1 indicates. The main computational loads involve
obtaining the accumulated sum with MWMAC and taking its
modulus with respect to @@ using MWMod. The MWMAC is
analyzed in Section IV-C, while the MWMod in ICRT can
be achieved by an MWCom and followed by an MWSub if
needed. To reduce the computational overhead at runtime, we
precompute @, q;, ratio;, Q/q; and (Q/q;)~* mod g; for the
classic ICRT algorithm and store them in the constant memory
of GPU.

ICRT-G: Another CRT reconstruction approach, adopt-
ing Garner’s algorithm [46], is shown in Algorithm 2. We
precompute k; = H;;lo gj and ¢; = H;;lo (¢; ' mod ¢;) mod
q; for i € {1 < i < r} and store them in the constant memory.
ICRT-G has different computational loads from ICRT-C. Al-
though it also includes the MWMAC operation in Line 7, which
involves multiplying k; by u and accumulating the result onto a,
the average word number of k; is obviously shorter than that of
Q/q; in ICRT-C method. Besides, there are MSMod operations
in Line 5, for which we employ the method used in CRT-MUL
implementation.



1534

Algorithm 2: ICRT Using Garner’s Algorithm.
Require: r remainders representing integer a (a < p) in
CRT domain: {ag,a1,...,a.-1}
Ensure: the integer a
l:a=ag
2:u=(a—ay) cp mod qq
Jra=a+tu-ky
4:for:=2tor —1do
5
6
7

u = MSMod(a, ¢;)
u=(a; —u)-¢; mod g;
MWMAC (k;, u, a)

> u = a mod g;

>at =u X k;

VI. HOMOMORPHIC OPERATIONS

Taking the CKKS scheme as a typical research case, we
implement homomorphic operations within the CKKS scheme
based on our polynomial arithmetic implementation. To enhance
the performance of our implementation, we employ device-level
acceleration techniques. This involved parallelizing and fusing
multiple kernels, as well as employing pre-transmission and
pre-allocation techniques to reduce memory transmission and
allocation overhead. In this section, we elaborate on the kernel
enhancement and memory management techniques employed
in homomorphic operations. Furthermore, we demonstrate the
implementation of a representative homomorphic operation,
key-switching, and highlight the application of two kinds of
optimization techniques within it.

A. Kernel Enhancement

The implementation of the homomorphic operations typically
involves multiple GPU kernels. To enhance their computational
efficiency, we employ two pivotal techniques: kernel consolida-
tion and kernel fusion.

First, in optimizing homomorphic operations on multiple
polynomials, we identify substantial potential for parallel ex-
ecution. While a typical approach executes each loop iteration
as a separate CUDA kernel, this doesn’t fully utilize available
parallelism. One potential solution uses multiple CUDA streams
to achieve dynamic load balancing with minimal code changes,
but the scheduling overhead and synchronization dependen-
cies led us to explore alternatives Instead, we propose Kernel
Consolidation by unifying iterative processes into a singular,
expansive computational kernel. This is achieved by meticu-
lously redesigning the control flow, aligning data structures and
parallel execution paths to optimize memory access and resource
utilization. A unified kernel reduces the overhead of frequent
launches and provides opportunities for more granular optimiza-
tions, such as improved memory access patterns and shared
resource usage. Our implementation strategically reorganizes
computation, leveraging thread and block hierarchies to maxi-
mize throughput and scalability on modern GPU architectures.

Additionally, continuous operations on the same polynomial
are required in homomorphic operations and are implemented as
separate kernels at the polynomial arithmetic level. To stream-
line this process, when there is no need for inter-thread data
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Fig. 5. The key-switching procedure.

synchronization, we employ kernel fusion to combine multiple
individual kernels into a larger kernel and utilize registers to store
intermediate data. In GPU-based parallel design work, kernel
fusion generally refers to merging various computational tasks
or types of compute operations within a single kernel [47], [48].
In homomorphic encryption research, it often denotes the fusion
of consecutive kernels [16], [19]. We apply this technique to our
polynomial arithmetic kernels to reduce the number of kernels,
thereby lowering kernel launch overhead and global memory
access, resulting in enhanced computational efficiency.

B. Memory Management

Homomorphic operations often require handling large-scale
data. To minimize waiting times for GPU kernels and ensure
seamless execution streams, we implement efficient memory
management.

First, it is essential to perform precomputation and pre-
transmission. During the initialization phase, we proactively
transfer precomputed data used in homomorphic operations to
the GPU memory. This data includes a series of keys, moduli
and their variations, and twiddle factors of the NTT/INTT op-
eration. This preemptive step reduces data transfer latency and
minimizes bandwidth consumption.

Moreover, within homomorphic operations, data may undergo
multiple copying and expansion processes. To streamline this,
we introduce a memory pool for advanced memory allocation.
During the computation phase, the program directly accesses
appropriately sized memory from the memory pool, significantly
reducing memory allocation latency.

C. Key-Switching

Serving as the main workload in HROTATE and HMULT, the
key-switching operation has a significant impact on the perfor-
mance of most homomorphic applications. Our key-switching
implementation utilizes the algorithm proposed in the previous
work [31] and employs a commonly used dnum setting with
dnum = L 4 1. The workflow of key-switching is illustrated
in Fig. 5. In this process, we employ kernel enhancement and
memory management techniques to enhance computational ef-
ficiency.

Regarding kernel consolidation, for both the second and third
steps, we integrate the processing of each RNS-decomposition
component into broader kernels. In steps six through eight, we
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TABLE IT
EXPERIMENTAL PLATFORM CONFIGURATION

A100-PCIE-80G  Tesla P100-PCIE-16G

GPU

@1.41Ghz @1.19Ghz
CPU Hygon C86 7265  Intel Core 19-10940X
@2.18GHz @3.30GHz
OS AliOS 7.2 Ubuntu 20.04
CUDA Toolkit CUDA 11.3

continue utilizing a single kernel at each step to process both the
upper and lower sections. This approach enables more efficient
GPU utilization by fully expanding computations. Concern-
ing kernel fusion, for the intermediate fourth and fifth steps,
which are not involved in NTT computations and are primarily
memory-bound operations, we merge them into a single kernel.
This fusion reduces redundant memory accesses and minimizes
the overhead associated with writing intermediate results to
global memory and subsequently reading them again.

In terms of memory management, in the 4th step of key-
switching, high-dimensional evaluation keys are introduced as
input. We have pre-transferred this data to GPU memory during
the initialization phase. Additionally, the data generated in the
2nd and 4th steps exceeds the input data size by several times. Itis
essential to minimize noticeable time overhead in memory allo-
cation. Thus, we allocate the corresponding memory in advance
within the memory pool, and during the computation phase, we
simply retrieve the memory pointers from the memory pool.

VII. EVALUATION AND DISCUSSION

In this section, we evaluate the effectiveness of different
underlying arithmetic and multi-level optimization methods
and compare them with previous works. To demonstrate in
detail how we achieve performance advantages, we evaluate
the performance of GIF-FHE at multiple implementation layers,
including polynomial arithmetic, homomorphic operations, and
homomorphic applications.

A. Experimental Setup

The experiments are conducted on two servers, one equipped
with NVIDIA A100 GPU and the other equipped with NVIDIA
Tesla P100 GPU, respectively. The A100 GPU represents GPUs
that strike a balance between floating-point and integer compu-
tation capabilities, while the P100 GPU stands out for GPUs that
allocate more resources to floating-point computation. Although
the latest H100 GPU has floating-point computation capabilities
that are twice as powerful as its integer computation capabilities,
it is currently challenging to obtain a server equipped with the
H100 GPU. Therefore, we utilized the P100 GPU as a represen-
tative of this type of GPU. The specific hardware and software
configurations in the experiments are detailed in Table II.

In this section, we express the polynomial parameters in a
simplified form, denoted as (log N, log @, r), e.g., (15, 881,
16).

B. Evaluation of Polynomial Arithmetic

GIF-FHE offers several optimization algorithms and three
underlying arithmetics for polynomial arithmetic. Experimental
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TABLE III
PERFORMANCE (ps) OF NTT, INTT, AND ELEMENT-WISE MULTIPLICATION
(EWM) WITH PARAMETERS OF (15,881, 18) IN OUR WORK COMPARED TO
CPU IMPLEMENTATIONS AND SPEEDUP S1 (GIF-FHE ON P100 VERSUS NATIVE
C++) AND S2 (GIF-FHE oN A100 VERSUS NATIVE C++)

HEXL [50] | HEXL [50] | GIF-FHE | GIF-FHE
Op. | Native C++ | AVX512-DQ | FP64 | INT64 | S1 | S2
(19-10940X) | (i9-10940X) | (P100) | (A100)
NTT 6678 2358 954 386 | 70x | 173x
INTT 6734 2520 96.2 394 | 70x | 171x
EWM 318 163 292 106 | 28x | 77x
TABLE IV

PERFORMANCE (p15) OF CRT IMPLEMENTATIONS AND SPEEDUP S (GIF-FHE
VERSUS HE-BOOSTER)

Und. | o Op, | HE-Booster [ GIFFHE [ GIFFHE | ¢
Arith, | - aram p- (3070) (A100) | (P100)

CRT 40.0 142 247 | 28x

INT32 14,448,161 epy 78.0 273 721 | 29%

15.896.32 |_CRT 219.8 369 T452 | 6.0x

©700f FTCRT | 4318 935 433 | 46x

CRT 21.0 36 263 | 15x

INT64 14,448,16 \eRy 695 203 176 | 34x

15.896.32 | CRT 1264 32.7 1373 | 39x

7025 FICRT | 337.8 54.1 259.7 | 62%

TABLE V

PERFORMANCE (p15) OF NTT IMPLEMENTATIONS WITH INT32 ARITHMETIC ON
P100 GPU AND SPEEDUP S1 (GIF-FHE VERSUS CUHE), S2 (GIF-FHE
VERSUS [51]) AND S3 (GIF-FHE VERSUS K3)

Param. | Op. [cuHE[51] [ [52] [ K3 [ GIF-FHE | SI S2 S3
13.372 13 NTT 48.5 40.0 | 19.1 16.2 3.0x | 25x%x | 1.2x
e INTT 53.4 48.0 | 209 177 3.0x [ 27x [ 1.2x
1474405 NTT 160.9 87.0 | 52.3 43.2 37x | 20x | 1.2x
o INTT 183.1 93.0 | 55.8 43.9 42x [21Ix [ 1.3x

*: K3 refers to the NTT/INTT implementation that uses three kernels
instead of two, in comparison with GIF-FHE.

assessments are conducted on the performance of CRT/ICRT
and NTT/INTT implementations using different algorithms and
underlying arithmetics.

1) Parameter Selection: Figs. 6 and 7 show the impact of dif-
ferent algorithms and underlying arithmetic on polynomial arith-
metic performance, withresults forlog N = 14 andlog N = 15,
respectively. Variations in polynomial degrees have minimal
effect on the conclusions. In the experiments shown in Fig. 6,
we use polynomial parameters of (14,438,16) with modulus
sizes less than 29 bits to ensure compatibility with all three
arithmetic methods. In Fig. 7, for the comparison of the three
underlying arithmetic, we employ a wider range of modulus
sizes to fully demonstrate their differences. Meanwhile, the
experiments presented in Tables III, IV, and V utilize parameter
settings from the target articles to ensure a fair comparison with
their implementations.

2) CRT/ICRT Evaluation: We compare two CRT implemen-
tations, employing algorithms CRT-MOD and CRT-MUL, re-
spectively. Fig. 6(a) and (b) show the results of CRT/ICRT
implementations. For the CRT algorithm, CRT-MUL performs
better than CRT-MOD in all implementations with different
arithmetic. Both of them transform the MSMod operation to
single-word multiplications by Barrett reduction or precompu-
tation. Although the precomputed table takes up a certain amount
of constant memory, it does reduce the number of multiplications
and gains obvious benefits.
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Fig. 6. Execution time of CRT and NTT implementations with parameters of (14,438, 16) on A100 and P100.
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Fig. 7. Execution time of a polynomial multiplication on A100 and P100.

ICRT is more time-consuming than CRT. Two implementa-
tions of ICRT are evaluated, using ICRT-C and ICRT-G, respec-
tively, Garner’s algorithm improves the performance of ICRT
substantially in most implementations with different underlying
arithmetic. On the whole, the average size of MWMul multipliers
in Garner’s algorithm is smaller than that in classic ICRT.
Although several MSMods are required, the overall cost of
ICRT-G is still less than that of ICRT-C after the optimizations
of main computing loads.

It can be noticed that the ICRT-C algorithm demonstrates
superior performance when employing FP64 arithmetic
compared to the other two arithmetic options, primarily due to
the efficient implementation of MWMAC in FP64 arithmetic.
Within ICRT-C, the MWMAC operation occupies a substantial
proportion of time, and the FP64 arithmetic’s MWMAC
implementation minimizes the need for carry operations,
resulting in prominent instruction savings. In cases where the
moduli are small, the implementation of the ICRT-C algorithm
using FP64 arithmetic exhibits superior performance compared
to the ICRT-G algorithm on the A100 platform. However, as
the modulus increases, the ICRT-C algorithm experiences an
increase in computational complexity and memory access,
whereas the ICRT-G algorithm demonstrates a negligible
increase in execution time. When the moduli approach 49
bits, the implementation utilizing Garner’s algorithm remains
obviously faster than the conventional ICRT implementation.

Additionally, in the CRT-MUL method, the implementation
utilizing FP64 arithmetic exhibits slower performance compared
to the implementation employing INT64 arithmetic on the A100
platform. This discrepancy arises from the fact that the mad
instruction can be utilized in integer arithmetic, whereas in
FP64 arithmetic, multiplication and addition must be separate
instructions.

3) NTT/INTT Evaluation: For NTT/INTT, we compare two
setups that exploit Shoup’s ModMul (NTT/INTT-S) and Mont-
gomery’s ModMul (NTT/INTT-M), respectively. They both
adopt negacyclic convolution with pre-processing and post-
processing.

The result on A100 shows that Montgomery’s ModMul is 5%-
18% faster than Shoup’s ModMul in implementations with dif-
ferent arithmetics. This indicates that Montgomery’s ModMul
with fewer memory accesses is more suitable for NTT/INTT
than Shoup’s ModMul. As to the implementations on P100,
Montgomery’s ModMul in INT64 arithmetic takes more time
compared to Shoup’s ModMul. However, in FP64 arithmetic
and INT32 arithmetic, the advantage of Montgomery’s ModMul
can reach up to 30% or even higher. This demonstrates that
Montgomery’s ModMul excels more prominently in scenarios
with high computational throughput in hardware.

4) Analysis of Different Arithmetics: To further illustrate the
effectiveness of different underlying arithmetics, we evaluate the
polynomial multiplication performed starting from the polyno-
mial domain with parameters (log N = 15, log () = 881). The
operation encompasses CRT, NTT, element-wise multiplica-
tion (EWM), INTT, and ICRT operations of two polynomials.
We utilize the optimization algorithms that perform better in
previous tests, namely CRT-MUL, ICRT-G, NTT-M, and INTT-
M. The outcomes of this assessment are presented in Fig. 7.

In this experimental setup, we select three values for r
(16/19/31) to emphasize the distinctive features of various
underlying arithmetic. When r = 16, the moduli are set to 54 ~
56 bits, resulting in a lower supported multiplication depth but
higher computational precision. When r = 31, the moduli are
set to 27 ~ 29 bits, leading to a higher supported multiplication
depth but lower computational precision. In our implementation,
INT64 arithmetic supports all the three choices of moduli,
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FP64 arithmetic supports 7 > 19, and INT32 arithmetic supports
r > 31.

In the experiments conducted on the P100 GPU, it is ob-
served that FP64 arithmetic achieves substantially faster speeds
compared to INT64 arithmetic with the same parameters. For
the polynomial multiplication, FP64 arithmetic demonstrates a
performance improvement ranging from 25% to 40%. Specif-
ically, for the NTT/INTT operation, FP64 arithmetic achieves
an improvement range of 80% to 90%. Under the parameter
setting of = 31, INT32 arithmetic exhibits faster speeds. The
NTT/INTT performance of INT32 arithmetic is found to be
2.93/2.96x faster than INT64 arithmetic. Additionally, for the
polynomial multiplication, the INT32 implementation is 2.74 x
faster than the INT64 implementation.

On the A100 GPU, INT64 arithmetic and FP64 arithmetic
exhibit similar performance. However, when the parameter r
is set to 31, INT32 arithmetic still maintains a performance
advantage. Specifically, the NTT/INTT implementation using
INT32 arithmetic exhibits a speed improvement of 2.14/2.17x
compared to the INT64 implementation. Additionally, there is
an 82% performance improvement observed for the polynomial
multiplication operation.

To summarize, there are several key observations. First, the
performance advantage of FP64 arithmetic is evident on GPUs,
such as the P100, that prioritize floating-point arithmetic, and
we believe it also holds for H100. Second, INT32 arithmetic
demonstrates considerable advantages over INT64 arithmetic
on different GPUs, as it requires fewer instructions for com-
putations. On the other hand, while INT64 arithmetic may not
stand out in terms of performance, it offers support for the widest
range of moduli. These findings highlight the trade-offs and
considerations when selecting underlying arithmetic for specific
parameters and GPU architecture.

5) Comparison With CPU Implementations: In Table III, we
compare our GPU-based implementations with the state-of-the-
art CPU implementations. Compared to the native C++ kernel
in the HEXL library [49], our INT64 implementation on A100
delivers a performance boost of over 20x when processing the
NTT/INTT operation of a single polynomial.

Thanks to the GPU’s massively parallel architecture and
pipeline mechanism, multiple polynomials can be processed
in parallel. For the commonly used parameters, (15,881),
our INT64 implementation on the A100 GPU requires only
38.6/39.4 us to calculate 18 sets of polynomial components.
This is 173/171x faster than the native C++ implementation.
Compared to optimized implementations using AXV512-DQ
instructions, our implementation still achieves a performance
improvement of 61,/64x.

More advanced CPUs support AVX512-IFMA implementa-
tion, which is twice as fast as AVX512-DQ implementation [ 13],
but even so, our A100-based implementation still has an obvious
performance advantage.

6) Comparison With GPU Implementations: In order to eval-
uate the performance of our CRT and NTT implementations,
we conducted a comparison with state-of-the-art GPU imple-
mentations. Specifically, we compared the performance of our
CRT/ICRT implementation with that of HE-Booster [18], as
presented in Table IV. Our implementation, utilizing INT32
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arithmetic and INT64 arithmetic on the A100, demonstrates
performance improvements of 2.8 ~ 6.0x and 1.5 ~ 6.2, re-
spectively. It’s worth noting that the A100 GPU we used and
the 3070 GPU employed by HE-Booster both belong to the
Ampere architecture. While the 3070 has a higher frequency
and the A100 has more cores, their computational capabilities
are very close (20.31 and 19.49 TFLOPS). Since HE-Booster
also incorporates Barrett reduction and the Garner’s algorithm,
we infer that the performance improvements primarily result
from our meticulous optimization of the underlying arithmetic
and the efficient utilization of precomputations.

Regarding the NTT, we conducted comparisons between our
implementation and cuHE [14], [50] as well as the work by Al
Badawi et al. [51], as presented in Table V. The experiments are
performed on an NVIDIA P100 GPU, maintaining consistency
with the hardware used in the previous work [51]. cuHE stands
as an open-source homomorphic encryption library for GPUs
and, similar to our approach, employs the 4-step NTT technique.
Compared to cuHE, the NTT method in GIF-FHE enhances
performance by 3.0 ~ 4.2x on the same GPU (P100) through
efficient modulus operations, the introduction of negacyclic
convolution, and reducing the number of kernels from 3 to 2. In
Table V, we also compare an implementation, referred to as K3,
which utilizes the same underlying arithmetic but implements
a more granular NTT decomposition using 3 kernels. As the
number of kernels decreases, global memory access is also
reduced. This optimization leads to a performance improvement
of the NTT in GIF-FHE by a factor of 1.2 ~ 1.3 . On the other
hand, another work [51] adopts a variant of NTT called Discrete
Galois Transform (DGT). Our implementation demonstrates
a performance advantage of 2.0 ~ 2.7x compared to their
approach.

Additionally, HE-Booster [18] discloses the performance of
individual NTT operations. Compared to their NTT perfor-
mance, our NTT exhibits lower latency. For instance, with the
parameter log N = 15, our NTT/INTT implementation utilizing
INT64 arithmetic achieves a latency of 15.4/16.3 pis, surpassing
their performance (19 ~ 20us). Compared to previous works,
the performance advantage of our NTT implementation stems
from the efficient utilization of multi-level GPU memory and the
meticulous implementation of finite field arithmetic operations.

We also compare our method with TensorFHE [52], a solu-
tion based on tensor cores that primarily optimizes throughput.
Although the primary focus of this paper is on reducing the
latency of homomorphic operations on single ciphertexts, we
conduct throughput experiments with parameters (12, 108, 4),
(13,217, 8), and (14, 437, 16), using batch sizes of 128, 64, and
32, respectively. The achieved NTT throughput is 8.13, 3.80,
and 1.85 million operations per second, which is 8.9/8.4/8.8 x
higher than the NTT throughput in TensorFHE. This signif-
icant performance improvement is primarily due to our sin-
gle NTT/INTT operations requiring only two kernels, whereas
TensorFHE involves five types of kernels from stage 1 to
stage 5 due to bit decomposition and merging. GIF-FHE sig-
nificantly reduces off-chip memory read and write operations
by fully utilizing on-chip memory and reducing the num-
ber of kernels, thereby greatly enhancing the performance of
NTT/INTT.



1538

IEEE TRANSACTIONS ON PARALLEL AND DISTRIBUTED SYSTEMS, VOL. 36, NO. 8, AUGUST 2025

TABLE VI

PERFORMANCE COMPARISON OF KEY-SWITCHING IMPLEMENTATIONS ON A 100

Execution Speedup Execution Speedup Execution Speedup
Impl. time (ms)  vs [54] Impl. time (ms)  vs [54] Tmpl. time (ms)  vs [54]
100x [54] 0.28 100x [54] 0.21 100x [54] 0.19
INT64 0.10 2.80x INT64 0.08 2.63x INT64 0.07 2.71x
(15512}5) FP64 010 280 (1552225) FP64 008  263x (lsgi‘gi)
i INT32 0.07 3.50% [t oo
100x [54] 0.62 100x [54] 0.34 100x [54] 0.31
INT64 0.30 2.07x INT64 0.14 2.43x INT64 0.13 2.38x
(15512_8]311 6) FP64 0.29 2.14x (155;1;529) FPo4 0.14 2.43x (15 f 13_»538)
et INT32 0.26 2.38x% et et
100x [54] 2.45 100x [54] 1.03 100x [54] 0.86
INT64 1.75 1.40x INT64 0.66 1.56 % INT64 0.54 1.59x
(1%%5%1) FP64 1.64 1.49% (155%1;5'1?& FP64 0.60 1.72x (gESl;le@
e INT32 0.54 1.59x e o0
TABLE VII
PERFORMANCE COMPARISON OF KEY-SWITCHING IMPLEMENTATIONS ON P100
Execution Speedup Execution Speedup Execution Speedup
Impl e (ms)  vs [54] Impl. e (ms)  vs [54] Impl. e (ms)  vs [54]
100x [54] 0.59 100x [54] 0.44 100x [54] 0.39
SET-A1 INT64 0.52 1.13x SET-A2 INT64 0.40 1.12x SET-A3 INT64 0.38 1.03x
(13,218,8) FP64 0.19 3.11x (13,218,5) FP64 0.14 3.14x (13,218,4)
INT32 0.19 3.11x
100x [54] 2.58 100x [54] 1.10 100x [54] 1.01
INT64 1.94 1.33x INT64 0.94 1.17x INT64 0.89 1.13x
(121125311 6) FP64 0.79 3.27x (155;2229) FP64 0.33 3.33x (15 f Iég?é)
et INT32 0.79 3.27x [t et
100x [54] 1291 100x [54] 452 100x [54] 391
INT64 11.04 1.17x INT64 4.02 1.12x INT64 3.30 1.18x
(1%%1;%1) FP64 422 3.06x (é}g—lclzg) FP64 1.60 2.83x (EESEC?G)
e INT32 4.29 3.01x e a

C. Evaluation of Homomorphic Operations

Building upon the groundwork of underlying arithmetic and
polynomial arithmetic, we further implement homomorphic
operations to conduct a more comprehensive assessment of
performance. For the convenience of application usage, we uni-
formly use the INT64 type for data storage at the homomorphic
operation layer, converting it to the required data type during
underlying arithmetic computations.

We initially compare our implementation with the fastest
existing CUDA core-based implementation [16] (we denote it
as the 100x implementation). The 100x implementation in our
experiments utilized the open-source code from this work [53].
Due to the incompleteness of the open-source code implemen-
tation, our comparison focused on the key-switching operation.
For parameter selection, we use three sets of NV values ranging
from 2'3 to 2% to cover diverse scenarios, each paired with
a corresponding @. To highlight characteristics of different
underlying arithmetics (INT64, FP64, and INT32), we assess
performance across various implementations for each N, Q)
combination. For instance, with (log N = 15,log Q) = 881),
we set r = 31/18/16. Under the configuration where dnum
= [+ 1, the supported levels of homomorphic multiplication
(1) are 29/16/14.

The results are presented in Tables VI and VII. For the 100x
implementation, the GRID_NUM for the NTT kernels is set
to 2048, the FIRST STAGE_RADIX _NUM is set to 256 for
log N values of 14 and 15, and set to 128 when log N is 13.
On the A100 platform, by combining polynomial arithmetic

optimization with further enhancements in kernel compactness,
the performance of the INT64 implementation achieves up to a
3.11x improvement compared to the 100x. Kernel consolidation
more effectively leverages increased parallelism with smaller
parameters, resulting in relatively higher speedup ratios for
small parameters. On the A100, the performance of the FP64
implementation is similar to that of the INT64 implementa-
tion. However, when the modulus is small, employing INT32
arithmetic can enhance the performance of the key-switching
implementation to approximately 3.5X that of the 100x imple-
mentation.

On the P100 platform, the floating-point unit-based imple-
mentation demonstrates significant performance advantages.
Under the set-A2/B2/C2 configurations, the FP64 version
exhibits performance improvements ranging from 2.51x to
2.86 x compared to the INT64 version and from 2.83 X to 3.33 X
compared to the 100x implementation. Due to the higher com-
putational complexity of key-switching compared to individual
polynomial multiplications, the advantages of FP64 arithmetic
are more pronounced in the key-switching experiments. Due
to the relatively weak computational capabilities for integer
numbers, the INT64 implementation using NTT-M shows a
modest improvement compared to the 100x implementation.

Additionally, we further implement HMULT and HROTATE in
the CKKS scheme, and conduct performance comparisons with
the SEAL library and the state-of-the-art GPU implementation,
HE-Booster [18]. We use the same parameters as HE-Booster
for consistency. The results are illustrated in Table VIII. Our
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TABLE VIII
PERFORMANCE (MS) OF HMULT AND HROTATE IMPLEMENTATIONS AND GIF-FHE’S SPEEDUP OVER OTHER IMPLEMENTATIONS

. * HMULT HROTATE
[mpl. Device ‘ TFLOPS ‘ (13218/4) (14,4488) (15,881,16) \‘ (132184) (14,4488) (15881,16)

SEAL [10] 19-10940X 7 322 2418 18442 272 254 17253
HE-Booster [18] | RTX3070 GPU | 2031 021 058 222 0.18 047 204
GIF-FHE (FP64)T | PI00GPU | 953 0.18 0.39 172 022 0.48 2.69
Baseline (INT64) 0.51 192 6.32 053 203 693
MemMgmt (INT64) 0.15 031 111 0.14 031 1.09
GIF-FHE (INT64) | A100GPU | 1949 | 0.09 0.16 0.58 0.08 0.15 0.57

Speedup vs [10] 362x  1511x  3185x | 332x  1555x  3048x
Speedup vs [18] 236x  3.63x  383x | 220x  324x  3.60x

*: The TFLOPS (Trillion Floating-point Operations Per Second) listed here represents the nominal single-precision
capability. Note that the real-time TFLOPS performance of a GPU fluctuates within acceptable limits as the voltage and

temperature change.

t: The parameters used by GIF-FHE (FP64) are (13, 218, 5), (14, 448, 9), (15, 881, 18).

TABLE IX
PERFORMANCE OF HE-CNN INFERENCE ON MNIST

Impl. I Platform [HOP[KS] A [NT Q JLat. (s) [ Scheme
CryptoNets [55] | Intel Xeon E5-1620L | 215K [945| - | - | - 205 BFV
Xeon Platinum 8180
AHEC [56] with 112 CPUs 215K [ 945|128 |13 | - | 29.17 | CKKS
Azure B8Sms VM
LoLa [57] with 8 vCPUs 798 | 227|128 | 14 | 440 2.2 BFV
FxHENN [58] ALINX ACUI5EG | 826 [280[128[13[210] 0.19 CKKS
. 3 % P100 and
A*FV [59] 1 % V100GPUs 47K | 0 | 82 |13(330| 5.2 BFV
HE-Booster [18] | NVIDIA 3070 GPU | 215K | 945|128 [13|210| 4.2 BGV
GIF-FHE (INT32) | NVIDIA A100 GPU [ 826 [280[128[13[210] 0.044 | CKKS

implementation employs the same algorithm and dnum setting
as the SEAL library, achieving a performance thatis 318.5x and
304.8x higher than SEAL for HMULT and HROTATE when config-
ured with parameters (log N = 15,log Q = 881,r = 16). Due
to optimizations in our underlying arithmetic and polyno-
mial operations, our implementation achieves a performance
3.83/3.60x higher than HE-Booster under the parameters
(15,881, 16). Leveraging the optimizations in FP64 arithmetic,
our implementation on the relatively less powerful P100 GPU
can achieve performance levels close to that of the HE-Booster
implementation.

We also evaluate the effects of kernel enhancement and
memory management strategies in Table VIII. This evaluation
uses INT64 arithmetic and the A100 GPU. The implementation
using pre-transfer and memory pooling (MemMgmt) shows a
3.5 ~ 7.0x performance improvement compared to the im-
plementation using only pre-transfer (Baseline), mainly due
to reduced overhead in memory allocation and deallocation.
Further enhancements with kernel consolidation and kernel fu-
sion (GIF-FHE) provide an additional 1.6 ~ 2.1 x performance
boost, because of increased parallelism and reduced unnecessary
memory accesses.

D. Evaluation With HE Applications

Homomorphic encryption-enabled convolutional neural net-
work (HE-CNN) inference on encrypted data stands out as a
typical application of homomorphic encryption. In Table IX,
we present representative CPU implementations, state-of-the-art
GPU implementations, and FPGA implementations for HE-
CNN inference on the single image from MNIST [59] dataset.
Lola[56] is arepresentative solution for implementing HE-CNN
inference on CPUs. It reduces the number of homomorphic
operations (“HOP”) to 798 and key-switching operations (“KS”)

to 227, resulting in a reduced inference time of 2.2 seconds
per image. FXHENN [57], which employs a similar number of
operations as Lola, utilizes the CKKS scheme and achieves a
further reduction in inference time to 0.19 seconds per image on
the ALINX FPGA platform. Notably, existing GPU implemen-
tations of the HE-CNN inference solution incur a higher count
of HOP and KS. As of now, HE-booster [ 18] achieves the fastest
GPU-based HE-CNN inference for individual images from the
MNIST dataset, with a processing time of 4.2 seconds.

We utilize the same HE-CNN model as FXHENN, comprising
five layers, including convolutional layers, activation layers,
densely connected layers, and activation layers. Built upon the
homomorphic operations of GIF-FHE, we reduce the inference
latency on a single MNIST image to 0.044 seconds, which is
49.8x faster than Lola. Compared to the solution provided by
HE-Booster, GIF-FHE has advantages in both homomorphic
operation performance and the HOP and KS required, achieving
95.5x the performance. Compared to the fastest FPGA-based
solution, FXHENN, GIF-FHE achieves 4.3 x the performance
for a single image inference due to our faster homomorphic
operations.

VIII. CONCLUSION

In this contribution, we leverage multiple computing re-
sources of GPUs to accelerate the expensive FHE operations.
A full set of low-level and middle-level FHE primitives is im-
plemented based on two arithmetic units with three types of data
precision. A case study with CKKS as an example demonstrates
that all three series of our implementations surpass the state-of-
the-art GPU-based implementation, with performance gains of
up to 3.8 x. Moreover, our solution outperforms the mainstream
CPU library, SEAL, by more than 300 x. The detailed evaluation
and comparison of this paper would offer a vital reference
for the follow-up work to choose an appropriate road-map in
GPU-based FHE implementations. Our future work will further
improve the fundamental primitives, extend our work to other
FHE schemes (e.g., TFHE [6]) and apply the GPU-based FHE
schemes to more real-world workloads.

VIII. DISCLOSURE

A preliminary version of this paper appeared under
the title Towards Faster Fully Homomorphic Encryption
Implementation with Integer and Floating-point Computing
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Power of GPUs, in Proc. 2023 IEEE 37th International Parallel
and Distributed Processing Symposium, St Petersburg, Florida,
May 15-19, 2023 [60].
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