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Abstract—With the rapid expansion of Industry 4.0 tech-
nology, the proliferation of large-scale devices faces in-
creasingly severe cyber threats, underscoring the critical
importance of cryptographic technology for secure com-
munication and authentication. However, cryptographic
systems, as the bedrock of security, have faced a barrage
of attacks in recent years, including potential threats from
quantum computing and memory disclosure vulnerabili-
ties. In this article, we focus on enhancing the security
of two standard quantum-safe cryptographic algorithms,
Dilithium and eXtended Merkle signature scheme (XMSS),
by leveraging hardware transactional memory (HTM) to cre-
ate a secure operational environment. Unlike traditional
cryptography such as Rivest–Shamir–Adleman (RSA) and
elliptic curve cryptography (ECC), Dilithium, and XMSS in-
volve more and larger sensitive variables, rendering con-
ventional solutions inadequate. By conducting a compre-
hensive sensitivity analysis of variables within the above-
mentioned algorithms, we confine sensitive operations to
transactional execution regions and employ transaction-
splitting technology for efficiency. Our prototype, utiliz-
ing Intel transactional synchronization extension (TSX),
demonstrates robust protection against memory disclosure
attacks with acceptable performance overheads. Notably,
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our security-enhanced Dilithium and XMSS software im-
plementations, recommended by NIST, achieve an average
throughput factor of 0.75 compared to the (unprotected)
reference implementations.

Index Terms—Dilithium, hardware transactional mem-
ory (HTM), industrial internet, post-quantum cryptography
(PQC), eXtended Merkle signature scheme (XMSS).

I. INTRODUCTION

A S the Industrial Internet continues to expand and deepen,
its applications in intelligent manufacturing, supply chain

management, remote monitoring, and automated control are
becoming increasingly widespread. Industrial Internet compre-
hensively connects the production and operation elements such
as people, devices, and materials in the industrial field, forming
a fundamental information system that influences industrial and
economic development. Transitioning from a closed industrial
environment to an open Internet network environment, the in-
dustrial Internet is additionally facing dual risks brought about
by network security. With the rapid development of the indus-
trial Internet, the global Industrial Internet security situation is
becoming increasingly severe [1], [2].

Public key cryptography serves as the security foundation
of the industrial Internet. The two communicating parties use
Diffie–Hellman (DH), Rivest–Shamir–Adleman (RSA), elliptic
curve digital signature algorithm (ECDSA), etc., to complete key
negotiation, encryption, and digital signature functions. With
the rapid development of quantum computers, the real threat
posed to the traditional public key cryptographic algorithms
represented by DH/RSA/ECDSA has gradually attracted great
attention. For this reason, both academia and industry have
turned their attention to the research of advanced public-key
cryptographic primitives that can resist the threat of quantum
computers, namely post-quantum cryptography (PQC).

Recently, the U.S. federal government and the European Com-
mission have urged organizations to transition to PQC [3], [4].
Dilithium and eXtended Merkle signature scheme (XMSS), as
their respective outstanding representatives, have been identified
as standardized algorithms by national institute of standards and
technology (NIST) and internet engineering task force (IETF),
respectively. Currently, many researchers tried to use Dilithium
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and XMSS for various critical scenarios of the industrial Inter-
net [5], such as the secure boot [6], [7], [8], network access [9],
and blockchain service [10].

However, since the industrial Internet is the extension of
the traditional Internet, existing cryptographic primitives in the
industrial Internet are usually implemented in software form,
where cryptographic keys are barely protected, making them
vulnerable to different forms of memory disclosure threats such
as cold boot attacks [11]. On this basis, attackers can even con-
trol the target device, threatening the entire Industrial Internet
ecosystem [12].

Existing post-quantum protection studies target mitigating
side-channel attacks [13], [14], [15], yet fail to address mem-
ory disclosure effectively. Compared with indirect side-channel
attacks, memory disclosure attacks enable adversaries to access
keys in memory directly, making them more destructive. In
this article, we introduce, HTM-PQC, which leverages hardware
transactional memory (HTM) to protect private keys and all
other sensitive values that exist in Dilithium and XMSS signing
procedures against memory disclosure attacks. To the best of
authors’ knowledge,HTM-PQC stands as the first work dedicated
to safeguarding post-quantum private keys against memory dis-
closure attacks. The main contributions are as follows.

1) We have seamlessly integrated HTM to safeguard sensi-
tive variables in PQC for the first time, and conducted an
in-depth analysis of the variable sensitivity for Dilithium
and XMSS, ensuring that the HTM mechanism compre-
hensively covers all sensitive variables.

2) We have innovatively embraced the concept of “breaking
the whole into parts,” employing transaction splitting
technology to tackle the challenge of an overwhelming
number of sensitive variables in Dilithium and XMSS,
which achieves refined data protection.

3) We have pioneered the support of both standard and fast
modes in our XMSS implementation, striking a balance
between performance and memory consumption.

4) We have constructed the prototype based on Intel trans-
actional synchronization extension (TSX) and demon-
strated its security against some typical memory dis-
closure attacks and moderate performance overheads
through confirmatory experiments.

II. PRELIMINARIES AND RELATED WORK

A. Post-Quantum Cryptography

The development of quantum computers has seriously threat-
ened the existing public key cryptography system. PQC refers
to cryptographic algorithms that resist traditional and quantum
computer threats. Currently, PQC includes algorithms for two
functions: public key encryption/key encapsulation mechanism
(KEM) and digital signature.

According to the underlying difficult problems on which
the algorithms are based, the mainstream post-quantum crypto-
graphic algorithms can be roughly divided into five categories:
lattice-based, hash-based, code-based, multivariate-based, and
isogeny-based solutions. Among them, the two most widely
used post-quantum cryptosystems at present are lattice-based
cryptographic algorithms and hash-based signature schemes,

represented by Dilithium and XMSS, which are standardized
by NIST and IETF, respectively.

B. HTM-Based Cryptographic Key Protection

Transactional memory is originally proposed to eliminate
expensive software synchronization mechanisms, thereby im-
proving the parallel computing’s performance. Compared with
software-based implementation, HTM usually utilizes hardware
resources such as cache or store buffer to implement transac-
tional memory, which is significantly more efficient.

Intel TSX is the most typical HTM instance, which supports
instruction set extension for transactional memory based on the
caches. Only when a transaction succeeds, the operation results
are submitted to the main memory; otherwise, all the performed
operations are rolled back. In detail, transactional memory is
typically divided into a write-set and a read-set [16], which are
deployed in the L1 cache and L3 cache respectively. For a read-
set of the transactional execution, the read operation from other
threads or processes is allowed while the write operation will
make the transaction abort. For the write-set, both the read and
write operations from others make the transaction abort.

Cryptographic key protection schemes can be constructed
based on HTM. Previous works [17], [18] utilized Intel TSX
to achieve a secure cryptosystem, which ensures that sensitive
values such as private key only exist as plaintext in the exclusive
cache at the core of the process (i.e., the L1D Cache). When
private keys participate in the cryptographic computation, a
transaction is created, in which the private key is decrypted and
the signing operation is performed.

Furthermore, a transaction splitting mechanism is proposed
to reduce the time-consuming cryptographic operation within
a single transaction, thereby reducing the overhead caused by
transaction rollback. Some other schemes [16], [19] leveraged
HTM to defend against cache side-channel attacks, which also
enhances the robustness of the private key.

C. Secure Implementation Against PQC

With the advancement of PQC standardization, researchers
have carried out various security implementations for PQC. Ex-
isting security solutions focused on hardware implementations
of PQC, mitigating side-channel attacks or fault attacks against
several standardized PQC algorithms [13], [14], [15], [20].
However, software-based PQC implementations will remain the
primary form of PQC migration for a long time. Compared with
side-channel attacks, memory disclosure attacks allow adver-
saries to obtain keys in memory more directly. Unfortunately, the
current landscape lacks research dedicated to countering mem-
ory disclosure attacks against PQC software implementations,
while our work aims to bridge a critical gap in the field.

III. CHALLENGE AND ANALYSIS

A. Technical Challenges

Compared with traditional asymmetric primitives such as
RSA and ECDSA, Dilithium and XMSS have a more compli-
cated cryptographic key structure and signature logic. Therefore,
when considering the protection of sensitive values such as
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Algorithm 1: Dilithium Key Generation.
Output: A public/secret key pair (pk, sk).

1: ζ ← {0, 1}256

2: (ρ, ς,K) = H(ζ)
3: A = ExpandA(ρ)
4: (s1, s2) = ExpandS(ς)
5: t = As1 + s2
6: (t1, t0) = Power2Round(t,d)
7: tr = H(ρ ‖ t1)
8: return pk = (ρ, t1), sk = (ρ,K, tr, s1, s2, t0)

private keys in the Dilithium and XMSS to achieve secure and
efficient signature operations, the following challenges need to
be addressed.

1) More sensitive variables need to be considered and pro-
tected: In RSA and ECDSA, there are limited variables
related to the private key. Therefore, they do not need too
much space to store these variables. However, more and
larger sensitive variables are involved in the Dilithium.
Once the values are leaked, the adversary could deduce
the long-term secret key. On the other hand, for XMSS, in
addition to the risk of private keys being leaked directly
or through computation, there may also be a situation of
forged signatures due to the leakage of intermediate vari-
ables. Therefore, all sensitive variables must be protected
against memory disclosure attacks.

2) Memory control for XMSS is more flexible: The specific
implementation of XMSS can impose more flexible mem-
ory control. In detail, the private key can be stored using
only the random seed, and the one-time private key for
signing will be derived when performing the signature
operation, thereby saving private key storage space. Of
course, the implementer can also pregenerate all of the
one-time private keys to improve the efficiency of signing.
Different modes raise distinct implementation issues.

3) Hardening more complex sensitive operations will result
in greater performance overhead: Placing the Dilithium
or XMSS signature operations in an atomic transaction
for protection will waste lots of clock cycles and lead
to a performance bottleneck. Because the long execution
time and huge memory consumption will lead to lots of
transaction aborts, the transactions cannot be successfully
committed. Therefore, how to improve efficiency is also
an important challenge.

B. Variable Sensitivity Analysis for Dilithium

Dilithium [21] has been selected by the NIST PQC stan-
dardization organization as the primary signature scheme for
standardization. Dilithium offers three different parameter sets,
namely Dilithium2, Dilithium3, and Dilithium5, which corre-
spond to three NIST security levels 2, 3, and 5, respectively. In
this section, we conduct a detailed analysis of sensitive variables
involved in the Dilithium key generation and signing process.

1) Key Generation: The key generation procedure is listed
in Algorithm 1. First, a bit string ζ is randomly generated, and

placed into the hash function H to derive three seeds, namely ρ,
ς , and K. Next, a polynomial matrix A is generated from seed
ρ. Two secret vectors s1 and s2 are sampled uniformly from
ς . Then, the vector t = As1 + s2 is calculated, and split into
two parts: high order bits as t1, which is made public, and low
order bits as t0, which is kept secret. Similarly, matrix A is also
replaced by the small seed ρ, which forms the public key with t1.
Finally, tr is computed by hashing ρ ‖ t1. Therefore, the output
of key generation is the public key pk = (ρ, t1) and the secret
key sk = (ρ, K, tr, s1, s2, t0).

We first discuss the public and secret key fields in Dilithium.
The public key pk is nonsensitive in the whole scheme, and any
participant or even the adversary can obtain it publicly. Similarly,
the matrix A is also public, which is derived from the seed ρ and
needs to be regenerated during both signing and verification.

The secret key sk contains six entries. Among them, the seed
ρ that appears at the intersection of the public and secret key
need not be protected. tr is also nonsensitive since it is a hash of
the public key, which does not contain any secret information.
Moreover, the vector t0 in sk is also judged as the public
variable, which can be leaked. In addition, the entire learning
with errors (LWE) vector t is publicly available in Dilithium’s
basic scheme; the purpose of decomposing t into t1 and t0 is
only to reduce the size of the public key, not involving security.
The rest of the variables in the secret key (i.e., K, s1, s2) must
be considered as sensitive, which must be protected against the
memory disclosure that if leaked, an adversary can use them to
forge signatures.

In the key generation process, the seed ς must be regarded
as a sensitive variable, since it will derive the long-term secrets
s1 and s2 directly. Similarly, the variable ζ also needs to be
protected, because it can act as an initial seed to generate
subsequent secret values, including ς and K. Other values (e.g.,
A and t) that appear during the key generation are considered
as nonsensitive variables and, thus, can be made public and do
not need to be protected against memory disclosure.

2) Signature Generation: Algorithm 2 shows Dilithium’s
signing process. It takes secret key sk and message M as input.
The matrix A is reconstructed from seed ρ, and M and tr are
hashed to create a fixed-length bit stringμ. There are two signing
options: deterministic (default) and randomized. The difference
is in Line 4, where seed ρ′ is either produced using μ and
K (deterministic) or randomly generated (randomized). The
masking vector y is sampled using ρ′ and a rejection counter
κ (initially 0). The vector w =Ay is decomposed into w1 and
w0, with w1 used to compute the challenge c̃. c̃ is converted
into a polynomial c, used in calculating z and r0 with secret
vectors s1 and s2. Boundary checks on z and r0 ensure signature
security and correctness. After passing, the hint h is calculated
as in Algorithm 2, with additional checks on ct0 and h. If all
conditions are met, the signature σ = (c̃, z,h) is generated. If
not, the process repeats with a new nonce y.

The signing’s sensitivity analysis is more complex. At first, μ
is a nonsensitive variable, since it is the hash of the public value
tr and the message M . The masking vector y is sensitive. The
reason is that the secret vector s1 can be computed by the formula
z=y+ cs1 (Line 11 in Algorithm 2) wheny is leaked [22], given
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Algorithm 2: Dilithium Signature Generation.

a valid signature σ = (c̃, z,h). Therefore, the vector w must
also be protected to prevent the adversary from recovering y
through solving the system of equations: w=Ay. Considering
backward the seed ρ′ to obtain the sensitive vector y, it must
be identified as the protected variable, whether it is generated
deterministically or randomly.

Next, we analysis two composing parts of w (i.e., w1 and
w0). The vector w1 does not contain more information than
the signature itself when the signature is generated successfully.
In fact, the verifier needs to recalculate w1 from the signature
σ. Therefore, w1 does not require additional protection. The
sensitivity determination about w0 is similar to y. We directly
draw on the theoretical achievements from [23] here, which
demonstrates a practical attack leveraging the leakage of w0

to recover the secret vector s2. At last, there is a discussion of
the signature output and bound checks. The challenge c̃, c and
the hint h are all nonsensitive. The condition judgments about
them are for correctness only. However, z and r0 must remain
protected until the bound checks about them have passed. After
that, they do not leak any valid information.

C. Variable Sensitivity Analysis for XMSS

The XMSS scheme [24] is the earliest standardized hash-
based signature scheme, which generates signatures by exposing
the preimage of one-way functions. The main idea of this scheme

Fig. 1. Sensitivity analysis for XMSS implementation.

is to combine the Merkle tree with the one-time signature
(OTS) scheme to construct the many-time signature scheme.
RFC 8391 [25] clearly defined the implementation details of the
XMSS scheme and provided the reference implementation.

Fig. 1 shows the detailed framework of the XMSS. W-OTS+
is the OTS component that constitutes the XMSS, in which the
message is signed through the hash chain’s construction. The key
management of W-OTS+ is realized through the construction
of hash trees such as L-tree and XMSS-XOR tree, which are
variants of the Merkle tree structure, using the down-top method
to form the XMSS authentication tree [26]. It should be noted
that XMSS is a stateful hash-based signature scheme, which
requires state management of the generated keys to ensure
that the keys will not be reused [27]. The specific implemen-
tation only needs to ensure that the leaf index of the private
keys is incremented, which requires almost no time and space
overhead.

The XMSS scheme can be divided into two layers from a
structural perspective, as shown in Fig. 1. The core operation
of the bottom layer is the W-OTS+ signature generation; the
upper layer is the construction of the XMSS tree, including
the L-tree and the XMSS-XOR tree. Since the leaf node of
the L-tree is the W-OTS+ public key, which is a nonsensitive
variable, the XMSS tree part above the leaf node does not contain
any sensitive variables. Therefore, the entire tree structure is
considered publicly accessible and does not need to be protected.
In addition to the private keys, some sensitive variables and
sensitive operations will also appear in the XMSS signature
generation process.

1) During the signing process, the private variable skseed

needs to be used to generate the actual W-OTS+ private
keys through the PRF function. The W-OTS+ private keys
are also sensitive. The operations that derive the W-OTS+
private keys from the seed skseed need to be determined
as sensitive operations.

2) XMSS uses the W-OTS+ as the underlying OTS build-
ing block. All intermediate variables generated by the
W-OTS+ private keys through multiple hash calcula-
tions during the W-OTS+ signature process need to be
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Fig. 2. System architecture of key protection for dilithium and XMSS.

considered sensitive variables. Once these intermediate
variables within the hash chain are leaked, the adversary
can forge the signature. Therefore, the operations of gen-
erating the hash chain also need to be defined as sensitive
operations.

3) The XMSS signature generation process needs to gener-
ate the corresponding authentication path for the current
leaf node. This process involves the generation of other
leaf nodes, that is, iteratively calling the key generation
function of W-OTS+ to use the private key seed skseed

to generate the W-OTS+ public key as the leaf node of
the L-tree. Therefore, these operations also need to be
regarded as sensitive.

IV. DESIGN AND IMPLEMENTATION

A. Threat Model and Assumptions

First, the adversaries can launch different forms of memory
disclosure attacks. Specifically, they can exploit software vul-
nerabilities to read memory data or launch cold boot attacks
through physical access. Second, we assume that HTM can be
implemented correctly to provide its claimed security capabili-
ties. We also assume that the OS kernel is trustworthy, thus, users
can derive the advanced encryption standard (AES) key securely
during the initialization. Finally, since our solution borrows from
TRESOR [28] to protect the AES key, it also needs to follow
the assumptions made by TRESOR, such as prohibiting system
calls from accessing debug registers.

B. System Architecture

HTM-PQC adopts the KEK structure, which contains the
two-level key structure of “AES key—Dilithium/XMSS secret
key.” The AES key is generated when the system boots and
then stored in the debug registers securely. Sensitive Dilithium
or XMSS private key members are symmetrically encrypted
offline by using the AES key. When participating in the signature
operation, the private key is decrypted. Then, the decrypted

private key is utilized to build the signing context and complete
the final signature generation during transaction execution. After
that, the system cleans up all sensitive intermediate variables and
returns the signature result.

The system’s architecture is shown in Fig. 2, along with the
workflow.HTM-PQC’s operation can be divided into two phases,
namely the initialization phase and the protection computing
phase. The initialization phase is performed only once during
the system initialization, responsible for initializing the AES key
and preparing computing resources. The protection computing
phase is invoked on each Dilithium or XMSS signing request
and used to execute Dilithium or XMSS’s signature generation
task. All sensitive operations during the protection computing
phase are protected by transaction memory and do not reveal
any secret values.

Initialization phase: This phase consists of two steps.
1) Init.1: During the system boot, the user enters a password

to derive the AES key, which is then stored in privileged
debug registers of each CPU core. All intermediate vari-
ables need to be erased.

2) Init.2: The file containing the encrypted Dilithium or
XMSS private key is loaded from the hard disks into the
main memory. The private key is generated in a secure
offline environment and then symmetrically encrypted
with the AES key.

Protection computing phase: In the protection computing
phase, our solution creates the transaction execution environ-
ment for Dilithium or XMSS signing operations, in which the
secret key is decrypted. Then, the decrypted key participates
in the signing process. Our solution will perform the following
steps.

1) Prepare: HTM starts tracking memory accesses in the
cache (maintaining the read/write sets).

2) PrCmpt.1: Loading the AES key to the cache from the
debug registers, the round keys are then derived in the
L1D cache.

3) PrCmpt.2: Loading the ciphertext Dilithium or XMSS
secret key to the L1D cache from the memory.
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Fig. 3. Transaction splitting for dilithium signing. The rectangles in the
figure represent the basic operations in the Dilithium signature scheme.
The shaded ones represent sensitive operations that need to be placed
in the transaction. The mark (e.g., Line 4) on the right side of the figure
indicates the specific line number in Algorithm 2 corresponding to the
operation.

4) PrCmpt.3: Using the AES key to decrypt the secret key
and generate the private key context.

5) PrCmpt.4: Using the private key context for requesting
signing operations. The details will be covered in the
following part.

6) PrCmpt.5: Clearing all sensitive variables that exist in
registers and cache.

7) Commit: Completing the signing process and returning
the signature results.

C. Transaction Execution and Splitting

Empirically, putting the entire signature generation procedure
into a single transaction is almost impossible to realize. Since it
involves plenty of time-consuming and memory-intensive oper-
ations such as polynomial multiplication, hash chain generation,
and so on. We have also tried to implement this situation, and
the result has unsurprisingly failed.

In order to provide an effective signing service with HTM, we
must consider breaking the Dilithium or XMSS signing proce-
dure into several independent sensitive operations and placing
them in different small transactions. Nonsensitive operations
simply run in a normal manner.

1) Dilithium: Based on the variable sensitivity analysis for
Dilithium mentioned above, we determined the six sensitive
operations in Dilithium signing logic (that is, the operations
that take sensitive variables as operation objects or operation
results). For each sensitive operation, we need to build the
atomic transaction. Fig. 3 shows the transaction splitting for
Dilithium signing. Therefore, Dilithium signing is split into six
transactions as follows.

TX1: Generation of the seed ρ′.
TX2: Sampling of temporary secret vector y.
TX3: The matrix-vector multiplication w = Ay.
TX4: Decomposing operation against the vector w.
TX5: Computation of z, which involves the private s1 and

secret vector y.
TX6: Computation of r0 using the private s2 and secret vector

w0.

Fig. 4. Transaction splitting for the standard version of XMSS.

2) Standard Version of XMSS: Similarly, for XMSS stan-
dard mode, three sensitive operations involved in the XMSS
signature generation are placed in different atomic transactions,
which is shown in Fig. 4. In addition, the remaining operations
are nonsensitive and do not need to be placed in transactions,
such as calculating message digests and using leaf nodes to
generate authentication paths. They can run in nontransactional
memory mode. The three specific transactions involved in the
standard version of XMSS include the following.

TX1: The operation of deriving an XMSS one-time private
key from a private key seed, denoted by Expand_seed.

TX2: W-OTS+ signature operation, denoted by Gen_chain.
TX3: The key generation operations required to generate leaf

nodes of the authentication path, denoted by Wots_pkgen.
3) Fast Version of XMSS: In addition to the standard version

of using the seed skseed to derive W-OTS+ private keys at run-
time, we also provide the fast version of XMSS implementation,
that is, instead of introducing the random seed, all W-OTS+
private keys are generated in advance. At this time, it is no
longer necessary to iteratively call W-OTS+ key generation
when generating an authentication path for the current leaf node,
which can improve the performance of signing operations. In this
mode, sensitive variables include all one-time W-OTS+ private
keys and all intermediate variables that appear in the W-OTS+
signing process.

In the XMSS fast mode, since the system is provided all W-
OTS+ private keys, the only sensitive operations that need to be
placed in the transactional memory for protection are the hash
chain generation operations involved in the W-OTS+ signature
generation procedure.

Using Dilithium1 and XMSS’s reference implementation2

as a basis, we provide security enhancements for Dilithium
and XMSS’s signing, respectively. All AES encryption and
decryption operations used in the system are implemented us-
ing AES-NI hardware instructions. We cannot place the entire
signature logic in a single transaction. Therefore, we will divide
the signing operation into several subprocesses based on the pre-
vious analysis of sensitive operations and place them in atomic

1[Online]. Available: https://github.com/pq-crystals/dilithium
2[Online]. Available:https://github.com/XMSS/xmss-reference
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transactions, respectively. Since the abort may still occur, we
will repeatedly call _xbegin in a loop to start the transaction,
and only when the transaction is successfully committed or the
number of failures reaches the threshold, the loop will exit. In
addition, intermediate sensitive variables need to be encrypted
using the AES key before the small transaction commits.

D. System Implementation

We implement HTM-PQC as a char module and integrate it
into the Linux kernel. The module provides secure Dilithium
or XMSS signing services to user space. It depends on the
ioctl system call to receive the messages to be signed and the
private key in the form of ciphertext from the user-space invoker,
complete the signing operation, and then return the signature to
the user application.
HTM-PQC chooses Intel TSX, the most representative and

widely used instance of HTM, to build the transactional ex-
ecution environment for Dilithium or XMSS’s signing against
memory disclosure attacks. Specifically, we choose the restricted
transaction memory primitive as the programming interface
of HTM, where the _xbegin function is called to start a
transaction, and the _xend function is used to commit the
transaction. The area between the two functions is the atomic
region of transactional execution. Of course, our solution applies
to HTM features on other platforms. However, there is basically
no difference in their design principle, and therefore, in terms
of overheads.

Dilithium or XMSS’s signing procedure is time-consuming,
and it will be interrupted by frequent context switches, which
causes the transaction abort. Therefore, it is necessary to disable
interrupts and kernel preemption in the transactional region to
improve the success rate of transaction commit. In addition, we
refer to the general method in TRESOR [28] to derive and protect
the AES key.

V. EVALUATION AND DISCUSSION

A. Experimental Setup

The experimental platform is Intel Core i7-6700 CPU with
3.4 GHz, 16 GB memory, and the operating system is Ubuntu
16.04 64-bit with a 4.15.0 kernel version.

B. Performance

1) Dilithium: We first take the most recommended parameter
set Dilithium-3 as the instance and measure the time consumed
by each operation with or without Intel TSX. In detail, we put
each sensitive operation into the transaction or run it directly,
and record the average clock cycles it consumes. The results are
shown in Fig. 5.

In order to evaluate the overall efficiency of HTM-PQC in
executing Dilithium, we repeated the Dilithium signing 1000
times and then selected the average value (in milliseconds) as
the evaluation indicator. The reason why we chose 1000 times as
the parameter in the performance evaluation is that we followed
the parameters selected in the Dilithium official code library
when measuring the signature speed, which is also the sample

Fig. 5. Performance of sensitive operations in Dilithium-3.

Fig. 6. Performance comparison between reference implementation
(baseline) and our solution (HTM-PQC).

Fig. 7. Performance of TXs in XMSS instantiated with SHAKE-256.

code submitted to NIST. Fig. 6 shows the times of the reference
implementation of Dilithium (baseline) and HTM-PQC under
three different security levels. Since transactions have a certain
probability of successful commits (i.e., success rate), we use the
actual time to characterize the performance of HTM-PQC, that
is, the pure time divided by the success rate. For Dilithium-2,
Dilithium-3, and Dilithium-5, HTM-PQC achieves a factor of
0.80, 0.75, and 0.66 compared to the throughout of baseline,
respectively.

2) XMSS: Similarly, we chose SHAKE-256 to instantiate
XMSS and compare the execution time of sensitive operations
with and without Intel TSX, as shown in Fig. 7.

Furthermore, we selected the XMSS instance with a tree
height of 10, a parameter set recommended by the reference
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Fig. 8. Performance comparison between reference implementation
(baseline) and security enhanced XMSS solution.

implementation, and instantiated it using different hash prim-
itives. We executed the XMSS signing 1000 times iteratively
and used the average value of the time consumed by the sign-
ing (in seconds) as the final performance indicator. The spe-
cific performance results of the XMSS instances are shown in
Fig. 8. As we can see, for XMSS-SHA2_10_256, the signature
throughput of the standard version of security-enhanced XMSS
implementation (denoted as HTM-PQC-s) reached 0.84 times
that of the baseline, while the signature throughput of the fast
version (denoted as HTM-PQC-f) reaches 0.95 times that of the
baseline. Other parameter sets show similar results.

We briefly analyze the experimental results. The operations
that can introduce performance overhead in our solution include
the following:

1) the transmission of messages, encrypted private keys, and
signature results between the user space and the kernel
space;

2) the encryption and decryption operations performed on
sensitive variables in the single transaction; and

3) the transaction’s rollback operation.
Among these, the second factor introduces the highest over-

head, accounting for about 80%. Despite our ultrafine-grained
control over the boundaries of sensitive variables, Dithium and
XMSS still contain plenty of sensitive variables, and the encryp-
tion and decryption operations between transactions still bring
about considerable overhead. Meanwhile, disabling interrupts
and kernel preemption in kernel space and the transaction’s
atomic execution will also reduce the frequency of context
switching during the signing process and improve performance
to a certain extent.

For Dilithium, When the security level is 2 or 3, every
small transaction will be submitted with a higher success rate
without too many retries. Therefore, the performance overhead
introduced by our solution is lower. When the security level
reaches 5, the sensitive values will occupy more space, thereby
increasing the probability of transaction abort. Plenty of clock
cycles are consumed in the transaction’s rollback operation,
therefore, greater performance overhead will be introduced.

For XMSS, no matter which parameter for instantiation, ei-
ther standard or fast version, all transactions in HTM-PQC can
be committed successfully due to transactional splitting. The
XMSS signing process involves thousands of hash operations,

most of which need to be protected by HTM, therefore, the
standard version will have a 16% performance loss. The fast
version, however, has almost the same overhead as the refer-
ence implementation because all private keys are generated in
advance.

Performance improvement: Admittedly, HTM-PQC does in-
troduce a relatively high performance overhead due to the
comprehensive protection of all sensitive values that appear
during the signing procedure. This article has explored an op-
timal transactional splitting method to increase the probability
of transaction commit. However, the memory consumption of
the internal signature algorithm will also affect the probability
of a successful transaction commit. In future work, we will
focus on optimizing the implementation of the signature al-
gorithm. Specifically, we will try to minimize the probability
of transaction rollbacks by reducing the algorithm’s memory
consumption, for example, by preloading the precalculated table
of number theoretic transform (NTT) in Dilithium into the YMM
registers.

C. Security

1) Resistance to Memory Disclosure Attacks: Our solution
relies on HTM to provide security enhancements. First, all
sensitive operations in the PQC signature process are running
in atomic transactions, and the whole sensitive variables are
encrypted outside the transactions. During cryptographic opera-
tions (i.e., transactional execution), other threads cannot obtain
the private key or intermediate sensitive variables in plaintext
except the PQC signature computing thread. Therefore, it can
defend against software memory attacks. Second, due to the
implementation characteristics of HTM, the entire signing op-
eration is limited to the write set of the transaction. Sensitive
values only exist in the L1D Cache and will not appear in the
RAM chips, thus cold-boot attacks and DMA attacks can also
be resisted.

More practically, we launch memory dumplication and DMA
attacks, respectively, to demonstrate the effectiveness of HTM-
PQC against typical memory disclosure attacks. Dilithium sign-
ing is performed in a loop. For memory dump attacks, we use
the lime tool to dump the memory image. For DMA attacks,
we insert the LeetDMA device into the host through the PCIE
interface and depend on the open source project pcileech
to control LeetDMA to obtain the memory image. Then, we
use hexdump to look for known private key fragments in the
memory image and cannot obtain a binary string that overlaps for
more than 4 B with the private key. In terms of quantitative attack
results, memory disclosure attacks are not evaluated by the key
recovery ratio like side-channel attacks. They are more direct and
destructive attacks. Therefore, for unprotected implementations,
the attack can obtain all (i.e., 100%) of the private keys; while
for HTM-PQC, the private keys cannot be recovered.

2) Resistance to Side-Channel Attacks: Hardware crypto-
graphic implementations are vulnerable to fault attacks and
side-channel attacks [29], [30]. However, as a software PQC
cryptographic implementation, it is relatively difficult to launch
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conventional physical attacks against HTM-PQC, such as tem-
plate attacks and fault injection attacks. In recent years, a variety
of advanced side-channel attacks have threatened software im-
plementations, namely timing attacks and cache side-channel
attacks [31], [32]. We analyze from two perspectives: the PQC
algorithm itself and its implementation.

1) Considering the characteristics of the algorithm itself,
the PQC algorithm we chose for security enhancement is
inherently resistant to side-channel analysis. Specifically,
Dilithium adopts the design of uniform sampling, and all
other basic operations such as polynomial multiplication
and rounding are implemented in constant time in the
reference implementation. For XMSS, due to the random
nature of the hash function, the computations in XMSS
have very little dependency on the key that can be attacked
using side channels.

2) The hardware characteristics that HTM-PQC implemen-
tations rely on can also mitigate side-channel attacks.
First, the encryption and decryption operations related
to the private keys and other sensitive values are all
implemented using AES-NI, which is resistant to timing
attacks. Moreover, HTM-PQC performs the Dilithium or
XMSS signing operations in HTM-backed transactions
and ensures that all sensitive data resides in the L1D
Cache during the execution. This prevents the attackers
from distinguishing the timing differences between cache
hits and misses accurately, thereby mitigating cache side-
channel attacks.

3) Resistance to Fault Attacks and SCA-Combined Attacks:
According to our investigation, existing fault attacks and SCA-
combined attacks against PQC predominantly target hardware
implementations [7], [29], [30], [33]. These attacks extract
sensitive values such as cryptographic keys by actively tam-
pering with the device, such as hitting the circuitry with a
laser or undervolting the device voltage during (part of) the
computation process. However, launching fault attacks against
software implementations is an enormous challenge. Even if
a malicious attacker manages to launch fault injection attacks,
HTM’s inherent integrity protection and rollback capabilities
can naturally counteract them. Any attempt by an attacker to
manipulate or inject values triggers a write conflict within the
transaction, leading to its rollback, thus preventing the disclosure
of any sensitive values.

D. Discussion

1) Scalability to Other PQC KEM and Signature Schemes:
This article currently only instantiates two standard PQC
schemes, Dilithium and XMSS. However, HTM-PQC is funda-
mentally extensible to any PQC KEM and signature scheme.
Developers should perform a thorough sensitivity analysis on
specific PQC cryptographic schemes to determine sensitive vari-
ables and operations, and then provide security-enhanced signa-
ture services through HTM. In the lattice-based PQC schemes,
NTT, as an important performance factor, also needs to be
considered. If NTT is related to sensitive values, such as NTT
transformation of private keys, then these NTTs also need to be

protected by HTM. According to our evaluation, our solution
has a limited impact on NTT performance.

2) Compatibility With Different Platforms: Although we have
implemented the prototype with Intel TSX, HTM-PQC applies
to any processor platform that supports HTM. For example, both
ARM TME [34] and AMD ASF [35] support HTM capabilities
and provide similar instructions to specify transactional memory
regions. Specifically, ARM TME adopts TSTART and TCOM-
MIT instructions to start and commit transactions, respectively.
Similarly, the corresponding instructions supported by AMD
ASF are SPECULATE and COMMIT. Therefore, replacing the
relevant instructions, our solution demonstrates adaptive com-
patibility with ARM and AMD platforms.

3) Comparison With Trusted execution environment (TEE)-
Based Solutions: TEE [36] extensions build the secure zone by
isolating software and hardware resources, thereby ensuring the
security of applications and data. TEE-based solutions are also
applicable to PQC private key protection in the industrial Internet
scenarios. Moreover, since its encryption logic is generally
implemented by hardware directly, it has certain performance
advantages overHTM-PQC. However, TEE-based solutions have
limitations in terms of security and portability. From the security
perspective, TEE-based solutions are vulnerable to widespread
software side-channel attacks [37], especially transient execu-
tion attacks. From the portability perspective, since the pro-
gramming interfaces and specifications of TEE extensions under
different platforms vary greatly, TEE-based solutions require
extremely complex code reconstruction. However, HTM instruc-
tions under different processor platforms are relatively similar
and the development is relatively simple, making it easier to
migrate and deploy across platforms.

4) Power Assumption: HTM-PQC is a software module,
rather than a hardware implementation. The power consumption
of running it on the machine is also a crucial metric to measure its
real-world applicability. We exploited the tool powerstat to
measure the machine’s power consumption, which depends on
the battery stats or the Intel RAPL interface. The average power
consumption of performing the unprotected signing operations
is 36.90 W, and when running the HTM-PQC, the growth rate
of power consumption ranges from −1.2% (36.45 W) to 3.4%
(38.16 W). Therefore, our approach can harden PQC with neg-
ligible additional power consumption.

E. Limitation

Our prototype has demonstrated the practicality ofHTM-PQC.
When deploying HTM-PQC in the industrial Internet scenarios,
developers only need to compile and install the kernel driver
and then invoke it for signature generation. However, a potential
limitation is that the reliance on Intel TSX as the HTM instance
may require additional efforts for porting to other platforms,
although it is fundamentally feasible.

Another limitation is thatHTM-PQC experiences performance
degradation, approximately 25% compared to native implemen-
tations. However, since our solution targets security-sensitive
Industrial Internet applications, this performance reduction is
considered acceptable.
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F. Future Work

In the future, we will consider extending HTM-PQC’s
security-enhanced capabilities to more signature schemes. We
will select two representative PQC schemes as the prior-
ity targets, namely Raccoon [38], [39], a candidate of NIST
PQC Round 1 Additional Signatures Standardization, and
SPHINCS+[40], which NIST has also standardized.

1) Raccoon is also a lattice-based signature scheme with
a similar signature structure to Dilithium. Compared to
Dilithium, Raccoon improves the ability to resist side-
channel attacks by adopting no rejection sampling and
sums of uniform distributions [38]. Therefore, Raccoon
has the same sensitive variables as Dilithium, such as the
masking vector y and the secret vector w. However, it
is necessary to redefine sensitive operations according to
the specific Raccoon signature process.

2) Unlike XMSS, SPHINCS+ consists of multiple smaller
Merkle trees, presenting a hierarchical structure. The
upper Merkle tree is used to sign the subtree. Any ma-
licious message can be signed if the attacker chooses
the middle-level W-OTS+ as the attack target. Once the
signature is forged, the attacker can arbitrarily construct
a complete tree that can be used to sign a limited number
of arbitrary messages. Therefore, the W-OTS+ signature
operations on the entire hierarchical SPHINCS+ tree need
to be protected using HTM.

VI. CONCLUSION

PQC schemes, represented by Dilithium and XMSS, are
expected to see widespread adoption in the Industrial Inter-
net. However, their private keys remain vulnerable to various
forms of memory disclosure attacks, which existing works
have not adequately addressed. In this article, we conduct a
comprehensive analysis of all sensitive variables involved in
the signing processes of Dilithium and XMSS. Based on this
analysis, we propose HTM-PQC, a novel protection mechanism.
We implemented a prototype of HTM-PQC using Intel TSX, and
evaluation results demonstrate that its efficiency is comparable
to reference implementations. Our work aims to inspire more
robust implementations of PQC in the industrial Internet, thereby
advancing the security ecosystem.
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