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Revisiting Prediction-Based Min-Entropy
Estimation: Toward Interpretability,

Reliability, and Applicability
Dongchi Han , Yuan Ma , Tianyu Chen , Shijie Jia , Na Lv , Fangyu Zheng , and Xianhui Lu

Abstract—Prediction-based min-entropy estimation methods,
also known as predictors, are essential tools for assessing the
security of entropy sources. As recommended in NIST SP 800-90B
(90B), these methods estimate min-entropy by forecasting the out-
puts of entropy sources. Owing to their computational efficiency,
considerable research has focused on enhancing the accuracy of
predictors, including approaches based on deep neural networks
(DNNs). However, concerns remain about their interpretabil-
ity, reliability, and applicability, particularly for DNN-based
predictors. In this paper, we first identify key deficiencies in
existing prediction-based methods, including those in 90B and
DNN-based predictors, which lead to unreliable estimates and
poor adaptability across diverse entropy sources. To improve
reliability, we model the predictor output distribution and revise
the local predictability metric to produce more stable estimates
with associated confidence levels. To enhance the interpretability
of DNN-based predictors in entropy estimation, we provide the
first theoretical analysis linking neural network optimization
objectives to min-entropy, clarifying the suitability and learnabil-
ity of different architectures. We further reveal the inapplicability
of existing methods under time-varying sources and propose a
new estimation framework that combines online learning, change
detection, and Bayesian optimization for dynamic model updates.
The experimental results demonstrate that our methods surpass
existing approaches in terms of reliability and applicability,
especially when dealing with time-varying sources.

Index Terms—Min-entropy estimation, random number, deep
neural network, interpretability.

I. INTRODUCTION

ENTROPY sources are fundamental components in cryp-
tography for generating random numbers. They rely on
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unpredictable physical occurrences, such as noise from elec-
tronic devices, or non-physical events, such as system interrupt
characteristics, to produce raw random numbers. Random
number generators (RNGs) further leverage these entropy
sources to produce high-quality random numbers necessary
for creating encryption keys, initialization vectors, and other
security parameters. However, if the entropy source produces
random numbers without sufficient randomness, the RNG’s
output becomes predictable. This vulnerability can lead to the
cracking of cryptographic keys, leakage of sensitive informa-
tion, and eavesdropping on communications [1]. Therefore, it
is crucial to ensure the quality of the entropy source output.

The NIST SP 800-90B (short for 90B) standard, developed
by the National Institute of Standards and Technology (NIST),
is crucial for assessing the quality of randomness in data
sequences generated by entropy sources [2]. This standard
provides guidelines for designing and testing these sources.
It uses min-entropy estimation to measure randomness, which
has been widely used in the Cryptographic Module Verification
Program (CMVP) of America and Canada. The 90B employs
black-box testing with two entropy estimation approaches: (1)
entropic statistical methods, which identify major flaws but
often overestimate or underestimate randomness—introducing
security risks or performance trade-offs [3], [4], [5]; and (2)
prediction-based methods (predictors), which forecast future
outputs from entropy sources and calculate the min-entropy
based on these predictions [2].

A. Progress and Issues of the Predictors

Predictors have outperformed the statistical approaches [6],
drawing increasing research interest. However, studies have
highlighted persistent issues with stability and applicability,
emphasizing the need for more robust and generalizable mod-
els [7], [8], [9]. Notably, predictors utilizing DNNs are quite
attractive due to their ability to manage intricate outputs from
various types of entropy sources. The design of DNN-based
predictors has primarily progressed in two technical directions.
The first concerns data preprocessing, where methods such
as change detection are employed to segment data streams
and extract statistical features. This approach enables even
relatively simple network architectures to process time-varying
entropy sources effectively [7]. The second focuses on network
architecture design, aiming to improve predictive performance
through more expressive models. For instance, more complex
structures such as the temporal pattern attention-based long
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short-term memory (TPA-LSTM) network have been proposed
[10]. Additionally, model compression techniques like pruning
and quantization help eliminate redundancy, improve accuracy,
and reduce output variability [9].

Although DNNs show unique advantages over traditional
statistical methods in random number prediction, the under-
lying mechanism of the prediction and the performance for
different entropy sources are lacking in the literature. The
problems of existing predictors can be elaborated in the
following three aspects.
• Interpretability: The relationship between the neu-

ral network optimization objective and min-entropy
remains theoretically unexplained, raising doubts about
the validity of using the network’s accuracy to repre-
sent min-entropy. Furthermore, it is unclear what neural
networks actually learn during entropy estimation. Key
questions remain open: which architectures are suitable
for entropy estimation, and what representations do these
networks capture in the process?

• Reliability: Problems with the measure of local pre-
dictability in entropy sources could lead to large
fluctuations in results. Up to 24% fluctuations were
observed for some DNN-based predictors in our experi-
ments.

• Applicability: All predictors struggled with entropy
sources exhibiting sudden distribution shifts, and change
detection techniques [7] did not resolve the issue.
Additionally, when deterministic periodic signals were
introduced into a random source, the 90B predictors and
some DNN-based predictors tended to overestimate the
results.

B. Contributions and Paper Organizations

This paper revisits prediction-based min-entropy estimation,
addressing reliability and applicability concerns through a
novel local predictability measure and a new DNN estima-
tion framework. We analyze how different neural network
architectures behave in entropy estimation tasks and propose
optimized network structures for various entropy sources. Our
key contributions include:

1) Theoretical analysis and comprehensive experiments
are made to analyze and identify the underlying issues
that lead to the unreliability and limited applicability
of existing predictors. Thus, we have provided a clear
understanding of the challenges that must be addressed.

2) A theoretical analysis of the relationship between the
neural network optimization objective and min-entropy
is presented. We also provide a detailed interpreta-
tion of what different architectures learn from various
entropy sources through weight visualization and result
analysis. Based on these insights, we propose neural
network structures tailored to different entropy sources.
As far as we know, we are the first to provide the
interpretation for DNN-based predictors.

3) A redesigned local predictability measure is proposed,
grounded in a theoretical model of predictor outputs,
to mitigate result fluctuations. In addition, we develop

a new DNN training framework that integrates online
learning, change detection, and Bayesian optimization,
improving the adaptability and reliability of entropy
estimation for time-varying sources.

4) A comprehensive evaluation of our proposed meth-
ods and framework across multiple datasets is made.
Experimental results show that our designed networks
converge faster and achieve higher accuracy. Integrating
our proposed framework, our predictors significantly
outperform current ones on time-varying data. This
offers new insights into entropy estimation design.

The paper is organized as follows. In Section II, we intro-
duce the entropy estimation methods used by 90B and the
existing DNN-based predictors. In Section III, we analyze
the limitations of the current prediction-based methods. In
Section IV, we interpret the underlying mechanics for DNN-
based predictors in entropy estimation tasks. In Section V,
we illustrate the redesigned measure and the new framework
devised, followed by comprehensive experiments to demon-
strate the improved performance of our methods. Section VI
discusses limitations and adversarial threats, and proposes
mitigation approaches. Section VII concludes the paper.

II. PRELIMINARIES

A. Min-Entropy Definition in 90B

According to 90B, the entropy source produces outputs
described by the random variable X. When X is an independent
discrete random variable that can take on values from a finite
set S = {x1, x2, x3, . . . , xk}, if the probability of X being equal
to xi is P{X = xi} = pi for i = 1, 2, 3, . . . , k, then the min-
entropy is:

H∞ = min
1≤i≤k

(− log2 pi) = − log2 max
1≤i≤k

pi. (1)

B. The Predictors Outlined in 90B

The predictors are initialized using a limited number of
samples before evaluating the entire sequence. For each sam-
ple, the predictor generates a predicted value based on prior
accumulated knowledge, then updates itself with the observed
value to improve its accuracy. These predictors are composed
of multiple sub-predictors, each with different parameters, and
they dynamically select the best-performing sub-predictor’s
results. These predictors include the MultiMCW prediction
estimate, the Lag prediction estimate, the MultiMMC predic-
tion estimate, and the LZ78Y prediction estimate.

By evaluating both the global predictability and the local
predictability of the entropy source outputs, the predictors
determine the min-entropy of the entropy source [6]. The
details are shown as follows.

Global Predictability. This metric counts the number of
correct predictions in the entire sequence, known as accuracy
in machine learning [2]. The accuracy of a predictor on a
test sequence is indicated by p̂acc = c/n, with c as the
number of correct predictions and n as the length of the test
sequence. Assuming each prediction outcome is independent
and identically distributed, a 99% upper confidence bound for
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the estimate p̂ can be computed [6]. This upper confidence
bound is denoted as pglobal:

pglobal =

8̂̂̂̂
<̂
ˆ̂̂:

1 −
�α

2

� 1
n
, if p̂acc = 0,

1, if p̂acc = 1,

p̂acc + 2.576

r
p̂acc(1 − p̂acc)

n − 1
, otherwise.

Local Predictability. This measure assesses min-entropy
by examining consecutive accurate predictions made by the
predictor. A series of precise forecasts indicates a swift shift of
the entropy source outputs to a highly predictable state. Kelsy
et al. [6] suggested that the statistical tools used for analyzing
recurrent events can provide a local prediction accuracy plocal

as a basis for calculating min-entropy.
Let ε denote a characteristic of finite sequences, which can

be detected within any specific sequence E j1, . . . , E jn. Suppose
r is a positive integer, and ε indicates the presence of a
consecutive success run of length r in a series of Bernoulli
trials, which is a recurrent event [11]. Since the experiment
can be repeated indefinitely, the sample space of the random
variable ε is defined on the set of infinite sequences [11].

Let fn denote the probability of ε occurring for the first time
in the nth experiment:

fn ∼
(x − 1)(1 − px)
(r + 1 − rx)q

·
1

xn+1 . (2)

In n experiments, the probability of ε not occurring can be
expressed as qn = fn+1 + fn+2 + . . ., which can be simplified
to:

qn ∼
1 − px

(r + 1 − rx)q
·

1
xn+1 . (3)

The probability of not encountering a recurrent event ε with
a length of r + 1 with 99% certainty can be expressed by the
following formula:

qn = 99% =
1 − plocalx

(r + 2 − (r + 1)x)(1 − plocal)
·

1
xn+1 , (4)

This equation is used in 90B to compute the local prediction
accuracy plocal, where n represents the number of predictions,
and x is the positive real root of the polynomial [11]:

1 − x + (1 − plocal)pr
localx

r+1 = 0, (5)

where x can be easily determined by approximation methods.
The final result of the predictors can be represented as:

Ĥ∞ = − log2(max(pglobal, plocal)). (6)

C. DNN-Based Entropy Estimation Methods

In 2018, Yang et al. [8] introduced DNN-based predictors
using two basic architectures, FNN and RNN. Then, Lv et al.
[12] discovered that 90B could not detect sequences with long-
range dependencies, such as M-sequences generated by linear
feedback shift registers (LFSRs). They also evaluated Yang et
al.’s predictors on a broader dataset, proposed hyperparameter
tuning strategies, and improved the FNN-based predictor. In
2019, Truong et al. [13] proposed the RCNN model to evaluate
classical and quantum noise sources. Experiments with linear

congruential generators (LCGs) demonstrated the model’s
ability to predict pseudo-random sequences from higher-order
LCGs. In 2020, Zhu et al. [7] identified discrepancies in
the 90B predictors when applied to time-varying sources.
To address this, they proposed the CDNN model, which
incorporates change detection (via the ADWIN2 algorithm) for
data segmentation and feature extraction. CDNN outperformed
the 90B predictors on low-bit-width, time-varying sources.
Li et al. [10] later introduced the TPA-LSTM model with
an attention mechanism for analyzing White Chaos-Based
RNGs. This model further improved prediction accuracy on
high-order LCGs and outperformed RCNN. In 2023, Li et
al. [9] optimized TPA-LSTM through quantization and prun-
ing, reducing model complexity and storage while preserving
accuracy. Comparative experiments confirmed TPA-LSTM’s
superiority over the 90B predictors.

In prior work, DNN models were used for min-entropy
estimation through supervised learning within a three-phase
framework [9]. The first phase is data preprocessing, where
the predictor constructs a dataset by grouping each sequence
of L adjacent k-bit values as a feature vector, with the (L+1)th
value serving as the label. Each feature-label pair forms a
sample, and all samples together constitute the dataset. Unlike
the predictors in 90B, this framework partitions the input data
into separate training, validation, and test sets. The second
phase involves model training using a train-validation strategy
over multiple epochs. Training stops either after a preset
number of epochs or via early stopping when validation per-
formance plateaus. Model parameters are saved at each epoch,
and the version achieving the best validation performance is
selected for testing. The third phase estimates min-entropy by
evaluating the selected model on the test set. Similar to 90B,
two metrics, pglobal and plocal, are used to quantify prediction
performance.

Previous research has shown that DNN-based predictors
offer superior entropy estimation accuracy compared to the
90B predictors. In the next section, we evaluate their limita-
tions through experiments using a range of models, including
RNN and FNN (with Tanh activation) from [8], FNN (with
ReLU activation) from [12], CDNN from [7], and TPA-LSTM
from [9]. Since both LSTM and CNN have capabilities for
analyzing time series, we also used these two models to
demonstrate our findings, and they use one-hot encoding.
LSTM passes the final hidden state to a classification layer,
while the CNN (ReLU-activated) flattens convolutional out-
puts into a 1D vector, which is processed by a fully connected
ReLU layer before classification. Both CNN and LSTM have
an input channel size of 2k.

III. NEW FINDINGS AND ANALYSIS ON RELIABILITY AND
APPLICABILITY OF EXISTING PREDICTORS

We examine the reliability and applicability issues of current
predictors. First, we assess local predictability in entropy
sources, identify causes of unreliability, and experimentally
validate our findings. Next, we analyze how training methods
lead to poor performance on time-varying entropy sources. Our
experiments reveal a composite source where both 90B and
some DNN-based predictors overestimate results. We pinpoint
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TABLE I
HYPERPARAMETER SETTINGS

their shortcomings and lay the groundwork for discussing the
interpretability of neural networks.

A. Experiments Setup

The experiments are conducted on a Ubuntu 20.04 system
with an NVIDIA GeForce RTX 2080 Ti GPU, and the DNN
models are implemented using PyTorch. Since previous works
use Keras to implement models, we adopt Keras’s default
weight initialization method in PyTorch. For model training,
we employ the Adam optimizer. We set the same hyperparam-
eter values for the selected models to exclude the influence
of discrepancies in hyperparameters. Specifically, we follow
the hyperparameter settings from the latest work on DNN-
based predictors in [9], as shown in Table I. We monitor the
validation loss and stop training if it does not decrease for five
consecutive epochs, thereby preventing overfitting.

B. The Problem for the Reliability

Current research highlights a critical issue: existing predic-
tors often show significant result fluctuations due to the local
predictability measure (plocal), compromising their reliability.
Zhu et al. [7] reported that their CDNN model underestimated
entropy due to the use of plocal on gradually changing Markov
data. Li et al. [9] found that the 90B predictors also face this
issue. They demonstrated that plocal’s high sensitivity to the
parameter r led to underestimation, causing significant result
fluctuations across tests on different data from the same source.

Upon further analysis, we argue that the root cause is not the
sensitivity to r, but rather the definition of local predictability
itself. As defined in 90B, when a predictor correctly forecasts
the output of an entropy source for r consecutive times, the
source is considered locally predictable, resulting in lower
entropy estimates. However, this phenomenon is a recurrent
event inherent in the prediction results. According to Equation
(3), the probability of such an event depends on r, the test set
length n, and the predictor’s accuracy p. Therefore, given a
stable predictor and a sufficiently long sequence, these events
will inevitably occur, resulting in a significant underestimation.

Furthermore, existing DNN-based predictors rely on random
weight initialization, leading to varying estimation results
when the same sequence is tested multiple times. This raises
a significant question: do these DNN-based predictors exhibit
underestimation due to plocal when repeatedly testing the
same sequence? Unfortunately, the specific influencing factors
and the impact degree of underestimation caused by plocal

in DNN-based entropy estimators have not been thoroughly
investigated. We believe that for the same sequence, each
random initialization effectively results in a different predictor.

With sufficient tests, one of these predictors will inevitably
encounter recurring events, leading to underestimation.

To verify our analysis, we conduct comparative tests
using two representative random sources: a discrete uniform
distribution and a first-order Markov model. From these
sources, we generate two random sequences, each contain-
ing one million 8-bit samples. Next, we test seven different
DNN-based predictors, each utilizing a unique model (see
Section II-C). These predictors are referred to by the names of
their respective models. Each predictor performs 100 estima-
tions on the two generated sequences to assess the stability of
the predictor’s output. The results, comparing the theoretical
min-entropy values to the estimated min-entropy values from
the different DNN-based predictors, are shown in Fig. 1.
The theoretical min-entropy value for the discrete uniform
distribution is calculated using Equation (1), while the first-
order Markov model’s min-entropy is derived following the
method in [6].

From Fig. 1, we observe that, except for CDNN [7] and
FNN [12], all other predictors show significant fluctuations.
In Fig. 1 (a), fluctuations reach up to 24%, and in Fig. 1 (b),
they reach up to 13%. These fluctuations are due to signifi-
cant underestimation, which causes the noticeable abnormal
point near the entropy value of 6.0. We now analyze the
reasons for these fluctuations. As shown in Equation (6), the
result of each predictor is determined by the higher value
between plocal and pglobal. Random weight initialization in
DNNs causes fluctuations in pglobal. In Fig. 1 (a), the values
of pglobal range from 0.37% to 0.47%, and in Fig. 1 (b),
the values of pglobal for the best-performing predictors (TPA-
LSTM and LSTM) range from 0.65% to 0.75%. With r
values of 1 or 2, plocal is less than 0.36%, making pglobal

the determining factor for estimated min-entropy. In cases of
significant underestimation, all r values for these predictors are
3, and the corresponding plocal is around 1.5%. Consequently,
plocal determines the estimated min-entropy for each predictor.
In Fig. 1 (a), the recurrent events occurred once for each
predictor. In Fig. 1 (b), TPA-LSTM experienced 11 recurrent
events, while LSTM experienced 7. According to Equation
(3), these frequencies are consistent with the predictors’
accuracy.

Additionally, CDNN [7] and Lv et al.’s FNN [12] yield rel-
atively stable estimates. Analysis of their intermediate results
reveals that the ReLU activation results in predominantly
“zero” inputs to the classification layers, causing the predictors
to output the same prediction value consistently. As a result,
these predictors did not show underestimation from plocal in
our experiments. However, their prediction patterns deviate
from the first-order Markov model, leading to noticeable
overestimation and raising applicability concerns, which we
discuss in the next subsection.

Based on the above experimental results, we confirm that
the successive correct predictions produced by the predictor
are recurrent events, leading to underestimations caused by
plocal. The probability of such events correlates with predictor
accuracy, and this issue also exists in DNN-based predic-
tors. Furthermore, random weight initialization in DNNs can
cause significant underestimation even when testing the same
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Fig. 1. The repeating estimation results of different DNN-based entropy predictors for stable data.

Fig. 2. The repeating estimation results of different DNN-based entropy predictors with different data size ratios of training to testing.

random sequence multiple times. This leads to substantial
fluctuations in estimation results, thus reducing the reliability.

C. The Problem for the Applicability

Existing research on the applicability problem mainly
focuses on time-varying sources. Zhu et al. [7] first addressed
this issue with CDNN, which uses change detection and per-
forms well on low-width, time-varying sources. However, due
to limitations in its training methods, CDNN struggles when
there is a significant discrepancy between the test and training
datasets [7]. Furthermore, our earlier experiments show that
the applicability problem persists for CDNN and FNN with
stationary sources. Therefore, this subsection explores the
factors affecting the applicability by analyzing the training
methods and predictive models.

1) Training Methods: Existing DNN-based predictors use
data partitioning to split data into training and test sets. This
approach can lead to two potential scenarios: (1) If the training
set contains data similar to the test set, the model will adjust its
parameters accordingly, which helps maintain accuracy during
testing if the similar data in the training set is sufficient. (2)
Conversely, if the training set is entirely different from the test
set, the model’s performance during testing will be biased due
to the absence of relevant data during training.

Although the 90B predictors use a learn-while-testing
approach to adapt to recently arrived data and avoid the issues
mentioned above, they can still temporarily overestimate when
there are significant changes in the data. This occurs because
the accumulated historical knowledge becomes less effective.
However, as training progresses and the model adapts to the
new data, the accuracy increases over time. Therefore, we
figure out that when testing the same sequence with both
90B and DNNs, the following scenarios occur. If the DNNs’
training set matches the first case, DNNs will outperform 90B
due to 90B’s partial overestimation. On the contrary, if the
training set matches the second case, 90B will outperform
DNNs, as DNNs are being optimized towards incorrect data.

To validate the conclusion, we test typical time-varying data
sequences with sudden changes, where each stable segment
follows a first-order Markov model. The sequence consists of
1,000,000 4-bit samples, with the sudden change occurring in
the middle. The theoretical entropy of the first part is about
3.2 bits per sample, and that of the rest is about 2.2 bits per
sample. We adopt two data partitioning methods: 1:1 and 4:1
(the data size ratio of training to testing), and the estimation
results by different DNN-based predictors are shown in Fig. 2.

Fig. 2 (a) shows that all DNN-based predictors provide
overestimated results at the ratio of 1:1. The 90B predictors
outperform DNN-based predictors. Fig. 2 (b) shows the results
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TABLE II
RESULTS OF THE COMPOSITE SOURCE (ENTROPY PER SAMPLE)

of the ratio of 4:1. All DNN-based predictors outperform their
1:1 split counterparts and 90B.

The above experimental results demonstrate that training
methods significantly impact the predictor’s applicability. Data
partitioning can cause the predictor to fail on unseen data.
Conversely, using a learn-while-testing approach like 90B may
lead to slight overestimation due to model update inefficien-
cies. Therefore, a new training method should be designed to
enhance the predictor’s applicability to time-varying sources.

2) Predictive Models: We have noted that structures like
CDNN and FNN are inadequate for handling data correlations.
Linear layers create a linear combination of inputs, which,
even with activation functions, fail to capture dependencies
between time steps. In contrast, recurrent structures like RNNs
maintain and update a hidden state over time, enabling them
to capture such sequential relationships.

The 90B predictors ignore temporal dependencies between
time steps. Their approach is simple: they track (prefix, next
value) frequencies and predict the most common next value.
However, they perform no further analysis on these patterns.

Based on this understanding, we hypothesize that superim-
posing a deterministic signal on noise introduces correlations.
Models with an FNN structure should struggle to handle these
correlations effectively. Additionally, this increases the variety
of key-value pair patterns and reduces the frequency of specific
pairs. This further reduces the likelihood of 90B predictors
selecting the correct pairs, thus the overestimation occurs.

To verify this, we generate a composite source by combining
a high-frequency sine wave f1 and a simulated Wiener process
f2, as described by the Equations (7). These signals are
combined by addition before sampling and quantization to
replicate common physical signal combinations. Such signals
are common in the physical world. For example, in com-
munication systems, the received signal is a combination of
the transmitted signal and noise. This mixed signal serves as
the composite source. We obtain sequences of one million
samples, and each sample width is quantized to 8 bits. We
evaluated these sequences using both the 90B predictors and
DNN-based predictors. As the digitization process makes
precise calculation of true entropy is infeasible, so lower
estimation results are considered to be more accurate. The
results are presented in Table II.

f1(x) = 0.5 sin(2π · 105 · x) + 0.5, x ∈ [0, 1],

f2(w(t)) = w(t) − bw(t)c, t ∈ {0, 1, 2, . . . , 106},

w(t + 1) − w(t) ∼ N(1, 0.05), w(0) = 0. (7)

It is observed that all DNN-based predictors surpass the
90B predictors in performance. This experiment shows that
90B predictors tend to overestimate entropy when using phys-
ical signals with periodic components as entropy sources. In

comparison, recurrent DNN structures are more capable of
handling such composite sources. However, this also presents
a challenge. The black-box nature of neural networks prevents
us from interpreting what information they extract from the
relationships between time steps. Therefore, it is difficult to
understand how they improve entropy estimation. We will
investigate this question in the following section.

IV. INTERPRETING DEEP NEURAL NETWORKS IN
MIN-ENTROPY ESTIMATION TASKS

Current research often uses DNN models for entropy esti-
mation without clarifying what DNNs have actually learned.
This section explores three key questions: What is the
relationship between the model optimization objective and
min-entropy? What do neural networks learn, and which struc-
tures are best for entropy estimation? We use the parameter
settings from Table I and the existing training method of
DNN predictors. Based on our analysis, we propose a variety
of DNN architectures designed for different types of entropy
sources.

A. Model Optimization Objective and Min-Entropy

According to Kelsey et al. [6], min-entropy can be estimated
from the prediction accuracy of a predictor, denoted as pglobal.
While this approach is widely used in practice [7], [8], [9],
[10], [12], [13], the theoretical connection between the model
optimization objective and the resulting min-entropy estimate
remains unexplored. In this section, we analyze how the
optimization objective of DNNs shapes prediction accuracy,
and how this relates to the underlying data’s true min-entropy.

1) Model Optimization Objective: Existing DNN-based
entropy estimation methods adopt a supervised learning frame-
work and formulate entropy estimation as a classification
task [7], [8], [9], [10], [12], [13]. Let x denote the history
outputs, and y is the corresponding output symbol from
the entropy source. The training pairs (x, y) are assumed to
be independently and identically drawn from an unknown
joint distribution pdata(x, y) of the entropy source. A neural
network with parameters θ models the conditional distribution
pmodel(y | x; θ), aiming to approximate the true conditional
distribution pdata(y | x), and is optimized via the cross-entropy
loss [14]:

J(θ) = −E(x,y)∼pdata

�
log pmodel(y | x; θ)

�
.

This objective corresponds to the cross-entropy between
the true and learned conditional distributions, which can be
decomposed as H(pdata)+ DKL(pdata‖pmodel). Since H(pdata) is
constant with respect to θ, minimizing the loss is equivalent to
minimizing the KL divergence DKL(pdata‖pmodel) between the
two distributions [14].

2) Connection to Min-Entropy: Let N be the total number
of samples used for prediction. For the i-th sample, let yi

denote the true output of the entropy source given input history
xi, following the distribution pdata(yi | xi). The predicted label
is ŷi(xi) = arg maxy pmodel(y | xi). The classification accuracy
is defined as: Accuracy = 1

N

PN
i=1 I(yi = ŷi(xi)), where I(·) is

Authorized licensed use limited to: University of Chinese Academy of SciencesCAS. Downloaded on May 14,2026 at 22:51:20 UTC from IEEE Xplore.  Restrictions apply. 



HAN et al.: REVISITING PREDICTION-BASED MIN-ENTROPY ESTIMATION 9647

the indicator function equal to 1 if the prediction is correct
and zero otherwise.

We assume an optimal model in which the learned distri-
bution perfectly matches the true conditional distribution, i.e.,
pmodel(yi | xi) = pdata(yi | xi). Under this assumption, the best
expected classification accuracy is:

AccuracyBest =
1
N

NX
i=1

max
y

pdata(y | xi). (8)

When xi and y are independent, which corresponds to
an independently and identically distributed (i.i.d.) entropy
source, the classification accuracy is related to the min-entropy
H∞ of the source as follows:

H∞ = − log2(AccuracyBest) ≤ − log2(Accuracy). (9)

Therefore, under the i.i.d. assumption of the entropy source,
the model’s prediction accuracy is an upper bound on the
source’s min-entropy. This upper bound becomes tight when
the model ideally approximates the true distribution.

We now consider the non-independent case. For a stochastic
process {Zt}

∞
t=1, where each Zt takes values from a finite

alphabet Z , the min-entropy rate is defined as [15]:

H∞ := lim
n→∞

1
n

min
zn

�
− log2 P(zn)

�
.

Let zn = (z1, . . . , zn), and let P denote the true distribution
pdata. When the entropy source outputs a sequence of fixed
length N, the finite-sample min-entropy rate, denoted as HN

∞,
relates to the asymptotic definition as follows:

H∞ ≤ −
1
N

�
min

zN
log2 P(zN)

�
= HN

∞. (10)

To further simplify the modeling, we introduce a k-th order
Markov assumption, where N+k � k. Under this assumption,
the joint probability can be factorized as P(zN) =

QN+k
i=k+1 P(zi |

zi−1
i−k) · P(zk). Then, given a fixed sequence and assuming the

first k states are known, the empirical min-entropy rate from
position k + 1 onward can be estimated as:

HN
∞ = −

1
N

min
zN

N+kX
i=k+1

log2 P(zi | zi−1
i−k). (11)

According to Jensen’s inequality, the following relationship
holds for the min-entropy:

log2

 
1
N

N+kX
i=k+1

P(zi | zi−1
i−k)

!
≥

1
N

N+kX
i=k+1

log2 P(zi | zi−1
i−k), (12)

and since P(zi | zi−1
i−k) ≤ maxzi P(zi | zi−1

i−k) holds for each term,
we have:

1
N

N+kX
i=k+1

P(zi | zi−1
i−k) ≤

1
N

N+kX
i=k+1

max
zi

P(zi | zi−1
i−k). (13)

Therefore, based on Equations (11)–(13), when the input
sequence zN provided to the neural network coincides with
the one that minimizes the min-entropy, we have:

− log2(AccuracyBest) ≤ HN
∞. (14)

Fig. 3. Loss curve for different sources.

Under the optimal modeling assumption, a model’s pre-
diction accuracy provides a lower bound on the sequence’s
min-entropy. However, this bound no longer holds if the model
is imperfect. In such cases, the estimated min-entropy can only
be conservatively interpreted as an upper bound, as the true
entropy H∞ may be lower than model performance suggests.

Specifically, when a DNN-based predictor is applied to a
time-varying entropy source, distributional shifts can cause its
prediction accuracy to deviate from the best. To mitigate this,
we propose a new framework in Section V-B that enhances
model applicability to time-varying sources.

B. What DNNs Learn in Entropy Estimation

As shown in Fig. 3, we compare the training and validation
loss curves of several DNN architectures on three stationary
sources: a discrete uniform distribution, a first-order Markov
source, and a composite entropy source. To further assess
prediction capability, we also include results on a 24th-order
M-sequence, a deterministic pseudo-random sequence with
theoretical entropy equal to zero, following prior work [9],
[13]. In Fig. 3 (a). All models converge quickly for the discrete
uniform distribution source. In Fig. 3 (b), LSTM shows the
fastest convergence speed and lowest loss for the first-order
Markov source. In Fig. 3 (c), the TPA-LSTM achieves the
fastest convergence speed for the composite entropy source
but experiences a gradient explosion after converging. Finally,
in Fig. 3 (d), for the M-sequence, only TPA-LSTM achieves
perfect predictions, with the loss dropping to 0. While CNN
also converges quickly but does not reach 0.

The findings suggest that TPA-LSTM, RNN, and LSTM
excel in analyzing composite sources, first-order Markov
sources, and long-correlated sources. Unlike RNN and LSTM,
which process data sequentially, the CNN uses 2k channels,
with each channel extracting features from the entire history
length. In the previous experiment, extracting features by time
steps seemed to yield better results. So, we consider using the
history length L as channels to simulate the behavior of RNN
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Fig. 4. Heatmap for a first-order markov source.

Fig. 5. Heatmap for an M-sequence.

and LSTM. This method enables the convolutional kernels to
extract features at each time step and combine them linearly.
Next, we will understand the impact of this modification by
explaining what the neural network has learned.

We conduct an analysis using weight visualization. Fig. 4 (a)
and (b) show the heatmap of the convolution kernel matrix
for CNN with 2k channels, CNN with L channels, and the
attention matrix of the TPA-LSTM when processing first-order
Markov sources. The CNN heatmap is generated by taking
the absolute value of each convolution kernel and summing
them. Fig. 4 (a) indicates that the CNN with 2k channels
doesn’t learn any features. While in Fig. 4 (b), the CNN
with L channels primarily focuses on the last element of the
input data. This demonstrates that it can accurately identify
the key feature of the first-order Markov source, where the
output mainly depends on the previous element. Additionally,
the attention matrix of TPA-LSTM is all zeros, proving that
the attention mechanism does not work. As shown in Fig. 5,
CNNs can effectively learn complex patterns within the M-
sequence, focusing on crucial parts of the input and using these
for inference. Furthermore, as Fig. 5 (c) shows, the attention
mechanisms in TPA-LSTM do not work, as the prediction
function entirely relies on the LSTM layer.

While structures like LSTMs lack intuitive weight features
for directly analyzing decision patterns, their learning behavior
can still be studied via prediction outcomes. Fig. 5 compares
the STL (Seasonal and Trend decomposition using Loess)
decomposition of prediction results from TPA-LSTM, LSTM,
FNN [12], and the 90B predictors for processing composite
entropy sources. STL decomposition [16], a technique widely
used in time series analysis, separates data into trend, periodic,
and residual components. We present the prediction results
after training for 10 epochs. As shown in Fig. 3 (c), these
models converged within 10 epochs. As Fig. 5 shows, DNN
models capture periodic components more effectively than
90B predictors, with recurrent networks showing stronger
capabilities in trend detection. This demonstrates that recurrent
architectures are better suited for learning trend and seasonal

Fig. 6. Results on each component of the decomposed composite entropy
source.

Fig. 7. The DNN models we design.

patterns in such data, improving entropy estimation accuracy
and addressing the issue raised in the previous section.

C. DNN Models Tailored for Different Entropy Sources

From the previous experiments, we can conclude that the
attention mechanism of TPA-LSTM is ineffective and relies
on the LSTM component entirely. By explicitly extracting
features at each time step like LSTM and RNN, CNNs
can also handle these entropy sources, learn their statistical
characteristics, and identify correlations in M-sequences.

Based on these findings, we design specialized predictors
for different types of entropy sources. For composite sources,
we propose DLSTM, an LSTM-based model preceded by a
learnable 2k × 2k weight layer. One-hot encoding maps each
input symbol to a sparse 2k-dimensional vector, forming an
L× 2k input matrix. A learnable weight layer re-encodes this
into a denser representation, optimized during training.

For first-order Markov sources, where statistical features
are highly evident and each time step holds no additional
information, we suggest using a fully connected layer instead
of a CNN to simplify the network. The input is transposed
and fed into the network, and instead of flattening, we sum
the columns to concentrate information at the final time step.
This architecture is referred to as TFNN. And for M-sequence
data, we retain CNNs with L channels, CFNN, to capture local
patterns across time steps.
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Fig. 8. Validation Loss for different sources.

Specifically, the four distinct structures we proposed are
shown in Fig. 7. Since the type of entropy source is
often unknown in practice, we explore combining models
for broader generalization. Finally, by merging DLSTM and
CFNN into a single network, DLCN, we observe faster
convergence speed while maintaining comparable accuracy. It
is noted that these networks all use one-hot encoding.

Fig. 8 illustrates the validation loss curves of our four
models across different entropy sources. Our models achieve
comparable initial performance for the uniform distribution but
subsequently experience overfitting. Moreover, our designed
networks converge faster on the first-order Markov source,
with TFNN showing the lowest and most stable validation loss
curve. The DLSTM model exhibits the lowest and most stable
validation loss for the composite source, while DLCN quickly
converges to a similar point but then shows signs of overfitting.
Regarding the M-sequence, CFNN and DLCN converge the
fastest, with similar speeds. These results demonstrate the
effectiveness of our models.

V. THE PROPOSED METHODS AND EVALUATIONS

In response to the issues identified with existing work, we
introduce a redesigned metric to improve the reliability of
estimation results. We continue to leverage neural networks
for the predictor design, necessitating a revamped training
approach to enhance applicability. By integrating online learn-
ing, Bayesian parameter optimization, and change detection,
we have developed a novel entropy estimation framework for
DNN predictors. This framework enables DNN predictors to
quickly adapt to data changes, effectively addressing applica-
bility issues and ensuring robustness for time-varying data.

To evaluate the effectiveness of our proposed methods, we
conduct verification experiments on various simulated datasets
with known and unknown min-entropies as well as real-world
data. We compare our method against all entropy estimators
presented in 90B, including statistical estimators, and DNN-
based predictors discussed in Section II-C.

A. Redesigning Local Predictability Measure Plocal

Based on the analysis from Section III, the successive
correct predictions used in the local predictability measure
are recurrent events. The probability of these events occurring
depends on the predictor’s accuracy. Rare recurrent events
with the highest r-value can cause significant fluctuations,
impacting the reliability of the results.

Two primary factors can lead to such a state. First, the
entropy source may not function as expected, producing results
that are easily predictable by the predictor. This issue falls
under the domain of health testing [2] and is beyond the
scope of this paper. Second, the entropy source functions as
expected. Stable prediction accuracy means that rare recurrent
events with high r values do not imply local predictability,
but may instead cause significant entropy underestimation.
For time-varying sources, accuracy may fluctuate, and regions
with high pglobal are more prone to recurrent events and
potential adversarial exploitation. To differentiate these cases,
we examine the statistical structure of prediction outputs for
signs of instability.

1) Modeling the Prediction Outputs: We model the predic-
tor outputs over the interval [0,T ] as segment-wise stable, with
a total of N = fs · T samples, where fs denotes the sampling
frequency. The true segment boundaries ti are governed by a
time-varying switching frequency function w(t), which is not
directly observable. Within each true segment i, the predictor
achieves a stable accuracy pi. To assess prediction stability
without access to ti, we employ blind segmentation, dividing
the binary prediction sequence into m = N//L fixed-length,
non-overlapping segments of size L.

Let the j-th blind segment of length L be denoted by [s j, s j+
L), where s j is its starting index. Each blind segment may span
multiple true segments. Let the length of overlap between blind
segment j and true segment i be li, j = |[s j, s j+L)∩[ fsti, fsti+1)|.

We define the weight wi, j = li, j/L, representing the pro-
portion of blind segment j that overlaps with true segment i,
which satisfies

P
i wi, j = 1. The mean prediction accuracy of

the j-th blind segment is then given by p̃ j =
P

i wi, j pi.
Now, consider the prediction outcomes within the j-th

blind segment: Xs j , Xs j+1, . . . , Xs j+L−1, where each Xk ∼

Bernoulli(pi), depending on the true segment i to which index
k belongs. The sample mean over the j-th blind segment is
defined as Ŝ j = 1

L

Ps j+L−1
k=s j

Xk, and the expected value is

E[Ŝ j] = 1
L

Ps j+L−1
k=s j

E[Xk] =
P

i wi, j pi = p̃ j.
By Lyapunov’s Central Limit Theorem (CLT) [11], when

L is sufficiently large, the sample mean Ŝ j approximately
follows a normal distribution N ( p̃ j, σ

2
j ). Let pŜ (x) denote the

distribution of all blind segment means Ŝ j. Since each Ŝ j

is approximately Gaussian with segment-specific parameters
(p̃ j, σ

2
j ), the overall distribution can be modeled as a Gaussian

mixture:

pŜ (x) =
1
m

mX
j=1

N (x; p̃ j, σ
2
j ). (15)

2) Detecting Instability via Statistical Tests: When the
accuracy is stable, all Ŝ j are identically distributed, and
their empirical distribution converges to a single Gaussian. In
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contrast, if the accuracy is unstable, the means Ŝ j are no longer
drawn from a single distribution, but instead form a mixture
of Gaussians with different means and/or variances. When
the differences between component means are substantial,
such deviations from normality, particularly multimodality or
skewness, can be effectively detected using the Shapiro–Wilk
(SW) test [17], which is known for its sensitivity to these
distributional characteristics [18].

In extreme cases, segments may share the same mean but
differ in variance, forming a Gaussian mixture with identical
means but different levels of variability. In finite samples,
such mixtures may resemble a normal distribution, causing
the SW test to fail to reject normality and potentially leading
to a false inference of stability. To address such scenarios, we
recommend complementing the SW test with Levene’s test
[19] to assess variance homogeneity across segments, thereby
improving the detection of instability.

To analyze the variance of a mixture sample, we apply the
law of total variance:

σ2
j =

1
L

0BBBB@Xi

wi, j pi(1 − pi)„ ƒ‚ …
within-segment

+
X

i

wi, j(pi − p̃ j)2

„ ƒ‚ …
between-segment

1CCCCA . (16)

When a segment spans multiple true regions with differing
pi, the second term (between-segment drift) becomes non-
zero. The greater the differences between regions, the more
dominant this drift term becomes, leading to an inflated
overall variance, allowing Levene’s test to effectively detect
the underlying instability. In edge cases where the accuracy
switches from p to 1 − p, the overall variance may remain
unchanged, yet the distribution may differ significantly in
multimodality and skewness. The SW test remains sensitive
to such changes.

3) Threshold Selection: The distributions of the SW and
Levene’s test statistics under alternative hypotheses are ana-
lytically intractable, especially when applied to data with
complex or mixed distributions [17], [20]. Therefore, we use
Monte Carlo simulations to evaluate its performance across
various p-variation scenarios.

To ensure the validity of the SW and Levene’s tests, we use
Monte Carlo simulations to select a segment length L such that
the sample mean Ŝ j approximates normality via the CLT. This
is essential because the SW test evaluates normality and may
yield unreliable results when L is too small. Conversely, if
L is too large, the number of segments m = N//L may be
insufficient for stable testing. Based on empirical results, we
choose L = 5000 and N ≥ 100000.

We consider a worst-case scenario where the prediction
results undergo a single abrupt change, randomly generating
two consecutive segments of different lengths with accuracies
p and p + ∆p. With only one distributional shift, statistical
evidence for instability is minimal, making detection more
difficult. In contrast, multiple shifts typically provide stronger
cumulative signals and are easier to identify.

Prediction outcomes are sampled from a Bernoulli distribu-
tion with accuracy p. Starting from p = 0.0039 (ideal for 8-bit

Fig. 9. Minimum detectable fluctuation in p by two tests.

entropy), we increment p by 0.005 and run 1,000 simulations
per setting. To ensure statistical validity, the minimum segment
length is set equal to the blind segmentation length L; other-
wise, both tests may fail to detect the change. A discussion
on this constraint and its relevance to adversarial scenarios is
provided in Section VI-B.

Fig. 9 (a) illustrates the minimal detectable difference ∆p
under various total sample sizes N ∈ {105, 2×105, 5×105, 106}

at a significance level of α = 0.05, along with the effect of
varying α for fixed N = 105. Smoothed curves with variability
bands are presented. As N increases, variability decreases and
detection sensitivity improves. Conversely, smaller α values
require larger deviations for significance.

According to the CLT, segment-wise means from a station-
ary process are expected to lie within a normal fluctuation
band, typically within ±3σ, similar to the confidence interval
used in NIST SP 800-22 [21] for determining the proportion
of sequences passing a test. To avoid false detections of
instability, it is essential not to misinterpret these natural
variations. As shown in the figure, for N = 105, setting
α = 0.05 aligns well with this theoretical range. We therefore
recommend using α = 0.05 for this setting, while for other
values of N, the threshold can be empirically determined.

Fig. 9 (b) presents the performance of the Levene’s test
under the same simulation settings. A sharp discontinuity is
observed near p = 0.5, which corresponds to the extreme
case where the variance remains nearly constant, causing the
Levene’s test to lose sensitivity. In contrast, the SW test
remains robust due to its sensitivity to distributional shape
beyond variance alone. For N = 105, Levene’s test performs
best with α ∈ [0.005, 0.01]; for conservative detection, we
select α = 0.01 as the default.

4) The Case of Stable Accuracy: If both statistical tests
are passed, we conclude that the predictor’s accuracy remains
stable throughout the testing process. We can address the
underestimation by examining the statistical characteristics
of recurring events using hypothesis testing. Specifically, we
utilize the statistic Nn, the number of occurrences of recurrent
event ε [11], to evaluate the null hypothesis. In our approach,
the null hypothesis H0 asserts that the probability of ε occurs
frequently, while the alternative hypothesis H1 indicates that
ε is rare.

We will now detail the use of Nn to construct a hypothesis
test. In n experiments, the mean and variance of ε occurrences
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Fig. 10. The relationships of different parameters (dashed line: second
derivative).

are given by [11]:

µ =
1 − pr

qpr , σ2 =
1

(qpr)2 −
2r + 1

qpr −
p
q2 ,

where q = 1 − p, and p denotes the success probability of
the experiment. As the predictor’s accuracy remains stable, we
can use the predictor’s accuracy pglobal as the parameter p. For
sufficiently large n, the number Nn of consecutive sequences
of length r in n experiments follows an asymptotic normal
distributions [11], that is Nn ∼ N(n/u, σ

p
n/u3).

We can calculate a pvalue based on Nn. First, standardize Nn

to obtain the statistic V:

V =
Nn −

n
u

σ
p n

u3

∼ N(0, 1),

then the pvalue can be calculated using the complementary error
function [21]:

pvalue =
1
2

er f c
�

V
√

2

�
. (17)

The pvalue represents the strength of evidence for the null
hypothesis, and α is the significance level. If the pvalue ≥ α,
we accept the null hypothesis and consider the recurrent event
common. If the pvalue < α, we reject the null hypothesis and
consider the event rare. Therefore, we can use α to determine
whether the highest r-value event is rare.

To determine the threshold α, we investigate how parameters
such as r, Nn, and the number of experiments n, affect the
pvalue. As depicted in Fig. 10, under the conditions r = 3,Nn =

1, we illustrate the variation in pvalue with changes in pglobal

and n. Additionally, we present the second derivative of the
pvalue, scaled to the range of 0 to 1. There is a sudden increase
in the pvalue at a specific point, characterized by a steep
rise in the curve’s slope. This acceleration point marks the
transition of an event from unlikely to probable and we use
it as the threshold α. This acceleration point is determined by
identifying the maximum value of the second derivative of the
pvalue curve. In Fig. 10, with n = 1, 000, 000, the threshold is
0.04 (round to two decimal places), and with n = 500, 000,
the threshold is 0.05. Therefore, in practical applications, the
threshold must be determined based on the specific conditions
of the experiment.

5) Influence on the Min-Entropy: Our method affects the
estimated min-entropy differently from that of Kelsey et al.
[6] (Equation (6)), as follows:

H∞(ε, r,V) = − log2

�
max

�
pglobal, max

P
plocal

��
,

P =

(
P(ε, r,V), if all tests are passed,
P(ε, r), otherwise.

(18)

Algorithm 1 The Strategy of Calculating plocal

Input: The highest r of recurrent events, rmax;
The number of experiments, n;
The number of consecutive events, Nn;
The global prediction accuracy, Pglobal;
The list of prediction result, Plist;
The number of groups for variance testing, gsv;
The number of groups for normality testing, gsn;

Output:
The local prediction accuracy, Plocal;
1: r = rmax;
2: By binary search method find the value of Plocal by
solving the Equation (4);
3: if not (Shapiro-Wilk(Plist//gsn) and Levene(Plist//gsv))
then
4: return Plocal

5: end if
6: p = Pglobal, q = 1 − p;
7: while r > 0 do

8: µ =
1−pr

qpr , σ2 = 1
(qpr)2 −

2r+1
qpr −

p
q2 ;

9: pvalue = er f c
��

Nn −
n
u

�
/
�
σ
p n

u3

��
;

10: if pvalue > α then
11: Recalculate Plocal based on the Equation (4);
12: return Plocal;

13: end if
14: r = r − 1;

15: end while
16: return Plocal;

If the prediction sequence passes both statistical tests, we
consider the predictor stable and constrain the local probability
estimates to the set P(ε, r,V). This set includes all probability
values p that could lead to the occurrence of a recurrent event ε
of length at most r, subject to the constraint V , which mitigates
underestimation. To compute the local probability plocal, we
adopt the strategy described in Algorithm 1. Otherwise, we
use the set P(ε, r). In this case, the maximum probability p
within the selected set is computed according to Equation (4).
Section V-C.1 analyzes this method’s practical effectiveness.

B. A General Estimation Framework for DNN Predictors

As we analyzed previously, the training method impacts the
applicability of predictors on time-varying entropy sources.
The training approach of 90B works well with unknown data
but requires a tuning mechanism to converge with minimal
data. In deep learning, a similar training method is known as
online or continuous learning. However, there are two main
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Fig. 11. Comparison between different frameworks, major improvements are
highlighted in yellow.

issues with online learning: initial inaccuracy and the lack of
an adjustment mechanism, which are similar to 90B.

To address these issues, we propose an online adaptive
min-entropy estimation framework for DNN predictors. This
framework employs online learning [22] and includes a tuning
module with change detection techniques and Bayesian param-
eter optimization. It dynamically adjusts the model’s learning
rate based on input data, allowing for real-time adaptation to
data variations and enhancing the performance in analyzing
time-varying data. We improve our model’s early predictions
by integrating pre-trained model parameters. Fig. 11 shows a
comparison between the three-phase framework and the new
framework we designed. The new framework consists of the
following two stages.

1) First Stage: This stage initializes the model parameters
for the second phase, enhancing the model’s initial predictive
capabilities. During this stage, the DNN model is trained
using one million sample outputs from the entropy source
and continues to employ the existing DNN predictors’ training
method. However, the challenges of data partitioning remain,
necessitating alternative methods to mitigate this issue. To
address this problem, we employ stratified sampling before
data splitting, followed by random shuffling. Specifically, we
partition training and test sets by labels through stratified sam-
pling. The resulting training and test sets are then randomly
shuffled to mix the samples evenly, obtaining a training set and
test set with identical distributions. Random shuffle disrupts
the original data structure, so the plocal metric no longer
applies. After this, the neural network can learn the entropy
source data globally without issues from data partitioning. This
stage will output a min-entropy as a reference, but not as the
final result of entropy estimation.

2) Second Stage: The second stage estimates entropy. In
this stage, we implement an online adaptive learning approach,
complemented by online learning and a tuning module. The
stage can facilitate a process where the model first predicts,
tunes as necessary, and then trains. Online learning processes
the data in its original sequence, allowing the use of the
plocal metric for min-entropy calculation. The tuning module
is designed to prevent overfitting and address sudden changes
in data. Online learning enables real-time model adjustments
for slowly varying data but can lead to overfitting on local-

ized data, resulting in inaccurate estimations for new data.
Abrupt data shifts can render prior knowledge obsolete, which
degrades performance and causes overestimation errors. The
tuning module mitigates these issues by continuously moni-
toring performance and adjusting the model when necessary.

As detailed in Fig. 11, the workflow of the tuning module
begins with a change detection mechanism that monitors
model performance, identifying and responding to data vari-
ations. We have chosen the DDM algorithm [23] to monitor
model performance, given its wide usage in the deep learning
field [24]. When the model’s performance declines, the module
adjusts its parameters to accommodate new data. There are
two ways to adjust model parameters: retrain the model or
modify the learning rate to accommodate new data over time.
Our experiments show that simple neural network architectures
can quickly converge to near-actual entropy values through
learning rate adjustments. Thus, we choose the latter adjust-
ment strategy, employing a widely used Bayesian optimization
algorithm [25] in deep learning to search for the optimal
learning rate from [10−5, 10−1]. When performance declines,
we use 60 batches of data for searching (the reasons are shown
in Section V-C.2).

C. Experiments on Simulated Sources

1) Experiments on Stationary Sources: We first evaluate
the performance of our methods on stationary sources used by
previous studies [4] and [6]. We employ datasets adhering to
five prevalent statistical distributions commonly referenced in
the literature, namely: Discrete Uniform Distribution, Discrete
Near Uniform Distribution, Discrete Inverted Near Uniform
Distribution, Normal Distribution Rounded to Integers, and
First-order Markov Model. We employ the Dirichlet and uni-
form distributions to randomly generate transition probability
matrices for the First-order Markov Model. Specifically, 80
simulated sources are generated for each distribution, with 2
million data samples from each source. The theoretical entropy
of each source can be derived from the respective known dis-
tributions. For the statistical estimators and predictors defined
in 90B, we adopt the minimum estimated value across all
methods as the final result.

Our proposed framework uses one million samples for the
first stage and another million for the second. Accordingly,
only the latter half is used when applying the 90B test suite.
Fig. 12 shows the results on simulated sources. The statistical
estimators in 90B tend to underestimate entropy on i.i.d.
sources but overestimate it on Markov sources, especially with
high symbol widths.

In contrast, both DNN-based predictors and the 90B predic-
tors produce more accurate results. In Fig. 12 (a), (b) and (c),
the 90B predictors provide several significant underestimated
results for higher theoretical entropy due to the effect of plocal.
Our local predictability measure mitigates this by preventing
severe underestimation from low-probability ε and permitting
high-probability ε in plocal calculations. Consequently, DNN-
based predictors using our local predictability measure only
exhibit a minor underestimation, for example in Fig. 12 (a),
(c) and (f). Excluding these underestimations, the accuracy of
DNN-based predictors aligns closely with the 90B predictors.
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Fig. 12. Comparisons on different simulated stationary sources.

The error generated by our method is dependent on the
number of experiments n and the predictor’s accuracy pglobal.
In this experiment, we use 1,000,000 samples, resulting in the
maximum observed error of 6.53%, as shown in Fig. 12 (f).
When n = 200, 000 and a recurrent event with r = 3 occurs,
like the test sequence in Section III-B, which is based on a
uniform distribution and employs the 90B method, this could
result in an error as high as 24%. However, our approach
will not incur any error, as the pvalue is below the threshold.
When pglobal = 0.0101, the corresponding pvalue equals the
threshold. Our methods would lead to a potential maximum
fluctuation of 8.64% in results. Above this threshold, the
probability of recurrent events increases rapidly, making it
easier for attackers to correctly predict the key consecutively.
Thus, plocal is required to reflect this phenomenon.

2) Experiments on Time-Varying Sources: To validate the
effectiveness of our proposed framework on time-varying data,
we conduct comparative experiments with the framework in
[9]. We use the same type of time-varying sequences in Section
III-C. In this experiment, two sequences of 1,000,000 8-bit
samples are used, with a sudden change occurring at the
midpoint. While the traditional framework adopts a 1:1 data
partitioning method, our framework uses the first half of these
sequences for the first stage and the latter half for the second
stage. This ensures that both frameworks estimate entropy
without prior exposure to the test data.

The relative error between the theoretical entropy and
estimation results by different DNN-based predictors is shown
in Table III. The “Down” sequence features a drop in entropy
from 6.91 to 5.45 bits per sample at the midpoint, while “Up”
represents a rise from 5.42 to 7.01. Relative error is computed
with respect to the latter half. Table III illustrates that our

TABLE III
COMPARISON OF TRADITIONAL FRAMEWORK AND OUR PROPOSED

FRAMEWORK

Fig. 13. The loss curve for different batches used in the tuning module.

proposed estimation framework enhances the applicability of
predictors to new data. The TFNN, being better suited to this
type of entropy source, yields the lowest relative error rate.

Next, we demonstrate the effectiveness of the tuning mod-
ule. We randomly initialize a model to simulate a performance
decline, and use our framework’s second stage to process the
data. Fig. 13 illustrates the loss decrease on the composite
source and the Markov source in the second stage. This figure
includes multiple loss curves corresponding to the case of
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TABLE IV

COMPARISON OF PREDICTION PERFORMANCE AND ENTROPY ESTIMATION
UNDER DIFFERENT SOURCES

not using the tuning module and the case of using different
batches of data to search for the learning rate. Using the tuning
module allows the model to converge with less data compared
to solely employing online learning. Notably, when the number
of batches exceeds 60, there is no significant downward trend
in the loss curves, and the results are very similar. Since an
increase in the number of batches leads to an increase in the
search time, we use 60 batches for tuning.

To evaluate model performance on complex entropy sources
where theoretical entropy is difficult to compute, we consider
three settings: second-order Markov processes, periodically
varying composite sources, and multi-periodic sources, and
report only empirical results.

For the second-order Markov source, state transitions were
designed using Dirichlet and uniform distributions. The “Up”
setting denotes a shift from Dirichlet to uniform, while
“Down” indicates the reverse. For the composite source with
periodically varying frequency, we extended the formulation
in Equations (7) by allowing the period of the f1 function
to vary over time. The period of the f1 was controlled by
two sinusoidal functions: 105 · (0.5 · sin(2π · 10x) + 1.5) and
105 ·(0.5·sin(2π·100x)+1.5). “Up” and “Down” correspond to
transitions between these regimes. For sources with multiple
periodic components, we used two or four distinct f1 functions
with different periods and normalized amplitudes, where “Up”
corresponds to a transition from two to four components, and
“Down” the reverse. The results are shown in Table IV.

In each case, 2 million samples were generated with a
distributional change at the midpoint. Models were trained
on the first half and evaluated on the second. Although both
DNN-based predictors and 90B predictors were trained and
tested on the full dataset, we report only the average results
over the second half for consistency, as DNNs were evaluated
exclusively on this segment. Given that distributional changes
could introduce bias in the estimation, the 90B statistical
estimators were applied solely to the second half of the data.

To better handle second-order Markov processes, we sim-
plified the model architectures. Specifically, we proposed
CFNN-Flatten, a variant of CFNN that bypasses the interme-
diate linear and ReLU layers by feeding the unfolded features
directly to the classification layer. A similar modification was
made to DLCN, resulting in DLCN-Flatten. This flattened
design yielded the best performance among all predictors.
Among statistical estimators, the t-Tuple Estimate performed
particularly well, and our models achieved comparable results.

However, in experiments involving the two composite
sources, all 90B estimators significantly overestimated entropy
compared to the DNN-based predictors, highlighting their
limitations in handling non-stationary or time-varying data.

3) Comparative Analysis with Statistical Estimators: 90B
defines six statistical estimators: the Most Common Value
(MCV) Estimate (applicable only to i.i.d. data), the Collision
Estimate, the Compression Estimate, the t-tuple Estimate, the
Markov Estimate, and the LRS Estimate. Among these, the
LRS Estimate is known to consistently overestimate entropy,
as previously reported in the literature [3]. In our evaluation,
all observed underestimations on i.i.d. and low-width first-
order Markov models can be attributed to the Compression
Estimate [2]. This estimator assumes a worst-case distribution
regardless of the actual data, resulting in a systematic bias
relative to the true min-entropy. As analyzed by Zhu et al.
[5] and Kim et al. [4], it provides only a lower bound
under worst-case assumptions, rather than reflecting the true
min-entropy. In contrast, predictors learn directly from the
empirical distribution, enabling them to reflect the statistical
characteristics of the data and approximate the true min-
entropy more accurately in our experiments.

Besides, the Compression Estimate, Collision Estimate,
and Markov Estimate are designed for stationary bitstring-
type sources and continue to operate at the bit level even
when applied to high-symbol-width data [2]. For example,
the Markov Estimate constructs a transition matrix based on
individual bits rather than full symbols, making it incom-
patible with such data and often resulting in overestimation.
Furthermore, these estimators assume stationarity and lack
mechanisms to adjust to temporal variation, which limits their
reliability in real-world non-stationary environments.

The t-tuple Estimate often yields the lowest entropy for
high-symbol-width first-order Markov models by counting
empirical frequencies of t-length tuples. However, as symbol
width increases, the number of possible tuples grows expo-
nentially. Even with datasets containing one million samples,
the data may be insufficient for reliable frequency estimation,
resulting in inaccurate and often overestimated entropy values.
This issue is exacerbated under non-stationary conditions,
where distributional shifts render previously collected fre-
quency counts unrepresentative of the current source behavior,
further degrading reliability.

In contrast, DNN-based predictors trained using cross-
entropy loss do not rely on frequency counting. They learn
directly from observed patterns and can be continuously
updated to reflect evolving distributions when integrated into
our framework. This enables them to adapt to both data
sparsity and temporal variation, resulting in greater robustness
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Fig. 14. Comparison on RDSeed and RDRand.

Fig. 15. Comparison on the raw data of CPU time-based jitter with sudden
change.

under high-symbol-width and non-stationary conditions. In our
experiments, models equipped with our framework consis-
tently outperform 90B estimators under distributional shifts.

D. Experiments on Real-World Sources

We compare our results with all existing predictors as
follows. We begin by testing two entropy sources known for
their robust randomness. The first is the output from Intel’s
on-chip hardware RNG, accessed via the RDRand instruction
and seeded by an on-chip entropy source [26]. The second is
the direct output from the on-chip entropy source, obtained
through the RDSeed instruction. We collect ten sequences
from each entropy source, each sequence containing two mil-
lion samples, and the data usage and testing methods are the
same as testing stationary sources. As Fig. 14 shows, except
for the underestimation caused by plocal in 90B predictors, the
accuracy of DNN-based predictors is similar to 90B.

We test data known for limited randomness, sourced from
CPU instruction execution time jitter, gathered by a CPU jitter-
based RNG [27]. This is a typical composite and time-varying
entropy source. The randomness originates from the interac-
tions among various components within the CPU. The higher
the CPU and IO load, the better the randomness generated
from the jitter. We gathered 5,000,000 8-bit samples, initially
under low CPU load. Later, we opened a browser to view 4K
videos, increasing CPU load and IO operations, and leading to
a sudden entropy increase. The first million samples are used
for the first stage, and the remaining 4,000,000 samples for the
second stage with results output for every 100,000 samples to
illustrate the estimation process. Fig. 15 shows the output of
DNN-based predictors using our framework and the lowest
result of the 90B predictors. The 90B predictors overestimate
the sequence and lack adaptability at the mutation point.

TABLE V

COMPARISON OF EXECUTION TIME ON RAW DATA OF CPU TIME-BASED
JITTER WITH SUDDEN CHANGES

Conversely, those DNN-based predictors using our framework
can quickly adapt to the new data. As a consequence, DLCN
gives the best result.

Table V summarizes the runtime performance of all neural
network models across both stages. Although the second stage
processes four times more data (4 × 106 samples) than the
first stage (106 samples), the runtime increases only moder-
ately. CDNN exhibits relatively lower efficiency due to the
overhead introduced by its change detection module. This
result highlights the efficiency and applicability of our esti-
mation framework. Despite using online learning techniques,
our method is not designed for real-time (on-the-fly) entropy
estimation. Instead, it performs offline analysis after data
collection, similar to 90B, prioritizing accuracy over latency.

VI. DISCUSSION

A. Limitations in Practical Deployment

Although a DNN-based predictor trained with cross-entropy
can theoretically provide a lower bound on min-entropy with
an optimal model, achieving this in practice depends on factors
such as model capacity, training quality, and data availability.
In the worst case, a mismatch between the model and the
entropy source can degrade prediction accuracy and lead to
significant overestimation of min-entropy, particularly under
non-stationary conditions with distributional shifts between
the training and testing data. As shown in Section III-C,
models like CDNN and FNN are inherently unsuitable for first-
order Markov models and consistently overestimate entropy.
Under a distributional shift, all models trained using traditional
methods fail to reliably estimate such sources.

While our proposed framework mitigates the effects of
non-stationarity more effectively than the traditional method,
optimal convergence still depends heavily on the model’s
capacity. As demonstrated in our experiments on both sim-
ulated and real-world non-stationary sources, even with our
approach, persistent overestimation occurs when the model
architecture is not well matched to the target entropy source.
Therefore, the risk of overestimation remains an inherent
challenge in prediction-based entropy estimation methods.

B. Adversarial Entropy Sources: Threats and Mitigations

In practical cryptographic applications, attackers may create
entropy sources that appear statistically random while hid-
ing structural flaws, causing estimators to overestimate true
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entropy. As noted in NIST SP 800-90B, black-box statistical
methods assume the source is honest and at least partially
understood [2]. When randomness is deliberately fabricated,
such methods fail to detect underlying weaknesses. Conse-
quently, black-box entropy estimation is only effective when
(1) the evaluator and adversary have comparable knowledge
and control over the source, and (2) attacks cause statistically
detectable deviations. Within this framework, we examine two
adversarial strategies targeting our estimation method.

1) Structural Mismatch Attack: In this scenario, the adver-
sary is assumed to know the neural network architecture
used for entropy estimation. For instance, if the estimator is
based on FNN [8], the attacker can craft a composite entropy
source that exploits the model’s blind spots. In contrast,
our DLCN achieves consistent performance across diverse
entropy sources and accommodating second-order Markov
models through flattening, specifically countering such adap-
tive attacks. For enhanced security, we recommend using
multiple diverse DNNs and selecting the lowest estimate.
Moreover, further research is needed to extend the applicability
of current models to unknown and more complex entropy
sources.

2) Periodic Switching Attack: In this strategy, the adversary
alternates between a high-entropy source and a low-entropy
source in a fixed cycle, attempting to evade detection by
window-based statistical tests. If the adversary aligns the
switching period with the segment length used in SW and
Levene’s test, each window may contain a statistically con-
sistent average, making the variation undetectable. To counter
this, we recommend using multiple or adaptive window sizes
during testing. When the window is shorter than half the
switching period, the scenario matches our Monte Carlo setup,
both tests remain effective. While adversaries could increase
switching frequency, this reduces samples per sub-period,
making patterns statistically indistinguishable and harder to
exploit. Under our threat model, such high-frequency switch-
ing provides no practical advantage.

VII. CONCLUSION

In this paper, we first review existing predictors’ unre-
liability and inapplicability issues. Moreover, through inter-
pretability analysis of neural networks in entropy estimation,
we develop lightweight predictors suited to different types of
entropy sources. We improve reliability by refining the pre-
dictability metric and tackle applicability across time-varying
sources with a novel DNN training framework. Experimental
results confirm effectiveness, and our interpretability findings
offer insights for building more robust predictors.
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