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ZeroShield: Transparently Mitigating Code Page
Sharing Attacks With Zero-Cost Stand-By

Mingyu Wang , Fangyu Zheng , Jingqiang Lin , Senior Member, IEEE, Fangjie Jiang, and Yuan Ma

Abstract— Numerous cache side-channel attack techniques
enable attackers to execute a cross-VM cache side-channel attack
through the sharing of code pages with the targeted victim.
Nonetheless, most prior defense solutions fall short of efficiency
and ease of deployment, thus restricting their practicality for
real-world implementation. This paper introduces ZeroShield,
an adaptive and transparent approach implemented at the
hypervisor layer, designed to counteract the code page sharing
attack, a subset of cache side-channel attacks, occurring within
a single virtual machine (VM) or spanning across multiple
VMs. By thoroughly scrutinizing the “by-products” resulting
from a code page sharing attack, we meticulously track the
attacker’s access to security-sensitive code pages. This is achieved
through harnessing hardware virtualization features, such as
the Intel extended page table, in conjunction with the CR3
register. Utilizing this information, ZeroShield continuously mon-
itors security-sensitive code pages, adeptly navigating complex
OS and hypervisor behaviors. The architecture of ZeroShield
exhibits an attack-aware design, enabling it to deploy protection
measures on demand. Consequently, the system theoretically
experiences negligible overhead in the absence of attackers.
Empirical evidence confirms the effectiveness of ZeroShield in
thwarting code page sharing attacks. It achieves this without
imposing any performance penalties in the absence of attackers,
and with a minimal overhead of less than 3.8% when attackers
are active. Significantly, ZeroShield boasts a cost-free standby
state and necessitates no adjustments to upper applications,
guest OS, or hardware configurations. This attribute positions
ZeroShield as an optimal default solution in real-world cloud
environments to effectively counter code page sharing attacks.

Index Terms— Cache side-channel attack, virtualization, EPT,
mitigation.
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I. INTRODUCTION

THE proliferation of virtualization technology gives rise
to the large-scale application of cloud computing tech-

nology. More and more organizations prefer renting virtual
machines (VMs) and deploying their services in VMs rather
than purchasing their own physical servers [1]. To isolate
resources among tenants, the hypervisor provides various
types of logical isolation mechanisms between VMs to deny
unauthorized inter-tenant access. However, attackers are able
to bypass the inter-tenant isolation mechanisms through shared
resources to have unauthorized access to the private infor-
mation of other tenants in unexpected manners [2], e.g., the
well-known cache side-channel attacks.

Cloud providers often employ memory sharing techniques
to enhance memory utilization and accommodate a larger
number of tenants. This opens a window for the attacker
to initiate cache side-channel attacks against shared code
libraries to steal tenants’ confidential information. In addition
to targeting specific cryptographic algorithm implementations,
such as scalar multiplication in ECDSA [3], [4], [5] and
square-and-multiply exponentiation algorithm in RSA [6], [7],
cache side-channel attacks utilizing shared memory have been
applied in various practical scenarios [8], [9], [10], [11], [12].

There is a diverse range of libraries designed to handle
various hardware modules and software events on devices
such as Android devices, personal PCs, etc. These libraries
encompass the code required by the system to process events
for GPS, Bluetooth, camera, web, and PDF viewers, etc [9].
Consequently, attackers can utilize the shared libraries to
monitor the victim’s invocation and execution of relevant
functions within these libraries, enabling them to track cor-
responding device events and capture the victim’s sensitive
information [8], [9], [10].

A. Code Page Sharing Attacks and Their Significant Impact

Evidently, due to the widespread usage of shared libraries,
cache side-channel attacks relying on shared code pose a
serious threat to user information security. We refer to cache
side-channel attacks that target shared code as code page
sharing attacks, or CPSA for short. In this paper, we primarily
focus on this type of attack. Among various cache side-channel
attack techniques that have been proposed, attack methods
relying on memory sharing [6], [7], [8], [13], [14], [15],
[16] can all be employed to initiate CPSA, such as the most
representative FLUSH+RELOAD [6].
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In practice, CPSA has been used to attack various shared
libraries to steal user’s secret information, resulting in
user information leakage. For instance, the Cache Template
Attack [8] and ARMageddon [9] targeted shared libraries on
Android devices, aiming to capture user actions like swipe
gestures, taps, and text inputs. Dragonblood [11], [12] targeted
the code of Dragonfly handshake to extract sensitive informa-
tion and recover target passwords. Zhang et al. [10] inferred
the number of distinct items in a user’s e-commerce shopping
cart by monitoring how many times a Zend opcode han-
dler was invoked. Moreover, they also targeted the functions
used by pseudorandom number generators within program-
ming language runtime to reset passwords and then gain
control over the victim’s account. Kim et al. [17] utilized
FLUSH+RELOAD to attack the MUA (Mail User Agent)
program, extracting the RSA private keys when recipients read
a single encrypted email and recovering the victim’s email
contents. Shahverdi et al. [18] presented a FLUSH+RELOAD
attack on SQLite that obtains approximate (or noisy) volumes
of range queries made to a private database and then recon-
structed nearly the exact database through several algorithms.
Yan et al. [19] used FLUSH+RELOAD to monitor the exe-
cution of the GEMM (Generalized Matrix Multiply) function
in OpenBLAS, efficiently obtaining the DNN (Deep Neural
Network) architectures.

Therefore, due to the widespread utilization of shared
libraries, CPSA can not only be employed to exploit specific
cryptographic algorithm implementations or jeopardize inter-
net security protocols but also be extended to disclose different
categories of sensitive user data across various situations.

B. Limitations of the Existing Countermeasures

In response to such attacks, numerous protection approaches
have been proposed, which we can categorize into two
main groups: randomization-based, and isolation-based.
Randomization-based solutions disrupt the correlation between
memory and cache [20], [21], [22] or introduce additional
“noise” [23], [24], [25], [26], [27], [28] to mitigate threats.
Isolation-based solutions establish an additional isolation layer
to restrict an attacker’s access to sensitive data [29], [30], [31],
[32], [33], [34].

However, a majority of previous work faces challenges in
terms of efficiency, transparency and practicality.

• In reality, the system spends the majority of its time
in normal operation, with the attacker’s activity being
relatively scarce [35]. The previously proposed solu-
tions lack adaptability, as they introduce overhead even
when the system is operating normally, i.e., without any
attacks occurring. This is particularly true for software-
based solutions, where overhead might escalate even
further [22] in the presence of attacks.

• The hardware-layer implementations often lack com-
patibility with contemporary platforms and can be
inconvenient to implement [20], [21], [29], [30]. Addi-
tionally, some solutions require user participation during
operation. This leads to an added burden on users and
compromises transparency [23], [24], [28], [31], [33],

[34]. Moreover, specific approaches introduce extensive
modifications to the system [22], [32]. This addition
of significant code could lead to increased complex-
ity in the system and potentially introduce additional
vulnerabilities.

C. Contributions and Paper Organization

To address these challenges, this paper introduces
ZeroShield (ZS), a solution that offers adaptability, compact-
ness and transparency to effectively counter code page sharing
attacks. Particularly, ZeroShield excels when the protection
mechanism is in a standby state. The core design philosophy
of this approach stems from several key observations obtained
through systematic analysis of code page sharing attacks
within a single virtual machine (VM) or across multiple VMs:

• Within a CPSA scenario, the victim normally executes
sensitive code pages, while the attacker stealthily reads
these pages.

• In a typical virtualized environment, mechanisms at the
hardware or OS level, such as Intel’s Enhanced Page
Table (EPT) technology or the Linux Memory Man-
agement Unit (MMU), designed to enhance memory
efficiency and uphold page mapping, offer an effec-
tive and efficient means to detect potential malicious
“readers”.

Driven by these insights, ZeroShield is realized as a
hypervisor-level implementation encompassing two pivotal
components: 1) monitor: this core component tracks and
identifies potential threats within the system; 2) preloader:
this component is responsible for taking proactive actions as
needed to enhance system security.

The cornerstone of the monitor is to trace the execution and
concurrent reading of target code pages to identify potential
attackers. When the monitor detects an instance where a
process is executing a target code page and another process is
simultaneously reading it, it flags this situation as a potential
attack by the “reader”. Subsequently, the preloader is alerted
to activate the protective mechanism. Specifically, processes
that execute target code pages are referred to as “X-processes”
(potential victims), while processes that read these pages are
referred to as “R-processes” (potential attackers).

In summary, this work makes several significant
contributions:

• Firstly, through a comprehensive investigation of code
page sharing attacks, we propose an innovative approach,
called ZeroShield, to effectively counter these attacks
using the well-supported Intel EPT mechanism. Notably,
our approach achieves this without necessitating any mod-
ifications to the guest OS or applications. This application
of the Intel EPT mechanism to mitigate cache side-
channel attacks is groundbreaking.

• Secondly, we have developed a prototype of ZeroShield,
which is built upon the Linux kernel 4.15 and incorpo-
rates the EPT mechanism within the hypervisor layer.
ZeroShield boasts seamless integration, requiring no alter-
ations to either the guest OS or applications. Moreover,
it offers on-demand activation and meticulous handling
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of diverse scenarios. These attributes collectively result in
high efficiency and sustained effectiveness in safeguard-
ing targeted code pages.

• Lastly, we conducted a rigorous evaluation of
ZeroShield’s security and performance through an
extensive series of experiments. The empirical results
conclusively illustrate that in the absence of potential
attackers within the system, ZeroShield imposes
negligible overhead. Conversely, when potential threats
are present, the system-wide impact remains below
3.8% (as measured by SPEC CPU 2006 scores),
with the overhead incurred on individual victims not
exceeding 17%.

The advantages of ZeroShield mainly come from an efficient
and transparent monitor, providing the following key prop-
erties: 1) adaptive invocation: ZeroShield operates almost
“silently” in the absence of potential attackers, with only
modest overhead incurred when such attackers are detected.
This adaptability remains effective even amidst complex oper-
ating system scenarios or user behaviors, such as when the
processes of the attacker and victim are suspended or ter-
minated. 2) compact implementation: ZeroShield achieves
intricate tasks with a minimal introduction of “trusted code”,
by utilizing existing mechanisms and hardware components
within the operating system, which enhances both security
and overall system performance. 3) transparent deployment:
ZeroShield necessitates no modifications to the guest OS or
applications, relying solely on widely supported features such
as Intel EPT.

Featuring zero cost when standing by and no modification
to the upper applications/guest OS, ZeroShield can act as a
default configuration for the real-world cloud environment to
mitigate cache side-channel attacks.

The rest of this paper is organized as follows. The back-
ground is presented in Section II. In Sections III and IV,
we introduce the design and implementation of the solu-
tion. The security analysis and performance evaluation are
described in Section V. We then compare with related works
and make some discussions in Section VI. Finally, we con-
clude the paper in Section VII.

II. BACKGROUND

This section provides background on cache side-channel
attacks and Intel hardware-assisted virtualization technology.

A. Cache Side-Channel Attacks and CPSA

Cache side-channel attacks monitor the usage of the cache.
Specifically, when a victim’s cache access patterns corre-
late with its sensitive information, attackers can deduce
the victim’s sensitive data by observing cache hit and
cache miss events occurring on target cache lines. Cur-
rently, there are three categories of cache side-channel attack
techniques: EVICT+TIME, FLUSH+RELOAD and PRIME+
PROBE (along with their variants). FLUSH+RELOAD and
PRIME+PROBE are more prevail due to their high resolu-
tion [7]. For further exploration of EVICT+TIME, we delve

into detailed discussions in Section VI-B. These two tech-
niques consist of three phases: initializing (where the attacker
prepares the cache to a specific state), idling (where the
attacker waits for a period while the victim runs), and mea-
suring (where the attacker examines changes in the cache
state by measuring delays in certain micro-architectural events,
allowing them to infer the victim’s sensitive information).

PRIME+PROBE is a more general attack that doesn’t rely
on memory sharing. However, the PRIME phase takes more
time compared to FLUSH, which increases the likelihood
that the monitored address might not be evicted, as the
monitored address might be accessed between the PROBE
and PRIME phases’ starting points [8]. Additionally, the time
spent in the PROBE phase is also longer than RELOAD, which
results in a lower resolution for PRIME+PROBE in terms of
distinguishing cache behavior.

FLUSH+RELOAD [6] is a typical technique to launch
a cache side-channel attack that relies on memory sharing.
It requires the attacker and the victim to share code pages. The
attack usually employs flush and reload (memory accessing)
to ascertain if the specific cache lines have been accessed.
Specifically, the attacker first clears the specific cache line
by flushing the target memory line, and then waits for the
victim’s execution. Finally, the attacker accesses the target
memory line and measures latency. According to the length
of access latency, the attacker determines whether the vic-
tim accessed the target memory line or not. Compared to
FLUSH+RELOAD, FLUSH+FLUSH [13] replaces memory
accessing with flushing in the last step. EVICT+RELOAD [8]
evicts the target cache line by accessing the eviction set
instead of using clflush. INVALIDATE+TRANSFER [14]
takes advantage of the directory protocol of high-efficiency
CPU interconnects. It also uses flushing and memory access-
ing to clear the target cache line and measure the latency,
respectively. RELOAD+REFRESH [7] first initializes the
target memory line as a candidate for eviction in the cache
set by accessing the target memory line and eviction set.
Then, the attacker awaits the victim’s access. Finally, the
attacker accesses the eviction set and then the memory line.
According to the latency of accessing the target memory
line, the attacker determines whether the victim accessed the
target memory line. PREFETCH+REFRESH [15] is a vari-
ant of RELOAD+REFRESH, it replaces memory accessing
with prefetching in the initialization. PREFETCH+RELOAD
and PREFETCH+PREFETCH [16] utilizes prefetching to
initialize the initial state of the target cache line. After a
certain waiting period, they respectively measure the latency
of memory accessing and prefetching. Based on these latency
measurements, they deduce whether the victim has accessed
the target cache line or not.

CPSA is a subset of cache side-channel attacks that initiates
attacks by monitoring the victim’s access patterns to shared
sensitive code pages. FLUSH+RELOAD and its variants we
mentioned before can be used to launch CPSA. In the majority
of practical attacks employing cache side-channel techniques,
FLUSH+RELOAD stands as the foremost choice and is
extensively employed [8], [9], [10], [11], [12].
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B. Intel Hardware-Assisted Virtualization

Hardware-assisted virtualization is a technology that adds
support for virtualization in hardware such as CPU and I/O
devices, thus the system can implement virtualization eas-
ily and efficiently. Intel Virtualization Technology (Intel VT)
is the general term for hardware virtualization technol-
ogy on Intel platforms, providing virtualization support for
CPU, memory, and I/O devices, such as Intel Virtualization
Technology for x86 (Intel VT-x), and the Extended Page
Table mechanism (EPT).

Intel VT introduces VMX (Virtual Machine Extension) root
operation and VMX non-root operation. In general, a virtual
machine manager (VMM) runs in VMX root operation, and
guest software runs in VMX non-root operation [36]. In VMX
root operation, the processor behavior is identical to that of
a traditional IA32 architecture CPU. When the processor is
in VMX non-root operation, privileged instructions and other
specified instructions could cause a VM exit. Then the CPU
switches to the VMX root operation, and the virtualization
layer completes the function of the instruction. VMX non-root
operation and VMX transitions are controlled by a data struc-
ture called virtual machine control structure (VMCS). When a
logical processor is in VMX operation, it uses a VMCS which
contains six logical groups: Guest-state area, Host-state area,
VM-execution control fields, VM-exit control fields, VM-entry
control fields, and VM-exit information fields.

In the VM-execution control fields, there are two 32-bit
vectors that control the processing of synchronous events.
By using specific instructions to modify the corresponding
fields, we can specify whether the event can cause a VM exit,
which is then handled by the VMM. For example, when the
CR3-load exiting flag is set, the operation of updating the CR3
register during context switching triggers a VM exit.

Intel also provides EPT technology to assist memory virtu-
alization. It directly uses hardware to convert Guest Physical
Address (GPA) to Host Physical Address (HPA) and synchro-
nize with the host’s page table in time. The privilege flags
(i.e., read, write, and execute) for the associated GPA are
contained in the EPT paging-structure entries. If the memory
access violates the privileges maintained in the EPT entries,
it will cause a VM exit and the reason code is EPT violation.
The VMM can obtain the exit reason and the corresponding
GPA, vCPU from the VM-exit information fields in the VMCS
and use the specific handler for processing.

III. DESIGN

In this section, we begin the description of ZeroShield with
the threat model and design goals, then illustrate the design
rationale and the overall architecture respectively.

A. Threat Model

Targeting the code page sharing attack, we design
ZeroShield under the following threat model:

• The attack is launched in the virtualized environment,
where VMs do not trust each other, but the host OS, pro-
cessor, and hypervisor are trusted. The host OS enables
the KSM (Kernel Same-page Merging) service.

• The attacker can utilize CPSA to extract information
about the victim.

• The security-sensitive code pages that need to be pro-
tected are determined in advance. This can be actually
achieved by the Linux distribution package maintainers
“automatically” in real-world applications. Specifically,
as cryptographic libraries are readily available, the deter-
mination of target code can be attributed to the task
of Linux distribution package maintainers. It can be
completed offline by the Linux distribution package main-
tainers and requires no additional action from users.
Furthermore, our attention is directed towards the vulner-
able code within the cryptographic libraries, particularly
focusing on specific implementations like the ECDSA
algorithm.

More specifically, the following two attack scenarios are
considered:

Intra-VM: In this scenario, the victim and the attacker are
running in the same VM. The victim invokes the cryptographic
service, e.g., running OpenSSL and computing ECDSA sig-
natures continuously, while the attacker mmaps the shared
library into its own virtual address space and puts probes in
the location that it wants to monitor. Then the attacker will
launch a code page sharing attack.

Inter-VMs: In this scenario, the victim runs in a VM, and
the attacker runs in the other VM, while the two VMs are co-
resident. The attacker mmaps a copy of the shared library, and
then shares with the victim by page deduplication mechanism.
Thus, the attacker can launch a code page sharing attack across
VMs.

B. Design Goals

In accordance with this threat model, we have devised a
defense mechanism tailored for virtualized environments to
counter the code page sharing attack. Our design adheres to
the following objectives:

• Adaptiveness: The approach is capable of dynamically
adjusting its defense behavior according to changes
within the system. During an attack on the victim,
it operates in a busy mode, preventing the attacker from
accessing sensitive information by activating the protec-
tion mechanism. In all other cases, it functions in a lazy
mode, incurring minimal overhead.

• Compactness: Instead of completely redesigning a new
mechanism, we prefer existing hardware features in the
operating system to formulate our mitigation strategy,
enhancing compatibility, efficiency, and introducing fewer
(trusted) codes to the operating system.

• Transparency: Our mitigation can remain hidden from
both the guest OS and applications and does not neces-
sitate any modifications to the guest OS, upper-level
applications, or shared libraries. This mitigation operates
entirely transparently to users, requiring no additional
actions from them during runtime. In contrast, alternative
solutions like CATalyst [31], Cloak [24], and Ghost
Thread [23] necessitate manual requests for protection
or application modifications by users.
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C. Design Rationale

In this section, we will analyze the behavior of the attacker
and identify clear distinctions between attacker and victim
behavior. Subsequently, to minimize modifications to the orig-
inal system, we will analyze the available hardware and OS
resources. Finally, we will present the overall architecture and
basic workflow of ZeroShield.

1) Analysis of the Attackers’ Behavior: The design of
ZeroShield starts with the behavior pattern analysis of the
code page sharing attackers and tries to exploit the influenced
system status to identify potential attackers.

By analyzing and summarizing the various CPSA tech-
niques mentioned in Section II, we have proposed a common
behavior pattern for CPSA. CPSA generally consists of the
following three steps:

• INITIALIZE: The attacker provides a virtual address
to be monitored, and initializes the corresponding cache
line by flushing [6], [13], [14], evicting [8], [14], access-
ing [7], or prefetching [15], [16] the monitored memory
line from cache.

• IDLE: The attacker waits for a specified detection inter-
val, during which the victim may access the monitored
memory line.

• MEASURE: The attacker measures the latency of
a specific micro-architectural event (such as memory
accessing [6], [7], [8], [14], [15], [16], flushing [13],
prefetching [16]). According to the latency, the attacker
determines whether the victim has accessed the sensitive
memory line during the IDLE phase, enabling the attacker
to infer the victim’s sensitive information.

Based on our investigation of existing CPSA techniques,
during the INITIALIZE phase, except for the eviction-based
method [8], all other attack approaches involve accessing the
shared sensitive page (target page). During the MEASURE
phase, the attacker revisits the target page and determines
whether the victim accessed the target page during the IDLE
phase based on the timing delay of the revisit.

Therefore, we conclude that in a code page sharing attack,
the attacker reads the target code page at least once. While,
normal processes execute the target code page normally. It’s
worth noting that the solution we ultimately implemented
does not rely on the rigid INITIALIZE-IDLE-MEASURE
pattern to identify an attacker. This is because different attack
methods employ varying techniques during the INITIALIZE
and MEASURE phases, which would make the defense mech-
anisms heavy and inefficient. Given that benign processes
in the system rarely read the shared code pages, we use
the reading of code pages as a characteristic for identifying
attackers. This paper will provide further evidence for this
discovery by successfully detecting the CPSA attackers using
this characteristic.

Thus we assume an X-process is a potential victim and an
R-process is a potential attacker. When we identify a read
attempt to the target code pages, we consider that an attacker
is identified.

2) Analysis of Available Hardware/OS Resources: Building
upon this pattern, the upcoming issue is to ascertain at which

level within the system and which available hardware/OS
resources to implement the detection mechanism with minimal
overhead while achieving the aforementioned design goals.

The foundation of our work lies in the identification of
abnormal “readers” behaviors. The impracticality of moni-
toring every page reading instance due to its performance
impact led us to an elaborate approach. We only identify the
abnormal “readers” behaviors that occur on the target code
pages by utilizing page hashing that we mentioned in our prior
work [37]. This method can be seamlessly integrated within
the host OS, involving periodic checks privileges of the target
code page in corresponding page table entries (PTEs).

However, it’s important to note that tracking the privileges
in PTEs allows us to detect the presence of an attacker but
falls short in determining whether the attacker has ceased their
attack. The reason behind this limitation is that PTE does
not offer an efficient means of promptly acquiring informa-
tion about process terminations. Consequently, the protection
mechanism would remain active, incurring unnecessary costs
even when the attacker is no longer a threat. Therefore, relying
solely on PTE within the host OS for our purpose is infeasible.

As a result, we redirect our focus to the hypervisor level.
In typical virtualized environments, regular VMs employ EPT
to enhance address translation efficiency, translating GPA to
HPA while maintaining control over page privileges. A VM
exit is triggered if a process in a VM violates the privileges
specified by the EPT entry when accessing a code page. This
VM exit presents an opportunity for our work.

Nevertheless, like the PTE approach, relying solely on EPT
has its limitations. It cannot achieve adaptive termination, as it
cannot discern whether the attacker has temporarily suspended
their attack or exited completely. Fortunately, the hypervisor
level provides an advantage over the host OS: it can capture
updates of the CR3 register value through VM exit events.
By configuring the relevant fields, we can trigger a VM exit
when a process is suspended or terminated. This allows us to
promptly detect changes in system status and decide whether
it’s necessary to deactivate the protection mechanism.

To summarize, the core of our work involves meticulous
management of the privileges of target code pages to ensure
that they cannot be read and executed simultaneously
unless the protection mechanism is active. It’s important to
acknowledge that the primary design may not always be effec-
tive due to complex OS scenarios. For instance, page merging
can lead to updates of EPT entries, potentially disrupting our
ability to accurately track page privileges. We will delve into
these issues in the implementation section.

D. Architecture of ZeroShield

ZeroShield consists of two components: a monitor and a
preloader. As shown in Figure 1, once the attacker, which is
in an inter-VMs scenario or intra-VM scenario, launches an
attack, the monitor could be aware of it in time and notify
the preloader to start a preloading thread. When the process
switches, the monitor could notify the preloader to stop the
preloading thread, to reduce the overhead.

ZeroShield relies on a pre-computed hash value of the
target code page for monitoring potential victims and attackers.
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Fig. 1. Architecture of ZeroShield.

So we need to calculate the hash value of each target code page
in advance as a reference to identify it. For the shared library,
we generate the hash value for the content in the target code
page as described in a previous work called TF-BIV [37].

TF-BIV is a transparent and fine-grained binary integrity
verification scheme that does not necessitate any modifica-
tions or software/driver installations within the VM. Cloud
service providers can employ TF-BIV to monitor the integrity
of processes running in guest VMs, effectively identifying
malicious or compromised processes. To continuously monitor
the integrity of target binary files, TF-BIV performs integrity
verification immediately when the target binary file is exe-
cuted. To detect whether a page of the target binary file has
been tampered with by malicious processes, TF-BIV calculates
a hash value based on the content of the page every time
the page is executed, and verifies whether the computed hash
value matches the initial hash value of the page. If a page has
been tampered with by a malicious process, the computed hash
value must inevitably differ from the page’s initial hash value.
Inspired by TF-BIV, our approach also utilizes content-based
hash calculation of pages to identify target code pages.

The hash value is computed offline and subsequently written
into the Linux kernel. Since it does not require real-time cal-
culation using an extra thread, it does not consume additional
threads. Target code pages are specified in advance. When
they need to be updated, we can re-calculate the hash value
of the new target code pages.

ZeroShield is running inside the hypervisor, monitoring the
system status and discovering potential threats. To achieve
the aforementioned design goals, ZeroShield monitors four
critical system events (EPT non-readable (NR) exiting, EPT
non-executable (NX) exiting, CR3-load exiting, and MMU
notifier) transparently and invokes protection mechanisms
when necessary.

E. Basic Workflow of ZeroShield

Illustrated in Figure 1, the functioning of ZeroShield
is depicted, elucidating its operational mechanisms and
workflow.

a) Identifying the X-process: By configuring the privileges
of the target code pages as non-executable (NX) in correspond-
ing EPT entries, ZeroShield is able to capture an EPT NX
exit event, to identify an X-process (a potential victim). Then
ZeroShield is able to keep track of R-processes that share the
target code pages with the X-process in the following steps.

b) Identifying the R-process: For the target code pages that
are being executed, ZeroShield sets the non-readable bit (NR-
bit) of the corresponding EPT entries. Any read attempts will
trigger an EPT NR exiting, which we can capture to identify
an R-process. In this way, the protection mechanism can be
invoked on demand, i.e., when we identify an X-process and
an R-process at the same time.

c) Creating a preloading thread: When there is an
X-process and an R-process in the system simultaneously,
a preloading thread is created to load the target code page
continuously, to prevent the attacker from stealing the sensitive
data.

d) Tracing process switching: As well as an on-demand
invocation feature, ZeroShield also monitors the update to the
CR3 register to achieve on-demand suspension. ZeroShield
captures the suspension of the R-process and the X-process
with the help of CR3-load exiting, to stop the preloading thread
in time to reduce overheads.

e) Handling page merging: A dedicated treatment is
also required in the inter-VMs scenarios for page merging.
ZeroShield utilizes MMU notifier mechanism in Linux to
capture any page merging related to the target code page, for
discovering new VMs that load the target code page.

The above steps illustrate the basic workflow of ZeroShield.
In the practical implementation of ZeroShield, extra treatments
are also taken to ensure that ZeroShield works in complicated
scenarios, e.g. “reader” may be present before an X-process
is identified.

IV. IMPLEMENTATION

We implemented ZeroShield as a kernel extension for Linux
kernel 4.15. In detail, by setting the CR3-load exiting bit
in VMCS and configuring EPT entries to enforce that the target
code page cannot be read and executed simultaneously (unless
the preloading thread is running), we are able to capture the
necessary VM exits and handle them in the corresponding
handlers. Then, the preloader is notified to create or stop
a preloading thread on demand. By leveraging the MMU
notifier, we capture the page merging of the target code page
and reconfigure the corresponding EPT entries.

In this section, we will further introduce how to identify the
X-process/R-process, deal with page merging, and handle the
process switching.

A. Identifying the X-Process

In order to monitor the read and execution attempts of
a target code page, a naïve approach is to configure the
corresponding EPT entries to make it non-executable, non-
writable, and non-readable (NX-NW-NR) when loading the
target code page for the first time. At this point, if there is an
execution or read request to the target code page, it will trigger
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a VM exit, which we can capture and handle. If we discover
that the X-process and the R-process are both running in the
system, a preloading thread is created on-demand to keep the
victim’s secrets from being revealed.

Since read operations are very common in the system,
configuring code pages to be unreadable will introduce a lot
of VM exits and degrade the performance. By analyzing the
characteristics of the attack, we found that we can temporarily
ignore the read operations when there is no victim. Therefore,
when loading the target code pages, ZeroShield configures
the corresponding EPT entries to make them NX-NW-R.
Thus, we can capture any execution attempt while avoiding
unnecessary VM exits caused by read attempts.

1) Handling Reads Before Identifying the X-Process:
Because the privileges in EPT entries are configured as NX-
NW-R, when we capture an EPT NX exit event, we cannot
determine which VM previously read the target code page.
Therefore, once ZeroShield captures an EPT NX exit event,
it needs to find the VMs that loaded the target code page
previously. We achieve this by leveraging the reverse mapping
mechanism. Then ZeroShield updates the corresponding EPT
entries, making the read of the target code page trigger a VM
exit.

In order to improve the efficiency of page recycling, after
Linux 2.6, the reverse mapping mechanism is adopted to store
the page table entries (PTEs) associated with a physical page
in the page structure. Compared with the mapping from the
virtual address to the physical address, the reverse mapping
is the mapping from the physical page to the virtual address.
We can obtain all Host Virtual Addresses (HVAs) mapped to
a known physical page by leveraging the reverse mapping.

In the handler of the EPT NX exiting, with the help of
the reverse mapping mechanism, ZeroShield obtains the VMs
corresponding to the HVAs that map to the target code page.
Then, it configures the corresponding EPT entries to make
the target code page NX-NW-NR in these shared VMs. The
read attempts in these VMs will trigger a VM exit afterward,
allowing ZeroShield to capture and monitor the R-process.
If the X-process and the R-process are both running in
the system, ZeroShield can be aware of that and create a
preloading thread to keep the X-process’s secrets from being
revealed.

To avoid performing the reverse mapping every time we
handle an EPT NX exit event, as well as conveniently manage
and trace VMs that share target code pages, we use a list to
record the status of these VMs. Specifically, ZeroShield creates
a ZS_VM_state data structure to record the VM that loads
the target code page. Each entry of the ZS_VM_state list
contains six fields: VM, HVA, HPA, GPA, R_state,
X_state, which are related to the VM itself and the target
code page. They denote a kvm data structure which identifies
the current VM, and Host Virtual Address (HVA), HPA, GPA
of the target code page, the read state and execution state
of the target code page, respectively. With the list, we only
need to perform the reverse mapping when processing the EPT
NX exit event of the VM for the first time, which improves
performance.

Fig. 2. The handler of EPT NX exiting.

2) Reducing Overhead When There Are No Attackers: As
we mentioned in Section III-C2, ZeroShield promptly detects
the suspension and termination of the X-process by monitoring
the updates of CR3 register. To enable such a mechanism, the
CR3-load exiting bit in the VMCS of the current vCPU
should be set. Consequently, when the X-process is suspended
or terminated, ZeroShield can capture a CR3-load exit event.
This will be detailed in Section IV-D.

However, in the absence of attackers, these CR3-load exit
events can also lead to considerable performance overheads.
To solve this problem, the CR3-load exiting bit is
cleared by default when there is no R-process in the system.
And CR3-load exiting bit will be set only when the
target code page is read.

We introduce a flag, denoted as ZS_CR3_Enable, to trace
the status of the CR3-load exiting bit associated with
the X-process. The decision to disable ZS_CR3_Enable
occurs when the R-process is not present in the system, and
this will be handled in the handler of CR3 exit event (refer
to Section IV-D). Based on what we have described, the
processing flow of the EPT NX exiting is summarized in
Figure 2.

B. Identifying the R-Process

According to our processing of the EPT NX exiting
described in Section IV-A, we learn that after identifying the
X-process, ZeroShield sets the NR-bit of the corresponding
EPT entries, making any read attempts trigger a VM exit (EPT
NR exit), thus the R-process can be identified. In the handler
of the EPT NR exit event, ZeroShield checks whether there
is an X-process in the system. If so, ZeroShield updates the
corresponding EPT entries according to different scenarios,
and creates a preloading thread. The idea is straightforward,
but it faces an issue due to our special design which is
described in the Section IV-A2, and thus further treatment has
to be considered in the handler of the EPT NR exiting.

1) Handling the Issue Caused by the ZS_CR3_Enable
Flag Being Cleared: In Section IV-A, to optimize perfor-
mance, we introduce ZS_CR3_Enable to trace whether the
CR3-load exiting related to the X-process is enabled. When
there is no R-process in the system, the ZS_CR3_Enable
flag is cleared. Thus, the suspension of X-process does not
trigger a VM exit, and we are unable to capture it. Therefore,
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Fig. 3. The handler EPT NR exiting.

it is difficult to make sure whether the X-process is running
or not.

For this reason, further processing has to be added.
ZeroShield needs to check the ZS_CR3_Enable flag in
the handler of EPT NR exiting.

• If the ZS_CR3_Enable flag is cleared, the target
code page is configured to be NX in the shared VMs
for perceiving the presence of an X-process, thereby
preventing potential information leakage. ZeroShield also
needs to configure the target code page to be readable in
the current VM to continue running. Then ZeroShield sets
the CR3-load exiting bit in VMCS for the current
vCPU, to monitor the suspension of the R-process in time.

• If the ZS_CR3_Enable flag is set, it means ZeroShield
can capture the suspension of the X-process normally.
ZeroShield immediately determines whether there is an
X-process running in the system. If so, ZeroShield
sets the R-bit of the corresponding EPT entries in the
intra-VM scenario to enable the application to continue
running, or sets the NX-bit and R-bit in the inter-VMs
scenario, to enable the application in the current VM to
continue running and identify the X-process in the shared
VMs. Finally, ZeroShield creates a preloading thread
and sets the CR3-load exiting bit for the current
vCPU.

2) Handling New R-Processes in Unrecorded VMs: In gen-
eral, when we identify an R-process, the current VM is already
recorded in the ZS_VM_state list since we use reverse
mapping to find the shared VMs when handling the EPT NX
exiting. But after the X-process has been identified, there may
be a new VM not recorded in the ZS_VM_state list that
loads the target code page, triggering a page merging related
to the new VM. In the handler of the page merging (detailed
in Section IV-C.), the new VM’s EPT entry is configured to
make the target code page NX-NW-NR. Afterward, if there
is an R-process in the new VM, an EPT NR exit event will
be triggered, which can be captured by ZeroShield. Then,
ZeroShield creates a new ZS_VM_state data structure
to record this new VM in the handler of EPT NR exiting.
After that, ZeroShield checks the ZS_CR3_Enable flag
and processes as we described earlier. Figure 3 shows our
processing in detail.

C. Handling Page Merging

In Section IV-A we utilize reverse mapping to handle the
situation where the target code page has been read by one or
multiple VMs before the X-process is identified for the first
time. However, a new VM that is not recorded could also read
the target code page afterwards without triggering a VM exit.
Because when it loads the target code page for the first time,
the privilege of the corresponding EPT entry is configured as
NX-NW-R. Once the sensitive page in the new VM is merged
with the one that the X-process loads, the secrets could be
glimpsed by the attacker if we do not discover and record this
new VM in time.

In the Linux OS, when the pages are merged, the MMU
notifier mechanism can assist the KVM virtualization sub-
system [38], [39] in maintaining proper page mapping.
Specifically, the MMU model notifies the KVM model to
update the corresponding EPT entry to synchronize the page
mapping with the host page table. KVM model registers some
MMU notifiers to achieve synchronization.

Among the notifiers involved in page merging, we choose
kvm_mmu_notifier_change_pte(). ZeroShield can
obtain the KSM page in this notifier, then determine whether
it is the target code page. If so, ZeroShield updates the EPT
entry, that is, it writes the new Page Frame Number (PFN) to
the EPT entry to synchronize the mapping with the host, and
configures the privileges of the EPT entry to make the target
code page as NX-NW-NR. Therefore, any execution and read
attempts will trigger a VM exit, which ZeroShield can catch
and handle.

It should be noted that we are only dealing with those
VMs that have not been previously recorded here. There
is a condition where the X-process in the VM has already
triggered an EPT NX exit, and subsequently, page merging
occurs on this VM. We do not need to perform additional
processing on this type of page merging and directly follow
the original processing of the host OS. Because as described
in Section IV-A, the VM is already recorded and monitored
by us, we do not need to specifically update the EPT entries
to capture the read and execution attempts in the VM.

D. Handling Process Switching

The preloading thread starts when the X-process and the
R-process are both active. It will keep running even if the
X-process or the R-process is no longer active, which results
in too much performance penalty. As a result, we hope that the
preloading thread stops when the X-process or the R-process
is suspended to reduce the overhead. This is because when
there is no X-process or no R-process in the system, the
protection thread does not need to run either. Thus ZeroShield
sets the CR3-load exiting bit in the handler of the EPT
NX exiting and the EPT NR exiting. When the X-process or
the R-process is suspended, ZeroShield can capture a VM exit
and check whether it needs to stop the preloading thread in
the handler of the CR3-load exiting.

For registering a CR3-load exiting event, ZeroShield
invokes the function vmcs_writel() to set the correspond-
ing bit in VMCS. Specifically, ZeroShield sets the CR3-load
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Fig. 4. The handler of CR3-load exiting.

exiting bit, clears the CR3-target value bit and con-
figures the CR3-target count to 0 in VMCS, then it is
able to capture a VM exit once the value of the CR3 register
is updated. In the corresponding handler, ZeroShield first
checks whether the suspended process is an X-process or an
R-process by checking the X_state and the R_state in
the current ZS_VM_state. If the X-process is suspended,
then ZeroShield updates the corresponding EPT entry to make
the target code page non-executable in the current VM again
and clears the CR3-load exiting bit. Finally, ZeroShield
traverses the ZS_VM_state list to find if there is still an
X-process in the system. If there are no X-processes in the
system, ZeroShield stops the preloading thread. The handling
is similar to the suspension of the R-process. Figure 4 shows
how to process the CR3-load exit event in detail.

E. Preloader and Privileges Transition

If the X-process and the R-process are running simultane-
ously, the monitor notifies the preloader to create a preloading
thread. The preloading thread is a kernel thread, therefore it
will not be suspended unless ZeroShield notifies it to stop.
The preloading thread utilizes the instruction mov in a loop
to access the target code pages. We need to clarify that the
“target code pages” actually mean “attacked pages” but not
all the pages we specify in the kernel. When a target page
is read and executed simultaneously, we refer to it as an
“attacked page”. Although we may specify multiple target
pages in the kernel, the preloader only loads the attacked ones.
In addition, it should be noted that multiple target pages share
a preloader. Specifically, for the target pages (4KB for each
page) requiring protection within the system, the preloader
sequentially accesses each cache line, and thus loads these
pages into the cache. The described operations constitute
a loop iteration. The preloader executes this loop iteration
continuously during its operation.

As we described in the previous sections, the privileges of
an EPT entry are constantly updated based on the running and
suspension of the X-process and the R-process. In addition,
page merging also affects them. We summarize the transition
of the privileges during the whole lifetime of the process,
as shown in Figure 5.

V. EVALUATION

In this section, we evaluate the security and performance of
ZeroShield.

Fig. 5. Privileges transition in an EPT entry.

Fig. 6. FLUSH+RELOAD attack results.

A. Experiment Setup

We tested our implementation on a Dell PowerEdge R720
with two Intel Xeon E5-2609 (1.90GHz) processors. The guest
OS is Ubuntu 18.04.5 LTS Linux, and each guest VM has
two vCPUs. The host uses the Linux kernel v4.15 which we
modified to deploy ZeroShield. Qemu-kvm v2.11.1 is installed
on the host OS via the apt-get install command.
We add less than 2000 lines of code to this Linux kernel.

B. Security Evaluation

To evaluate the security of our implementation, we
use Mastik [40], a toolkit that provides the implementa-
tions of side-channel attack techniques, to launch a code
page sharing attack, such as FLUSH+RELOAD attack and
FLUSH+FLUSH attack, in a virtualized environment. We also
consider two scenarios: intra-VM and inter-VMs.

1) FLUSH+RELOAD Attack Resistance: We first demon-
strate a FLUSH+RELOAD attack in the native Linux and our
modified Linux. The victim computes signatures using the
implementation of ECDSA in OpenSSL 1.1.0h. The scalar
multiplication in ECDSA is implemented by utilizing the
windowed non-adjacent form (wNAF) algorithm [41], [42],
[43]. From the previous works [3], [4], [5] we learn that the
attacker can launch a FLUSH+RELOAD attack to observe the
sequence of additions and doubling used to execute the scalar
multiplication, and then recover the victim’s private key.

In both intra-VM and inter-VMs scenarios, the attacker
monitors and collects the activities of two cache lines that
correspond to the point addition and doubling respectively
while the victim is computing 100,000 signatures. These two
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Fig. 7. FLUSH+FLUSH attack results.

functions happen to be on the same code page in OpenSSL
1.1.0h. Thus, there is only one target code page in our
experiments. The results in the inter-VMs scenario are shown
in Figure 6, and the intra-VM scenario is similar. Clearly,
in native Linux, if the victim is performing the point addition
or the point doubling, the attacker can observe a cache hit
on the corresponding cache line. Otherwise, the attacker will
observe a cache miss. In our modified Linux, once the victim
fetches instructions from the target code page, the probe time
observed by the attacker is mostly close to a cache hit until
the victim is suspended. Thus, the attacker cannot obtain the
specific memory access pattern of the victim through the
FLUSH+RELOAD attack, which can mitigate the leakage of
sensitive information observably.

2) FLUSH+FLUSH Attack Resistance: We also imple-
ment the FLUSH+FLUSH attack in the native Linux and
the modified Linux separately, which is similar to the
FLUSH+RELOAD attack described before. In the intra-VM
and inter-VMs scenarios, we obtain the attack results respec-
tively. Figure 7 shows the results in the inter-VMs scenario,
and the intra-VM is similar. Our experiment proves that
ZeroShield can indeed mitigate the FLUSH+FLUSH attack.

Besides, in order to evaluate the false positives of
ZeroShield, we ran the system for a week. During our
evaluation, we do not launch cache side-channel attacks in
the system. The system had several long-running services
running, such as init, ksmd, syslogd, etc. By analyzing
the logs, we found that normal system behavior would not
cause ZeroShield to start the preloader.

C. Performance Evaluation

1) Overhead of the Secure-Sensitive Application: We eval-
uate the impact of ZeroShield on the victim when there is a
victim and an attacker in the system simultaneously. Both the
inter-VMs scenario and the intra-VM scenario are taken into
account. We perform 100,000 signature operations and repeat
10 times, the average time of computing 100,000 signatures

TABLE I
OVERHEAD TO THE VICTIM (“WITHOUT PRELOADER” INDICATES THE

OVERHEAD INTRODUCED BY THE MONITOR ITSELF)

is used to evaluate the performance. Table I illustrates that
ZeroShield induces almost no overhead when the system
has no R-processes. And it induces a modest performance
overhead for the victim due to the additional checks and the
preloading thread when the R-process is active.

The overhead introduced by the monitor was also evaluated
separately. We conducted this evaluation in the intra-VM
scenario and the inter-VMs scenario in the same way as
described before. Table I illustrates that the overhead induced
by the monitor is 3.92% in the intra-VM scenario and 6.39%
in the inter-VMs scenario.

The overhead induced by the monitor includes extra VM
exits, hash calculations, and extra code logic added by us.
It should be noted that we do not hash code pages when they
are first loaded, but only configure the privileges of EPT entry
to make the page readable but non-executable. Afterward, the
hash value is calculated when an EPT NX exit or an EPT NR
exit event is triggered. Therefore, actually, we do not hash
every code page at runtime. Hash is very quick and does
not induce more overhead. We take the hash as a step in the
page fault handler at runtime. Most of the overhead induced
by the monitor is caused by VM exits. Since we introduce
the ZS_CR3_Enable in Section IV-A, there are almost no
additional VM exits when there is no attacker.

As we mentioned earlier, a target code page was used in
our experiments. Increasing the number of target code pages
may induce tiny changes in the overhead of the monitor, but
it hardly affects the overhead of the preloader. Moreover, the
main overhead is introduced by the preloader, and no matter
how many target code pages there are, it keeps accessing
memory until it receives a stop notification from the monitor.
Therefore, increasing the number of target code pages will not
cause a significant decrease in the processor’s performance of
the entire mitigation. Note that “target code pages” refers to
those pages of code containing cache side-channel vulnerabil-
ities, such as the implementation code for ECDSA within the
OpenSSL cryptographic library.

Even with an increase in the number of target pages, the
preloader does not impose significant performance overhead.
This is because of the following reasons. Firstly, even if there
are numerous target pages simultaneously executed and read
within the system, ZeroShield still uses only one thread to
handle these target code pages, obviating the necessity for
creating multiple threads. Secondly, the preloader only loads
a target page when it is executed and read simultaneously;
it does not load pages that are solely executed or solely read.
Therefore, the attacker is highly unlikely to cause the preloader
to load a large number of target code pages at a certain
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Fig. 8. SPEC CPU 2006 performance overhead in different scenarios.

moment (we conducted a more detailed analysis on this in
Section VI-B). Thus, the overhead induced by the preloader
is limited.

2) SPEC CPU 2006 Benchmark: We use SPEC CPU 2006
[44] to evaluate the impact of our implementation on the
system. We measure SPEC CPU 2006 scores on the native
Linux OS and our modified Linux OS, respectively. Four
scenarios are considered: 1) the system has no victims or
attackers (idle); 2) there is only a victim; 3) the system has a
victim and an attacker in the intra-VM scenario; 4) the system
has a victim and an attacker in the inter-VMs scenario.

As shown in Figure 8, our implementation hardly affects
the performance of the system in the absence of an attacker,
and the overhead is 0.036% on average. Even if there is an
attacker, the overhead is 1.8% on average, and the maximum
of the overhead does not exceed 3.8%, which comes from
omnetpp in the inter-VMs scenario.

3) HTTPS Throughput and Latency: In order to evaluate
the overhead introduced by ZeroShield in actual cryptographic
service invocation, we integrate ZeroShield with the HTTPS
service, and construct an HTTPS service that requests for an
ECDSA signature. Specifically, we run an Apache server in
a VM. It uses the ECDSA signature algorithm in OpenSSL
1.1.0h when establishing an HTTPS connection. Therefore,
the httpd is the victim in our experiment. We consider three
scenarios: 1) only the victim in the system; 2,3) the system
has a victim and an attacker in the intra-VM and the inter-
VMs separately. In each scenario, the client constructs 10,000
HTTPS requests for a 4KB web page at different concurrency
levels. As shown in Figure 9, when there is no attacker, the

decrease in throughput and latency is about 2.7% and 2.5%
on average; when there is an attacker in the intra-VM or inter-
VMs scenario, the decrease in throughput is about 8.7% and
8.0% on average separately, and the decrease in latency is
about 9.3% and 8.8% on average separately.

VI. RELATED WORKS AND DISCUSSIONS

A. Related Work Comparison

As a well-studied problem, various solutions have been
proposed to mitigate cache side-channel attacks. We sum-
marize the characteristics of these solutions in Table II. In
Table II, we use the average overhead measured by the system
benchmark to represent the overhead of the scheme by default.
If there is maximum overhead and other special cases (such
as extra memory overhead), we mark them in parentheses.
For those whose average and maximum overhead were not
published in the original article, we use the overhead range
published in the article, such as CACHEBAR.

1) Randomization-Based Solutions : Some solutions miti-
gated the cache side-channel attacks through randomization.
Newcache [20] and MIRAGE [21] mitigated the cache side-
channel attacks efficiently by redesigning a cache, but the
requirement to be deployed in the hardware layer makes them
difficult to generalize and apply to actual production environ-
ments in a short period. Düppel [22] modified the kernel of
the guest OS and cleared the L1 cache at a certain frequency
to resist cross-VM side-channel attacks, which limits it to only
defending the L1-based attacks, and the performance decreases
by up to two orders of magnitude when being attacked. Ghost
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Fig. 9. HTTPS latency and throughput in different scenarios.

TABLE II
PREVIOUS SOLUTIONS TO MITIGATE CACHE SIDE-CHANNEL ATTACKS

Thread [23] and dynamic software diversity [28] modified the
application to introduce random program behavior, therefore,
they lack transparency. Cloak [24] modified the application
and uses transactional memory to shield the cache miss of
the sensitive code and data, which also lacks transparency and
incurs significant overhead. Guard Cache [45] proposed an
approach to mitigate cache side-channel attacks by creating
false cache hits and misses. It proposed using a small fully
associative Guard Cache to create false hits and false misses,
making it difficult for attackers to observe cache access times
accurately. However, Guard Cache requires users to manually
configure the working mode, it is still not fully transparent and
adaptive. The performance overhead induced by Guard Cache
is -0.2%-173%.

2) Isolation-Based Solutions : IVcache [29] and NoMo
cache [30] thwarted the cache side-channel attacks by cache
partition, which is efficient but needs to redesign the cache
and requires lots of effort to deploy to the practical produc-
tion environment. CACHEBAR [32] used the copy-on-access
method to resist FLUSH+RELOAD attacks in the virtualized
environment and the status of all shared physical memory
pages are monitored, which results in about 3.4% to 143%
overhead as the number of containers in the system increases.
Compared with CACHEBAR, the preloader has the advantage
of making as few changes to the hypervisor as possible
and can be started and stopped quickly without memory

overhead. Chameleon [34], STEALTHMEM [33] and CATa-
lyst [31] were implemented in the hypervisor layer and provide
cache isolation in a software-based manner, but they are not
transparent completely since victims have to actively request
protection of security-sensitive pages. VUsion [46] is a copy-
on-access scheme. Although this scheme can defend against
many types of attacks and the overhead is moderate. However,
a large number of page faults resulted in 4.9% overhead for
SPEC CPU 2006. Moreover, forcing delayed page merging
also has a certain impact on system performance. Moreover,
as the system keeps running and the number of applications
increases, these overheads may further increase. The system
is always accompanied by these overheads.

Compared to these solutions, our solution is an efficient,
transparent, and adaptive approach implemented in the hyper-
visor layer. It is compatible with most commercial chips and
simpler to deploy in practical scenarios with modest perfor-
mance overhead. Especially in the absence of attackers, which
is the most common situation, our method hardly introduces
extra overheads. In table II, we compare our solution with the
others we mentioned above.

B. Discussions

In this section, we conduct a more in-depth analysis and
discussion of ZeroShield, examining it from three distinct
perspectives.
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1) Scalability on Other Architectures: The prototype of
ZeroShield is implemented on Intel processors which provide
Intel VT-x and EPT features for virtualization. There are simi-
lar mechanisms that support virtualization on other platforms.
Firstly, ZeroShield relies on Intel VT-x, which, along with
AMD’s AMD-V [47] and ARM’s VHE [47], can be seen as the
same mechanism running on different platforms. These tech-
nologies serve as the foundation for hardware virtualization,
ensuring the efficient execution of virtualized environments.
Secondly, ZeroShield relies on Intel EPT mechanism. While
Intel EPT is specific to Intel processors, equivalent func-
tionalities can be achieved on AMD platforms through Nest
Paging and on ARM architectures through Stage 2 translation.
It is important to emphasize that the core principles under-
lying ZeroShield remain consistent across these platforms,
although some engineering efforts are required for porting and
adaptation to ensure compatibility with diverse hardware envi-
ronments. In summary, while ZeroShield may require minor
engineering adjustments to accommodate different platforms,
its fundamental principles remain uniform across various hard-
ware architectures. We believe that this scalability highlights
the versatility and effectiveness of ZeroShield in providing
powerful security solutions across different architectures.

2) Quantity Restriction of the Protected Code Pages : When
there are too many target code pages needing to be accessed
by the preloading thread in a loop, the time required to reload
all the target code pages is longer. This may provide a window
during which sensitive data is not reloaded in time.

However, in general, the number of addresses monitored in
a single code page sharing attack is limited [8]. There could be
several factors contributing to this limitation. Firstly, too many
target addresses in a code page sharing attack would result
in a longer INITIALIZE and MEASURE phases, then the
eviction of some target addresses from the cache because the
cache’s capacity is finite, thereby impacting the reliability and
accuracy of the attack. Secondly, simultaneous monitoring of
a large number of addresses by the attacker could result in fre-
quent cache operations, thereby affecting the normal operation
of the system and the performance of other applications. Such
performance overhead is likely to draw the attention of system
administrators or defense mechanisms, thus increasing the risk
of detection for the attack. Lastly, the prefetcher also plays a
limiting role in FLUSH+RELOAD attacks, as observed by
Yarom and Falkner [6]. Therefore, to minimize false positives
caused by the prefetcher, the attacker should also not monitor
too many addresses [8].

In addition, ZeroShield initiates the preloader and loads the
target page only when the target page is executed and read
simultaneously. Therefore, if an atatcker attempt to monitor
one address and make the preloader busy by reading other
fake target pages as well from other cores, the attacker needs to
continuously execute victim programs corresponding to these
fake target pages on each of the other cores simultaneously.
Then, the preloading thread will be triggered to load these fake
target pages (while these victim processes indeed require pro-
tection). However, for an attacker without privileges, the CPU
scheduling policy prevents its processes from monopolizing
the CPU continuously. Thus, it is challenging for an attacker to

overload the preloader with a large number of target pages at a
certain moment. Therefore, it is almost impossible to monitor
one address and make the preloader busy by reading other
target pages as well from other cores. Due to these technical
and performance limitations, attackers in practical scenarios
typically monitor several addresses to guarantee the efficiency
and reliability of the attack.

In a code page sharing attack, ZeroShield can identify the
target code pages and load these code pages into the cache
rapidly through the preloader. Thus we believe that the leaked
information is too tiny to be exploited for key recovery.

3) Potential Defeating Methods of ZeroShield : By sum-
marizing the CPSA techniques proposed in previous works,
such as FLUSH+RELOAD, and FLUSH+FLUSH, we have
observed that attackers consistently request read privilege for
target code pages rather than execution privilege. However,
in order to circumvent our defense approach, attackers might
alter their behavior by executing the sensitive code instead of
simple reading. As far as we know, such an attack method has
not yet been proposed. We briefly analyze potential techniques
that attackers might utilize.

One straightforward approach is that the attacker executes
the target function, similar to the victim, and measures the
time required for execution. However, this approach has low
resolution and is susceptible to system noise, leading to plenty
of errors. Therefore, its success is challenging and unlikely.

Another unconventional approach which is inspired by
return-oriented programming (ROP) [48] could involve the
attacker using the JMP instruction to jump into the target
function for execution and then measuring the time required
after the function returns. Nevertheless, this involves inter-
segment jumps (far jump and far return). When using a
far jump, the attacker has to make the appropriate choice
of segment selector. This could be difficult to achieve for
the attacker. In practice, only the near jump is exploited to
construct the ROP shellcode [49]. Further in-depth exploration
and analysis of the far jump are beyond the scope of this
paper. However, based on our preliminary analysis, it appears
that this approach is also difficult to successfully implement.
Thus, at present, we tentatively conclude that attackers face
significant challenges in launching a code page sharing attack
by executing the sensitive code.

Furthermore, EVICT+TIME is a type of cache side-channel
attack that executes the target code page. ZeroShield is unable
to resist EVICT+TIME attacks because EVICT+TIME does
not require memory sharing between attackers and victims,
that is, it does not belong to CPSA. In addition, we consider
that the efficacy of EVICT+TIME is currently constrained.
The attack relies on the repeated invocation of victim compu-
tation by the attacker, then infers secret information according
to the latency of the victim’s computation, thus resulting in low
resolution and susceptibility to noise. In future work, we will
continue to delve into the possibilities of attackers executing
the sensitive code to initiate a code page sharing attack.

In Page Cache Attacks [50], the attacker observes the
low-frequency events of the victim, but the impact of
low-frequency events is quite limited. Page Cache Attacks pri-
marily target events with low frequency, such as user-entered
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passwords and keystrokes. This limitation stems from the fact
that the frequency at which an attacker can measure events is
constrained to approximately 6.7 times per second on Linux,
with a spatial granularity of 4KB. The current high-speed
computer systems pose challenges for this coarse spatio-
temporal granularity, as discussed in the original article [50].
For instance, due to this limitation, an attacker may overlook
some keystrokes from a fast typist. Consequently, the attack
efficiency remains notably low, rendering it challenging to
target precise and rapid cryptographic calculations, such as
computing ECDSA signatures. In addition, once an attacker
reads the target page, it transitions into an R-process. The
active R-process triggers an EPT NR exit event and is
captured by ZeroShield. Subsequently, ZeroShield evaluates
the system’s status and determines whether to activate the
preloader. Finally, In remote scenarios mentioned in the origi-
nal paper, confirmation of whether the target page is in the
page cache is achieved by accessing the target page and
measuring the time taken for page-fault handling. However,
this measurement exploits access latency between memory and
disk accesses rather than those between hardware cache and
memory. Actually, the memory pages used by virtual machines
are anonymous pages, meaning there are no corresponding
pages on the disk. Consequently, such attacks cannot be carried
out in virtualized environments.

We also need to declare that the performance overhead
caused by ZeroShield is very difficult to use as a DDoS
attack vector. There are two main reasons. First, even if the
attacker creates a scenario with multiple X-processes and
R-processes, thereby increasing the number of target pages
requiring protection, the performance overhead of this attack
approach is bounded. This is because, even with multiple
attacked pages, ZeroShield only utilizes a single preloader.
In addition, as described before, due to these technological
and performance constraints, attackers are highly unlikely
to execute a large number of target pages simultaneously.
Second, if there are only attackers (R-processes) in the system,
no victims (X-processes), the preloader will not be triggered,
thereby inducing no overhead.

VII. CONCLUSION

We propose an adaptive and transparent approach named
ZeroShield to mitigate code page sharing attacks, which can
achieve fine-grained control over the monitored physical pages
and the activity of the preloading thread without the user’s
manual intervention. ZeroShield utilizes hardware-assisted vir-
tualization to achieve transparency and reduce the overhead.
And it achieves adaptability by tracing the system events
constantly. We describe the details of its implementation and
evaluation. The evaluation results show that in the absence of
an attacker, our solution induces almost no overhead. When
the attacker and the victim are both active, the overhead is
modest.
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