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Abstract. When the public cloud provides infrastructure as a service
(IaaS), the customer can outsource its data to the public cloud and
release itself from the burden of storing data locally. At this point,
the customer can not guarantee the security of the data in the pub-
lic cloud. Encrypting data before using cloud storage is a viable solu-
tion, but frequent data encryption operations cause the original limited
local computing resources to be even more stretched. In this paper, we
used Jetson TX1 to build a client-side data encryption device that prox-
ies the customer’s data encryption and decryption operations. Firstly, a
GPU-based SM4 implementation is carefully scheduled in the integrated
GPU on Jetson TX1, including instruction-level optimization and vari-
able improvement for data arrangement. Secondly, using zero-copy access
on the device, we reduce the impact of explicit data transfer operations
on overall performance. Finally, our SM4 kernel is capable of encrypt-
ing data at 30.30 Gbps on Jetson TXI1, it is 26.6 times faster than the
CPU-based implementation on the same platform. Furthermore, data
processing throughput of the device reaches 30.19Gbps, a single Jetson
TX1 owns sufficiently redundant computational power for the customer
in 10 Gigabit fiber network environment.
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