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Abstract    Hash  functions  are  essential  in  cryptographic  primitives  such  as  digital  signatures,  key  exchanges,  and

blockchain technology. SM3, built upon the Merkle-Damgard structure, is a crucial element in Chinese commercial crypto-

graphic schemes. Optimizing hash function performance is crucial given the growth of Internet of Things (IoT) devices and

the rapid evolution of blockchain technology. In this paper, we introduce a high-performance implementation framework

for accelerating the SM3 cryptography hash function, short for HI-SM3, using heterogeneous GPU (graphics processing

unit) parallel  computing devices.  HI-SM3 enhances the implementation of hash functions across four dimensions: paral-

lelism, register utilization, memory access, and instruction efficiency, resulting in significant performance gains across vari-

ous GPU platforms. Leveraging the NVIDIA RTX 4090 GPU, HI-SM3 achieves a remarkable peak performance of 454.74

GB/s, surpassing OpenSSL on a high-end server CPU (E5-2699V3) with 16 cores by over 150 times. On the Hygon DCU

accelerator, a Chinese domestic graphics card, it achieves 113.77 GB/s. Furthermore, compared with the fastest known

GPU-based SM3 implementation, HI-SM3 on the same GPU platform exhibits a 3.12x performance improvement. Even on

embedded GPUs consuming less than 40W, HI-SM3 attains a throughput of 5.90 GB/s, which is twice as high as that of a

server-level CPU. In summary, HI-SM3 provides a significant performance advantage, positioning it as a compelling solu-

tion for accelerating hash operations.

Keywords    SM3, heterogeneous GPU, CUDA, cryptographic engineering

 

 1    Introduction

As  one  of  the  most  basic  cryptographic  algo-

rithms, hash function extracts a fixed-length message

digest[1] from a  message  of  any  length,  and  this  pro-

cess is irreversible. In recent years, increasingly popu-

lar IoT[2] and blockchain technologies[3] use hash func-

tions.  Therefore,  the  efficient  and  high-throughput

implementation of hash functions is also a hot field of

cryptography research in recent years. The most well-

known hash functions include MD5[4], SHA-1[5], SHA-

2[6],  and  SM3[7].  Among  them,  SM3,  a  commercial

hash  algorithm  independently  developed  by  China,

was  announced  by  the  State  Cryptography Adminis-

tration  of  China  in  2010.  The  SM3  algorithm  re-

ceived widespread attention upon its release and offi-
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cially  became  an  ISO/IEC  international  standard  in
2018①.

As  a  computing  platform,  GPUs  (graphics  pro-

cessing units) have extremely broad application areas,

such  as  machine  learning,  deep  learning,  and  artifi-

cial intelligence[8–12]. In the field of cryptographic engi-

neering,  the  use  of  GPU  general-purpose  computing

to accelerate cryptographic algorithms has significant

computational advantages. As a new parallel comput-

ing  architecture,  GPUs  can  be  regarded  as  parallel

data processing devices. Thousands of stream proces-

sors  perform  massively  parallel  computing  by  effi-

ciently utilizing various types of memory on GPUs to

complete  different  kinds  of  computing  tasks  at  high

speeds.  Similarly,  China’s  domestically  developed

GPU  platforms,  such  as  DCUs  (deep  computing

units)[13],  excel  in  parallel  computing  tasks,  making

them ideal for hash function computations across var-

ious platforms, from servers to edge devices.

 1.1    Related Work

Internationally  recognized  hash  algorithms[14] in-

clude  MD5,  SHA-1,  RIPEMD,  HAVAL,  SHA-2,  and

SHA-3.  The  SHA-1  algorithm  was  released  in  1995,

designed  by  the  United  States  National  Security

Agency,  followed  by  the  development  of  the  SHA-2

and  SHA-3  algorithms.  Zhang et  al.[15] inserted  and

rearranged  two  expanders  in  the  pipelined  stages  of

the  extended  portion  of  SHA-2.  This  approach  in-

creases  the  ratio  of  IMD-REG  to  the  total  message

word  registers  by  over  20%.  Choi  and  Seo[16] opti-

mized the SHA-3 algorithm on GPUs by utilizing in-

ternal  processes,  inline  parallel  thread  execution

(PTX),  memory  management,  and  CUDA  streams.

Their optimizations achieved a throughput increase of

49.73%. Additionally, they suggested that these meth-

ods  could  be  applied  to  SHAKE  and  post-quantum

cryptography (PQC) algorithms.

The  SM3② hash  algorithm  was  released  by  the

State  Cryptography  Administration  of  China  in  De-

cember  2010.  The  implementation  of  the  SM3  algo-

rithm  across  various  platforms  has  been  a  research

hotspot,  with  numerous  articles  currently  addressing

the  efficiency  and  security  issues  of  the  SM3  algo-

rithm on  different  platforms.  Zang et  al.[7] optimized

both  algorithmic  and circuit  aspects  using  the  SMIC

40  nm  high-performance  technology,  achieving  a

throughput of 6.4 Gbps. Zheng et al.[17] introduced a

novel hybrid cipher framework for securing smart de-

vices, employing SW/HW co-design to implement effi-

cient SM2, SM3, and SM4 schemes, demonstrating su-

perior  efficiency  and  resilience  against  simple  power

analysis  (SPA)  attacks.  Cai[18] divided  a  large  num-

ber  of  plaintext  messages  into  64  groups  and  pro-

cessed  the  data  in  parallel  simultaneously.  Sun et
al.[19] were the first to implement the SM3 algorithm

on  GPU platforms.  They  fully  leveraged  the  parallel

capabilities  of  both  the  CPU and  GPU through  two

dedicated  computation  modes.  In  experiments  com-

paring  the  standard  SM3  algorithm  with  the  opti-

mized version using fixed-length and arbitrary-length

messages,  they  achieved  a  significant  acceleration  ef-

fect.  Dong et  al.[20] enhanced  the  performance  of  the

SM3  algorithm  by  meticulously  optimizing  paral-

lelism, memory access, and instruction sets. Based on

the same GTX 1080,  their  performance is  1.12 times

that of Sun's[19] implementation, and the latency is re-

duced by over 95%. Kuznetso et al.[21] used GPU plat-

forms  to  evaluate  various  hash  algorithms.  In  their

experiments, different GPU devices such as GTX1050

Ti were used. Additionally, their experiment included

various hash algorithms, such as SHA, STRIBOG[22],

and  KEECAK[23].  Tian et  al.[24] proposed  two  opti-

mization methods for the SM3 algorithm based on the

OpenCL  platform,  namely  password  generation  and

instruction  optimization.  By  simplifying  the  algo-

rithm  and  reducing  the  number  of  instructions,  the

computational  performance  of  a  single  SM3  imple-

mentation reached 13 958 MB/s on AMD Radeon R9-

200.

Based on the analysis of data dependencies in the

SM3  algorithm,  Yue[25] reasonably  partitioned  tasks

between  the  CPU  and  DCU  on  a  heterogeneous

CPU+DCU  platform.  The  heterogeneous  optimiza-

tion of the SM3 algorithm was conducted in terms of

computation,  storage,  data transfer,  and communica-

tion  concealment.  Compared  with  sequential  execu-

tion on the CPU, the SM3 algorithm achieved acceler-

ation ratios of 1.095 1 and 1.224 9 for the standard im-

plementation and the optimized version, respectively.

 1.2    Our Contribution

The previously published conference version[20] op-

timized the implementation of the SM3 algorithm on
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NVIDIA  GPUs  in  terms  of  parallelism,  memory  ac-

cess, and instruction usage. In contrast, this paper fo-

cuses  on  leveraging  heterogeneous  GPUs  (expanding

from NVIDIA GPUs to Chinese  Hygon DCU) as  ac-

celerated  computing  platforms  to  enhance  the  high-

performance  implementation  of  the  SM3  hash  algo-

rithm  (HI-SM3).  By  employing  a  range  of  optimiza-

tion techniques, particularly the newly proposed loop

unrolling  and  register  optimization  techniques,  our

approach outperforms alternative methods in terms of

computational acceleration performance. Notably, our

method boasts  a  remarkable  enhancement  in  compu-

tational  acceleration  performance  compared  with  the

conference version. This paper makes four key contri-

butions as follows.

● First,  we  select  GPU/DCUs  as  platforms  for

cryptographic  computing  and  fully  implement  the

SM3  hash  algorithm on  these  platforms.  By  leverag-

ing the parallel computing capabilities of GPU/DCUs,

we  provide  more  efficient  computational  support  for

systems that require a large number of hash function

calculations.

● Secondly, we merge the message expansion and

compression  iteration  steps  in  the  SM3  algorithm,

performing  message  expansion  in  real-time  during

computation.  By utilizing  loop  unrolling  and register

optimization,  we  reduce  the  required  register  size

from  528  bytes  to  128  bytes,  significantly  enhancing

the performance of the SM3 algorithm.

● Thirdly, the PTX ISA, suitable for CUDA pro-

gramming on GPUs, is utilized, while the AMD GPU

ISA  is  employed  within  the  Hygon  DCU,  replacing

the  original  code  to  achieve  improved  computational

speeds. Moreover, we leverage the CUDA/HIP stream

technology  in  GPU/DCUs  to  effectively  parallelize

data  copying  and  computational  operations,  thereby

reducing  the  overall  time  costs  of  the  computation

process.

● Finally,  we  refer  to  coalesced  access [16],  which

entails  that  the  starting  addresses  of  all  threads  are

consecutive.  In  conjunction  with  INT4  instructions,

we  propose  a  new  data  storage  method  and  utilize

this method for parallel computation, thereby enhanc-

ing  the  computation  speed  of  the  hashing  function

and reducing time consumption.

The  remaining  sections  are  as  follows. Section 2

introduces some background, including the SM3 hash

function,  heterogeneous  GPU  platforms  such  as  Ti-

tan V,  GTX 1080,  Jetson Xavier,  RTX 4090,  Hygon

DCU, as well  as NVIDIA CUDA, HIP, and their  in-

struction  sets. Section 3 introduces  our  specific  opti-

mization implementation scheme. Section 4 shows the

experimental  results  and compares  them with results

from  the  standard  cryptographic  algorithm  library

OpenSSL③ and others. Section 5 concludes the paper.

 2    Preliminary Knowledge

In  this  section,  we  briefly  introduce  some  basic

knowledge and platform technologies.

 2.1    SM3

SM3 is a cryptographic hash function[7] developed

in  China.  This  algorithm was  adopted as  a  standard

by the Chinese cryptographic industry in 2012 and as

the national hash algorithm standard in 2016. It is ex-

tensively utilized in China. Similar to SHA-256, SM3

generates a 256-bit hash value. Furthermore, as tech-

nology advances, the algorithm is expected to increas-

ingly  facilitate  the  processing  of  large-scale  data.

Therefore,  researching  high-performance  implementa-

tion techniques for SM3 is significantly important.

CF

Hash  functions  play  a  crucial  role  in  cryptogra-

phy  and  are  widely  employed  in  digital  signatures,

message  authentication,  and  data  integrity  verifica-

tion. To ensure hash security, the generated hash val-

ues must be sufficiently long, because a shorter length

compromises  security.  Therefore,  SM3  uses  a  256-bit

hash  value  to  ensure  security.  The  core  algorithm

steps of the SM3 compression function , illustrat-

ed in Fig.1, are executed 64 times in a loop.

≪ k

+ 232
Here,  denotes a 32-bit cyclic left shift opera-

tion,  indicates modulo  arithmetic addition, and
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Fig.1.  Core algorithm steps of compression function.
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P0 FFj GGj represents  a  permutation function.  and 

are  Boolean  functions.  The  formulas  for  these  func-

tions are as follows:
 

FFj(X,Y, Z)

=

{
X ⊕ Y ⊕ Z, if j ∈ [0, 15],

(X ∧ Y ) ∨ (X ∧ Z) ∨ (Y ∧ Z), if j ∈ [16, 63].

 

GGj(X,Y, Z)

=

{
X ⊕ Y ⊕ Z, if j ∈ [0, 15],

(X ∧ Y ) ∨ (¬X ∧ Z), if j ∈ [16, 63].

 

P0 = X ⊕ (X ≪ 9)⊕ (X ≪ 17).

A B, . . . , H

SS1 SS2 TT1 TT2

W ′
j

Wj

W0 W1, . . . , W67 W ′
0 W ′

1, . . . , W
′
63

Meanwhile, ,  serve as word registers,

while , , , and  function as interme-

diate  variables.  Additionally,  the  significance  of 

and  should  not  be  underestimated.  These  repre-

sent  the  132  words  derived  from  the  message  block

expansion,  as  detailed  in Algorithm 1.  Consequently,

, , ,  are  precomput-

ed and stored in GPU/DCUs memory.

Algorithm 1. Message Block Expansion

Input: the 512-bit message block: msg;

Wj W ′
jOutput: the 132 words after expansion:  and ;

j1: for =0 to 15

Wj Divide(msg) msg2:    = ; /* Divide  into 16 parts */
3: endfor

j4: for =16 to 67

Wj=P1(Wj−16⊕Wj−9⊕(Wj−3 ≪ 15))⊕ (Wj−13 ≪ 7)⊕Wj−6
5:   ;
6: endfor

j7: for =0 to 63

W ′
j = Wj ⊕Wj+48:   ;

9: endfor

 2.2    Analysis of GPU/DCUs Architectures

Table 1 presents  the  specifications  of  the

GPU/DCUs  platforms  employed  in  this  study.  The

NVIDIA Titan  V[26] is  the  flagship  graphics  card  re-

leased  in  2017,  embodying  NVIDIA’s  premier  design

standards.  NVIDIA  Titan  series  GPUs  are  designed

as professional computing platforms with high energy

efficiency, widely utilized in scientific applications, in-

cluding large-scale AI, deep learning, and high-perfor-

mance  computing.  NVIDIA  announced  that  the  Ti-

tan  V  employs  a  12  nm Volta  architecture,  incorpo-

rating 21.1 billion transistors, 5 120 CUDA cores, 640

Tensor  cores,  and  320  texture  units④.  Additionally,

the Titan V features 12 GB of memory with a 3 072-

bit  width,  a  frequency  of 1 700 MHz,  and  a  memory

bandwidth of 653 GB/s. In terms of performance, the

Titan V architecture combines the L1 data cache with

shared  memory  units,  enhancing  performance  and

simplifying  programming,  achieving  a  peak  tensor

performance of up to 110 TFlops.

The GeForce  GTX 1080[27] is  a  desktop GPU re-

leased by NVIDIA in 2016 and was the flagship GPU

of  that  year.  With  the  introduction  of  the  GeForce

GTX 1080, NVIDIA’s GPU manufacturing process of-

ficially  entered  a  new  era  utilizing  a  16-nm  process.

The  GTX  1080  utilizes  the  Pascal  GP104  architec-

ture  and  incorporates 2 560 CUDA  cores.  The

GeForce GTX 1080 is the first to adopt the GDDR5X

video  memory  subsystem,  featuring  lossless  video

memory compression technology. The enhancement of

the  video  memory  compression  architecture,  coupled

with a video memory frequency of up to 10 Gbps, sig-

nificantly increases the effective video memory band-

width available to the Pascal GP104.

The  NVIDIA  Jetson  Xavier[28] was  released  by

NVIDIA in 2018 and has been specifically targeted at

the  robotics  industry.  It  is  a  sophisticated  minicom-

puter  or  embedded  system based  on  the  Xavier  pro-

cessor, offering high performance along with nearly all

necessary  interfaces,  power  supplies,  and  functional

modules. The Jetson Xavier utilizes the NVIDIA Vol-

ta  architecture,  featuring  512  CUDA  cores  and  64

Tensor  cores.  The  Jetson  Xavier  offers  performance

up to 32 TOPs, although it is less powerful compared

with  some  high-end  GPUs  such  as  the  Titan  V.  Its
 

Table  1.    GPU/DCUs Architecture

Platform Number of
Multiprocessors

Number of
CUDA Cores

Memory Clock
(MHz)

Memory
Bus (bit)

Global Memory
(MB)

Max Power
Consumption (W)

Titan V 80 5 120 850 3 072 12 056 250

GTX 1080 20 2 560 5 005 256 8 116 180

Jetson Xavier 8 512 1 377 256 7 764 30

RTX 4090 128 16 384 10 501 384 24 217 450

Hygon DCU 60 – 1 000 4 096 16 384 350

Jian-Kuo Dong et al.: High-Performance Implementation of SM3 on Heterogeneous GPUs 1549
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key advantage as an embedded device is its low pow-

er consumption.

The  NVIDIA  GeForce  RTX  4090[29] is  based  on

the  Ada  Lovelace  architecture  with 16 384 CUDA

cores  and  a  clock  frequency  of  2.2  GHz.  It  also  con-

tains 512 tensor cores, 176 ROPs, and 128 RT cores.

The memory dimension is 24 GB (GDDR6X), and the

maximum bandwidth is 1 008 GB/s.

The  DCU  accelerator  demonstrates  exceptional

computational  and  memory  access  performance,  us-

ing a 7-nm process and incorporating 2.5D Interposer

system-on-chip  (SoC)  technology.  It  features  high

bandwidth  memory  2  (HBM2)  on-chip,  delivering  a

memory bandwidth of up to 1 TB/s. The peak single-

precision  performance  is  13.3  TFLOPS,  while  the

peak  double-precision  performance  is  6.5  TFLOPS.

The  FP64  computational  capability  has  been  experi-

mentally  validated  to  achieve  a  peak  performance  of

6.5  TFLOPS.  The architecture  of  the  DCU accelera-

tion  device  is  depicted  in Fig.2.  The  SIMD  calcula-

tion group consists of 16 DCU cores and 16 384 32-bit

registers,  with  one  scheduler  and four  SIMD calcula-

tion  groups  forming  a  computing  unit  (CU).  Each

computing  unit  includes  64  KB  of  local  data  share

(LDS), with LDS in separate computing units operat-

ing  independently.  Threads  within  a  computing  unit

can access LDS more quickly than global memory.

 2.3    CUDA, HIP, and ISA

CUDA⑤ is  a  computing  platform  and  program-

ming model introduced by NVIDIA, a leading graph-

ics  card  manufacturer,  in  2006.  It  is  a  general-pur-

pose  parallel  computing  architecture  designed  to

leverage the  extensive  parallel  computing capabilities

of GPUs to address complex computational problems.

Additionally,  CUDA  provides  high-level  program-

ming  language  interfaces  that  allow  developers  to

write programs optimized for the CUDA architecture.

These  programs  can  execute  on  CUDA-compatible

processors with exceptional performance. This signifi-

cantly simplifies  CUDA programming,  enabling users

to  quickly  utilize  CUDA  technology  and  give  higher

priority to optimizing algorithms.

The  DCU  system  employs  the  ROCm  heteroge-

neous  interface  for  portability  (HIP)⑥ programming

model,  which  is  a  C/C++-based  framework  that  of-

fers a header file and runtime library based on the hcc

compiler.  As  illustrated  in Fig.3,  the  HIP  program-

ming  environment  bears  similarities  to  the  CUDA

programming environment in both hardware architec-

tures and software implementations. HIP and CUDA

employ analogous programming models, thread struc-

tures,  memory organizations, and runtime API inter-

faces, providing a basis for the seamless migration of

existing  CUDA  programs  to  HIP.  Beyond  the  hard-

ware  architectures  and  runtime  software  layers,  the

organization  of  higher-level  mathematical  libraries

and their function interfaces also reveal notable simi-
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Fig.2.  DCU acceleration device architecture.

 

NVIDIA GPU DCU

OS (Linux, Windows, Mac) OS (Linux)

CUDA Driver DCU Driver

CUDA Runtime

CUDA Library

CUDA Program

GPU Application GPU Application

Hardware

Kernel-Mode 

Driver

User-Space

Driver

Application

HIP Library

HIP Program

HIP Runtime

Fig.3.  Comparison of HIP and CUDA software stack.

1550 J. Comput. Sci. & Technol., Nov. 2025, Vol.40, No.6

 

⑤https://docs.nvidia.com/cuda/, Oct. 2025.
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larities.  This  architectural  resemblance  simplifies  the

migration  of  existing  programs  and  code  using  CU-

DA acceleration to the DCU platform.

s = a%b

NVIDIA introduced a low-level parallel thread ex-

ecution (PTX) virtual machine and instruction set ar-

chitecture (ISA)⑦ to facilitate programmers who wish

to  develop  applications  using  CUDA.  PTX  ISA  is  a

stable  and  widely  applicable  instruction  set  architec-

ture  across  different  GPUs,  utilizing  a  model  similar

to CUDA C++ but operating at a lower level. Some

fundamental  instructions,  along  with  their  corre-

sponding explanations, are presented in Table 2. List-

ing 1 provides  an  example  (32-bit  integer  remainder,

) of inline PTX ISA by using inline compila-

tion. Additionally, %0 refers to the first operand, %1

to the second operand, and %2 to the third operand.
 
 

Table  2.    PTX ISA Instructions

PTX Instruction Meanings

s = add(a, b) s = a+ b

s = rem(a, b) s = a%b

s = shr(a, b) s = (a >> b)shift right 

s = shl(a, b) s = (a << b)shift left 

s = and(a, b) s = (a&b)

s = or(a, b) s = (a | b)
s = xor(a, b) s = (a⊕ b)

s = not(a) s =∼ a

s = lop3(a, b, c, d)⋇ s = (a, b, c, d)

d d

d b c

Note:  *  means  arbitrary  logical  operation  on  3  inputs.  The
bitwise  logical  operation  on  inputs a, b,  and c is  to  be
computed, and the result is  to be stored in destination s.  The
logical  operation  is  defined  by  a  look-up  table  which,  for  3
inputs,  can  be  represented  as  an  8-bit  value  specified  by
operand .  is an integer constant that can take values of 0 to
255,  thereby  allowing  up  to  256  distinct  logical  operations  on
inputs , , .
 
 
 

Listing  1.    Example of Inline PTX ISA

asm volatile(
��template� e.g., rem.u32 %0,%1,%2;
: ��constraint�(output) e.g., ��= r�(s)
: ��constraint�(input) e.g., ��= r�(a),

��constraint�(input) e.g., ��= r�(b)
);

 

The AMD GPU ISA constitutes the basic instruc-

tion set specified for AMD GPU hardware. Its design

is  intended  to  support  highly  parallel  computing

tasks,  encompassing  a  broad  spectrum  of  instruction

types, including arithmetic, logic, memory access, and

flow control. This architecture features multiple regis-

ter files for storing and processing various types of da-

ta.  The  memory  model  addresses  various  levels  of

memory,  including  local,  private,  shared,  and  global

memory,  to  enhance  memory  access  efficiency.  The

AMD GPU ISA supports debugging and performance

analysis features and is integrated with programming

models  such  as  OpenCL and  AMD ROCm,  enabling

developers to access powerful tools for optimizing par-

allel computing capabilities.

 3    Proposed  Optimization  Techniques  for

SM3

In this section, we propose several optimized tech-

niques  for  the  SM3 algorithm.  Specifically,  according

to the characteristics of GPU/DCUs, we propose sev-

eral  optimization methods of  the SM3 algorithm and

apply these optimization methods to GPU/DCUs.

 3.1    Design Criteria for Proposed Software

In this subsection, we propose a CPU-GPU/DCUs

joint  computing  technique,  as  detailed  in Fig.4.  Ini-

tially, the host (CPU) consolidates the input data to

be encrypted and processes it in groups. It then uses

the device (GPU/DCUs) copy engine to transfer data

from  CPU  memory  to  GPU/DCUs  memory.  Subse-

quently,  the  kernels  of  the  GPU/DCUs  initiate  a

large  number  of  threads  and  perform  cryptographic

parallel  operations  on  the  requests  within  each

stream.  Finally,  the  results  of  the  parallel  computa-

tions  are  copied  back  to  CPU  memory.  The  output

data  from  different  requests  is  then  redistributed  in

CPU memory, and the final calculation results are re-

turned.

Throughout the process, the host (CPU) can con-

figure  the  number  of  threads  and  thread  blocks  re-

quired by the device (GPU/DCUs). The GPU/DCUs

employs the configured blocks  and threads for  paral-

lel computation. The entire implementation is execut-

ed  by  running  a  kernel  function.  In  our  experiment,

we configure the device’s kernel capabilities for SM3.

A  specific  number  of  threads  are  organized  into

blocks,  and a specific  number  of  these  blocks  form a

grid,  creating  a  hierarchical  organizational  structure

known  as  the “thread-block-grid”.  The  indexing  of

threads,  blocks,  and  grids  is  automatically  managed
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cuda/hipThreadIdx

by the CUDA/HIP runtime system, with thread IDs

specified by . Each thread execut-

ing a kernel function is assigned a unique thread ID,

with  index  conversion  accomplished  through  compu-

tational methods. The kernel function executed on the

device  side  manipulates  threads  within  the

GPU/DCUs to perform required data access and com-

putational operations as needed.

 3.2    Overall Structure of Optimization

In  this  subsection,  we  summarize  the  optimiza-

tion  methods  implemented  on  GPU/DCUs  for  SM3.

The  overall  optimization  scheme  is  shown  in Fig.5.

CF

First, this paper extends the 64-cycle compression

function  by implementing a simultaneous compu-

tation  and  compression  method,  which  replaces  the

previously  precomputed  132  words  and  significantly

reduces register usage. Second, in GPU programming,

we utilize the PTX ISA instruction sets to supersede

the original code implementations on other platforms,

thereby  achieving  faster  execution  speeds.  Similarly,

on the DCU accelerator, the AMD GPU ISA is used

to  replace  the  original  code.  Third,  we  employ  CU-

DA/HIP  streams  to  minimize  the  latency  of  data

transfer  between  the  GPU/DCUs  and  CPU.  Specifi-

cally,  our  implementation  leverages  CUDA/HIP

streams to  concurrently  execute  kernel  functions  and

data  transfers.  In  our  implementation,  each  thread

computes  the  hash  digest  of  the  message  using  the

hash  algorithm,  and  these  threads  are  invoked  via

CUDA/HIP streams. Finally, due to the high memo-

ry  access  latency  inherent  in  the  GPU/DCUs  archi-

tecture, which often exceeds the runtime of some ker-

nel functions, optimizing memory access times is cru-

cial  for  enhancing the hash algorithm’s  computation-

al  speed.  Therefore,  we  also  employ  optimized  coa-

lesced  memory  access  to  further  enhance  hash  func-

tion performance.
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 3.3    Register Optimization

Wj W ′
j

CF

As  described  in Algorithm 1,  two  loops  are  uti-

lized during the expansion of  grouped messages.  The

output 132-word messages are stored in  and ,

and kept  in  the  GPU/DCUs registers  until  the  com-

pression  is  completed,  at  which  point  they  are  re-

leased. However, in the compression function ,  as

the  number  of  iterations  increases,  it  becomes  evi-

dent that only six words at most are utilized in each

loop  iteration.  This  result  in  register  wastage  conse-

quently impacts the execution speed of the SM3 algo-

rithm.  Therefore,  this  subsection  proposes  a  fusion

scheme  that  combines  expansion  and  compression

concurrently,  enhancing  register  reuse  and effectively

reducing register usage.

Mi Ni i ∈ [0, 15] Wj W ′
j

The method proposed  in  this  paper  only  requires

32 words ( , , ) to replace  and ,

respectively,  thereby  achieving  both  message  expan-

sion and compression. As a result, the actual register

size employed decreases from 528 bytes to 128 bytes.

The specific implementation is as follows.

 3.3.1    Loops 0–11

CF (Mj, Nj)

Algorithm 2 illustrates  the  specific  implementa-

tion  of  this  process,  in  which  represents

the  SM3  compression  function.  This  process  utilizes

only 16 blocks of 512-bit messages.

Algorithm 2. Expansion & Compression for Loops 0–11

msgInput: the 512-bit message block: ;
Output: the result after 12 rounds of compression;

j1: for =0 to 15

Mj Divide(msg) msg2:    = ; /* Divide  into 16 parts */
3: endfor

j4: for =0 to 11

Nj = Mj ⊕Mj+4
5:   ;

CF (Mj, Nj)6:   ;
7: endfor

TT1 TT2

In  this  scenario,  the  optimization  for  calculating

the intermediate values  and  is as follows:
 

TT1 = FFj(A,B,C) +D + SS2 + (Mi ⊕Mi+4),

TT2 = GGj(E,F,G) +H + SS1 +Mi,

i ∈ [0, 11]

Mi

where .  Thus,  it  can  be  observed  that  the

implementation of the first 12 rounds of loops is rela-

tively  straightforward,  as  the  required  values  of 

are precomputed, and the calculation process only in-

volves reading the corresponding data.

 3.3.2    Loops 12–63

W16 W67

According to Algorithm 1, the calculation method

for  to  in the SM3 expansion algorithm is as

follows:
 

Wj =P1(Wj−16 ⊕Wj−9 ⊕ (Wj−3 ≪ 15))⊕
(Wj−13 ≪ 7)⊕Wj−6.

In programming, the 68 words in the above equation

can be compressed into 16 words, as detailed below:
 

Wjmod16 =P1(W(j−16)mod16 ⊕W(j−9)mod16⊕
(W(j−3)mod16 ≪ 15))⊕
(W(j−13)mod16 ≪ 7)⊕W(j−6)mod16.

W ′
0 W ′

63

W ′
j = Wj ⊕Wj+4

Wj

The  calculation  method  for  to  is

,  similar  to  the  optimization method

described  above,  which  reuses  16  words  of  the  regis-

ter  space  for  64  words.  In  computation,  it  only  re-

quires  calculating  with  a  delay  of  four  words  com-

pared  with .  Its  expansion  can  be  represented  by

the following formula:
 

W ′
jmod16 = Wjmod16 ⊕W(j+4)mod16.

Mi NiTherefore,  it  is  possible  to  reuse  and  to

store  calculation results.  The specific  implementation

method  is  illustrated  in Fig.6.  The  described  ap-

proach is  based on loop unrolling,  and in this  paper,

this  portion  of  the  code  is  implemented  through

macros. The macro code is shown in Listing 2, where
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Fig.6.  Implementation details of simultaneous expansion and compression.
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LeftRotate(A, 12) A

A ≪ 12

 represents  cyclically  shifting  to

the left by 12 positions, i.e., .

j j ∈ [12, 63]

X, Y, R, S, T, U, V

Through  this  macro,  relevant  parameters  can  be

passed to it  for  each iteration,  thereby achieving the

functionality  of  the  loop  during  each  execution.  Si-

multaneously,  the  use  of  this  macro  simplifies  the

code structure after loop unrolling. Specifically, in the

-th iteration (where ),  substitute the val-

ues corresponding to this loop in Fig.6 for the place-

holders  in the macro.

 3.4    Optimizing SM3 with Instruction Set

For  the  internal  optimization  of  the  SM3  algo-

rithm  on  a  GPU,  we  employ  the  PTX  ISA  instruc-

tion set  to replace specific  internal  computing opera-

tions  within  SM3  during  our  experiments.  The  PTX

instruction  set  represents  the  assembly  language  in-

struction set used in CUDA. Assembly language is  a

low-level  programming  language  that  interfaces  di-

rectly  with  a  hardware.  Compared  with  high-level

programming  languages  such  as  C++  and  Java,  as-

sembly  languages  (e.g.,  PTX  ISA)  typically  offer

faster execution. Utilizing assembly language can sig-

nificantly  reduce  the  time  required  for  instruction

transmission and machine language conversion, there-

by  enhancing  the  overall  efficiency  of  the  SM3  algo-

rithm. For instance,  the rotate-left  operation in SM3

is  optimized  through  instruction  substitution,  as  de-

tailed  in Algorithm 3.  The  rotate-left  operation  is  a

frequent operation in the SM3 algorithm. We employ

the PTX ISA instruction set to replace the original C

code,  including  instructions  for  remainder,  left  shift,

right shift, and bitwise OR operations. The test shows

that  replacing  the  instruction  set  significantly  en-

hances the performance of the SM3 hash algorithm.

Due  to  the  architectural  differences  between  the

Hygon DCU and NVIDIA GPU, the PTX ISA is not

applicable  to  the  Hygon  DCU.  Instead,  the  AMD

GPU ISA should be employed. The specific implemen-

tations mirror the PTX ISA.

Algorithm 3. Rotate Left Operation Based on PTX

word bitsInput: the 32-bit element: , and the 32-bit element: ;

wordOutput: the 32-bit element: ;
1: temp = 0
  Step (1):
2: asm volatile(

3:   “rem.u32 %0, %0, 0x00000020;”
bits4:   :“+r”( )

5: )
  Step (2):
6: asm volatile(

7:   “shr.b32 %0, %1, %2;”
8:   :“+r”(temp)

word bits9:   :“r”( ),“r”(32 – )
10: )
  Step (3):
11: asm volatile(

12:   “shl.b32 %0, %0, %1;”
word13:   :“+r”( )

bits14:   :“r”( )
15: )
  Step (4):
16: asm volatile(

17:   “or.b32 %0, %0, %1;”
word18:   :“+r”( )

19:   :“r”(temp)
20: )

 3.5    Use of CUDA/HIP Streaming Technology

The CUDA/HIP operation generally refers to da-

ta  transfer  between  the  host  (CPU)  and  the  device

(GPU/DCUs)  and  the  execution  of  the  kernel  func-

tion.  The running order  for  each operation in  a  CU-

DA/HIP stream is controlled by the host, and the op-

erations  are  executed  in  sequence  according  to  the

commands from the host.

We  utilize  the  CUDA/HIP  streaming  technology

in  our  optimization,  allowing  different  operations  to

overlap  between  the  host  and  the  device  through

asynchronous  CUDA/HIP  operations.  This  means

that we can execute operations queued in the stream

simultaneously  with  other  useful  operations,  thereby

hiding the overhead of some operations in the execu-

tion process. In many computing scenarios, executing

 

Listing  2.    Macro Code for Loops 12–63

#defineLoop_12_63(j, X, Y, R, S, T, U, V) \

SS1 = LeftRotate((LeftRotate(A, 12) + E + LeftRotate(T(j), j)),7); \

SS2 = SS1ˆLeftRotate(A, 12); \

Y = P1(RˆSˆLeftRotate(T, 15))ˆLeftRotate(U, 7)ˆV; \

TT1 = FF(A, B, C, j) + D + SS2 + (XˆY); \

TT2 = GG(E, F, G, j) + H + SS1 + X; \

D = C; tRotate(B, 9); B = A; A = TT1; \

H = G; G = LeftRotate(F, 19); F = E; E = P0(TT2); \
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a  kernel  function  takes  more  time  than  transferring

data between the host and the device.  Therefore,  we

can hide the transfer delay between the host and the

device  by  using  the  CUDA/HIP  stream  technology.

The specific execution architecture is shown in Fig.7.

The entire process of our calculation is data copying,

calculations performed by devices, and data returning.

These  three  operations  can  be  overlapped,  which

means  that  the  data  copying of  the  next  set  of  data

has already started during the calculations of the pre-

vious set of data, effectively reducing the overall exe-

cution time of the program.

 3.6    Optimized Memory Access

In  this  subsection,  we  introduce  another

GPU/DCUs-based  optimization  technique,  which  is

based on coalesced memory access. By using this opti-

mization  technique,  the  speed  of  data  reading  and

writing can be effectively improved, thereby accelerat-

ing the calculation of the entire hash algorithm.

Global  memory  occupies  a  significant  portion  of

the  total  memory  in  the  GPU/DCUs.  Before  the

GPU/DCUs  device  performs  calculations,  the  data

should  be  copied  to  device  memory first,  usually  the

global  memory.  When  the  GPU  needs  to  access  the

memory to retrieve data, it accesses memory in units

of warp. A warp here consists of 32 threads, and these

threads  in  the  same  warp  execute  the  same  instruc-

tion. However, in the DCU accelerator, the number of

wavefronts  is  64.  This  implies  that,  within  the  same

time frame, a SIMD in the DCU can concurrently ex-

ecute a wavefront composed of 64 threads. There are

two main access modes for global memory, which are

coalesced  memory  access  and  non-coalesced  memory

access, respectively.

Taking the GPU as an example, coalesced memo-

ry  access  refers  to  a  warp’s  request  to  access  global

memory  that  results  in  the  least  amount  of  data

transfers. Otherwise, it is referred to as non-coalesced

memory  access.  Specifically,  when  a  warp  accesses

memory, each thread in the warp accesses the data it

needs,  and  if  the  storage  addresses  of  this  data  are

consecutive,  memory access  can be  implemented effi-

ciently,  which is  called coalesced access.  In the DCU

accelerator,  similar  memory  access  patterns  exist.

Based on this  method of  coalesced memory access in

the  GPU/DCUs,  a  new  data  storage  method  is  pro-

posed[16].  Specifically,  the  original  horizontal  storage

of  data  is  changed  to  vertical  storage.  By  using  this

new storage method, each element in data begins at a

continuous  address,  meaning  that  the  addresses  ac-

cessed by each thread are consecutive, which can sig-

nificantly enhance data access speed.

In  addition,  CUDA/HIP provides  special  instruc-

tions  to  facilitate  data  access,  including  the  INT,

INT2,  and  INT4  instructions.  By  using  the  INT,

INT2,  and  INT4  instructions,  the  computing  pro-

gram can read or write 4, 8, and 16 bytes of data to

the  global  memory once,  respectively.  These  particu-

lar instructions that read multiple bytes at a time are

faster  than  ordinary  data  access  instructions.  Based

on these characteristics, we propose a new data stor-

age  method  based  on  the  vertical  method[16].  In  our

experiment, we compare the INT, INT2, and INT4 in-

structions, and finally find that the INT4 instruction

is the fastest. Therefore, we use the INT4 instruction

in the experiment.

The  new  data  storage  structure  we  propose  is

shown in Fig.8. The upper part of the figure is a com-

mon calculation  model.  Taking  the  64-byte  plaintext

and  four  threads  as  an  example,  the  offset  between
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Fig.7.  CUDA/HIP stream.
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each thread is 64 bytes. The second part is the calcu-

lation model we propose. Similarly, taking the 64-byte

plaintext and four threads as an example, we split in-

to 16-byte groups, and 64 bytes are divided into four

groups.  In this  way,  we can see  from the figure that

the  offset  between  each  thread  is  16  bytes,  which  is

less than 64 bytes. At the same time, because it is a

group of 16 bytes, we can use the INT4 instruction in

CUDA/HIP to copy data in batches, which can save

more time than ordinary copy operations. In general,

we use 16 bytes as a new data element to make these

new data elements continuous,  and we use the INT4

instruction to access when reading and writing. Com-

pared  with  the  initial  memory  access  method,  the

speed  of  the  SM3  algorithm  is  greatly  improved  by

using our data access method.

 4    Performance Analysis

We  present  our  experimental  setup,  discuss  the

performance  results  of  SM3  based  on  various  opti-

mization implementations on different platforms, and

compare  the  results  with  related  work.  In  addition,

we show the performance differences between our im-

plementation and OpenSSL.

 4.1    Experimental Setup

In  our  experiments,  performance  measurements

are  performed  in  the  environments  of  the  Titan  V,

GTX  1080,  Jetson  Xavier,  RTX  4090  and  Hygon

DCU, and the CPU is  under  Intel® Xeon® CPU E5-

2699 v3 @ 2.30 GHz environment. The specific GPU

hardware  configurations  for  the  experiments  are  de-

tailed  in Table 1.  In  addition,  the  CUDA  version  is

11.5.1, and the HIP version is 5.2.

 4.2    Performance Evaluation

Latency  and  throughput  serve  as  crucial  metrics

for evaluating the performance of our implementation,

where  throughput  represents  the  amount  of  data  in

megabytes  that  can  be  hashed  per  second  (MB/s).

Tailored for high-concurrency scenarios, our objective

is  to  achieve “as  large  a  throughput  with  acceptable

latency”. Consequently, the latency metric serves as a

practical  gauge  of  the  viability  of  our  high-through-

put  solution.  Making  full  use  of  the  total  available

threads  can  keep  the  pipeline  busy  most  of  the  time

and  take  greater  advantage  of  the  computing  power

in  GPU/DCUs.  Each thread runs  one  SM3 instance.

Thus,  the  batch  size,  defined  as  the  product  of  the

grid size and the block size, plays a critical role in the

performance of GPU kernels.

Because  the  Titan  V  has  80  streaming  multipro-

cessors (SMs), the GTX 1080 has 20 SMs, the Jetson

Xavier  has  8  SMs,  the  RTX 4090  has  128  SMs,  and

the  Hygon DCU has  60  computing  units,  we  set  the

number of thread blocks in our experiments to match

the number of SMs or computing units on each plat-

form.  Additionally,  the  sizes  of  thread blocks  are  set

to 256 512 768, and 1 024, respectively. Table 3 shows

the results of the optimized SM3 algorithm on the Ti-

tan V, GTX 1080, Jetson Xavier, RTX 4090 and Hy-

gon DCU. We test  the effect  of  different numbers of

threads on  the  throughput  of  SM3  when  the  plain-

text sizes are 64 bytes and 8 192 bytes (8 KB), respec-

tively.

The  specific  throughput  peaks  are  shown in  bold

in Table 3. We can see from the table that when the
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plaintext  size  is  64  bytes,  the  peak  throughput  of

SM3 on the Titan V reaches 34 679 MB/s, on the Jet-

son Xavier it attains 1 442 MB/s, on the GTX 1080 it

attains 12 800 MB/s,  on the RTX 4090 platform the

throughput reaches its peak at 132 979 MB/s, and the

Hygon DCU accelerator achieves a throughput of 35 363

MB/s.  In  the  case  of 8 192 bytes  of  plaintext  data,

SM3 achieves peak performance on the Titan V at 123 002

MB/s, on the GTX 1080 at 39 777 MB/s, on the Jet-

son Xavier with a peak throughput of 6 042 MB/s, on

the RTX 4090 reaching an impressive 469 640 MB/s,

and  on  the  Hygon  DCU accelerator  demonstrating  a

throughput  of 116 507 MB/s.  The  table  data  shows

significantly  higher  throughput  with  an 8 192-byte

plaintext compared with a 64-byte plaintext. We can

see  that  the  throughput  performance,  from  high  to

low,  is  the  RTX  4090,  Titan  V,  Hygon  DCU,  GTX

1080, and Jetson Xavier. The reason is that the com-

puting  resources  of  these  four  platforms  are  not  the

same:  the  RTX  4090  has  the  strongest  computing

power,  followed  by  the  Titan  V,  Hygon  DCU,  and

GTX 1080, while the Jetson Xavier, being an embed-

ded GPU, exhibits comparatively lower computing ca-

pabilities.

As  shown  in Fig.9,  we  present  the  histogram  of

the SM3 algorithm on different platforms and thread

counts. We especially provide the performance of the

SM3 algorithm implemented by Dong et al.[20] on the

same  platform.  The  throughput  performance  of  SM3

corresponds  to  the  primary  vertical  axis  (left),  with

units  in  GB/s,  while  latency  corresponds  to  the  sec-

ondary vertical axis (right), where the unit of latency

is  milliseconds  (ms).  Regarding  latency,  we  can  see

that  as  the  number  of  threads  increases,  the  latency

consumed  by  computation  also  increases.  Further-

more,  we  observe  from the  experimental  results  that

when the number of threads is different on the same

platform, the throughput tends to change significant-

ly. Generally, throughput improves as the number of

threads increases. However, in some cases, within our

implementation, increasing the number of threads re-

sults in a decrease in throughput. In fact, it is not the

case  that  starting  more  threads  necessarily  leads  to

better  throughput  results,  as  this  is  also  related  to

registers used in the calculation. If too many registers

are utilized, using more threads in some cases will re-

sult in a decrease in throughput performance.

From Table 3, for a plaintext size of 64 KB, GPU

compute resources are underutilized, leading to lower

performance.  However,  with  an  increase  in  plaintext

length to 8 192 KB, there is a significant performance

improvement.  To  assess  whether  these  results  ap-

proach peak performance on each platform, we select

optimal thread block sizes from Table 3 and test vari-

ous thread block counts across platforms. The experi-

mental  findings  are  depicted  in Fig.10.  As  the  num-

ber  of  thread  blocks  increases,  throughput  stabilizes

across platforms, while latency for completing compu-

tational  requests  gradually  rises.  This  suggests  that

when the number of thread blocks matches the num-

ber  of  streaming multiprocessors,  GPU compute  per-

formance  is  nearly  maximized,  with  further  increases

potentially leading to unacceptable latencies.

 4.3    Performance Comparison

In this  subsection,  we detail  the peaks of  our ex-

perimental  results  in Table 4.  Additionally,  we  com-

pare our work with the GPU implementations, DCU-

based implementations, and implementations on CPU

and  FPGA,  respectively.  It  can  be  seen  that,  com-

pared with CPUs and FPGAs,  GPU/DCUs typically

have  higher  power  consumption.  This  is  because

GPU/DCUs designs emphasize parallel computing ca-

pabilities,  integrating numerous  computing units  and

memory controllers to support high-throughput paral-

lel computing tasks.

 

Table  3.    Performance of SM3

Plaintext TitanV GTX 1080 Jetson Xavier RTX 4090 Hygon DCU

(byte) Threads Tput Threads Tput Threads Tput Threads Tput Threads Tput

64 80×256 28 952 20×256 7 606 8×256 512 128×256 96 169 60×256 18 246

80×512 31 480 20×512 9 870 8×512 911 128×512 118 251 60×512 27 115

80×768 33 312 20×768 10 666 8×768 1 215 128×768 127 204 60×768 35 122

80×1 024 34 679 20×1 024 12 800 8×1 024 1 442 128×1 024 132 979 60×1 024 35 363

8 192 80×256 102 852 20×256 19 876 8×256 5 797 128×256 458 041 60×256 65 893

80×512 116 570 20×512 39 399 8×512 6 003 128×512 465 655 60×512 94 038

80×768 120 326 20×768 39 777 8×768 6 042 128×768 469 640 60×768 111 049

80×1 024 123 002 20×1 024 31 848 8×1 024 5 470 128×1 024 463 512 60×1 024 116 507

×Note: Threads: block size  grid size. Tput stands for throughput (MB/S).
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When the message block size is 8 KB, Sun et al.[19]

achieved a throughput of 10 786 MB/s with a latency

of  398.18  ms  for  the  SM3  algorithm  on  the  GTX

1080.  On the  same platform,  we  measure  a  through-

put  of 39 777 MB/s,  which  is  3.7  times  their  perfor-

mance, and the latency is significantly lower than Sun

et  al.[19] Similarly,  the  performance  achieved  in  this

study on the GTX 1080 is 3.1 times that of Dong et
al.[20] result.  Dong et al.[20] attained a peak SM3 per-

formance  of 23 113 MB/s  on  the  Titan  V  platform,

whereas  our  study  demonstrates  a  throughput  of

CF

123 002 MB/s on the same platform, indicating a re-

markable  5.3-fold  increase.  However,  on  the  Jetson

Xavier platform, Dong et al.[20] achieved an SM3 peak

performance of 4 134 MB/s, while our study showcas-

es  a  throughput  of 6 042 MB/s, signifying  a  notable

1.46-fold improvement. This is because our study sig-

nificantly  reduces  register  usage  in  the  compression

function ( ) by employing loop unrolling and regis-

ter  optimization  techniques.  This  fully  harnesses  the

parallel  computing  capabilities  of  the  GPU,  prevent-

ing  performance  degradation  due  to  resource  con-
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straints and consequently enhancing the computation-

al efficiency of the algorithm.

Yue et al.[25] utilized strategies such as thread or-

ganization, loop unrolling, on-chip caching, and regis-

ter  optimization  on  the  Hygon  DCU  platform.  In

measurements  on  the  same  platform,  the  latency  for

the SM3 algorithm was found to be 54.7 ms when the

message  block  size  was  128  KB.  However,  our  mea-

sured  latency  on  the  same  platform  only  requires

38.3  ms,  indicating  a  performance  improvement  of

nearly 40%.

From Table 4,  we  can  see  that  compared  with

OpenSSL,  our  method  achieves  higher  throughput

both in plaintext whether it is 64 bytes or 8 192 bytes.

OpenSSL  here  uses  multi-threaded  speed  measure-

ment, which corresponds to the number of CPU cores

available  on  the  experimental  platform.  Even  on  the

embedded GPU Jetson Xavier, the throughput reach-

es 6 042 MB/s,  which  is  twice  the  OpenSSL  perfor-

mance on a server-level CPU. Huang et al.[30] attained

a performance level of 286.33 MB/s for the SM3 algo-

rithm on  the  Kintex-Ultrascale  platform.  Meanwhile,
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Fig.10.   Performance  of  SM3  under  different  numbers  of  blocks.  (a)  Titan  V  under  threads/block=1 024.  (b)  GTX  1080  under
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Zang et  al.[7] optimized  both  algorithmic  and  circuit

aspects  using  SMIC’s  40  nm  high-performance  tech-

nology,  resulting  in  a  throughput  of  819  MB/s. The

experimental  results  indicate  that  the  throughput  of

our  SM3  hash  algorithm  implementation  far  exceeds

that of CPUs or FPGAs.

 5    Conclusions

CF

In  response  to  the  current  demand  for  crypto-

graphic computing performance, our research present-

ed a high-performance implementation framework for

the  SM3  hash  algorithm.  By  employing  loop  un-

rolling and register optimization techniques, we signif-

icantly reduced the register usage in the compression

function , leading to a substantial improvement in

the  performance  of  SM3.  In  view  of  the  characteris-

tics of the GPU/DCUs architecture, we used the PTX

ISA/AMD GPU ISA and CUDA/HIP streaming tech-

nology to accelerate hash calculation. Additionally, by

combining  coalesced  memory  access  to  global  memo-

ry  with  the  INT4  instruction,  we  proposed  an  opti-

mized memory access  method and implemented it  in

the  SM3 hash  algorithm.  As  a  result,  we  achieved  a

peak  performance  of  454.74  GB/s  on  the  NVIDIA

RTX  4090,  which  is  over  150  times  faster  than

OpenSSL running on a 16-core server CPU.
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