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Abstract Widely used in a large range of Internet security protocols such as TLS/SSL, the key exchange provides a
method to establish a shared secret between two parties in unprotected channel. Especially in TLS 1.3, in order to ensure
forward secrecy, the key exchange method using static RSA public key encryption algorithm is removed, only Diffie
Hellman (DH) key agreement algorithm is retained, and a new key agreement algorithm X25519/448 is introduced. Com-
pared with other two DH key agreement algorithms (finite field DH and elliptic curve DH based on NIST-P curve) in TLS
1.3, X25519/448 has less computation and the process of parameter selection is undisguised, which is more favored by the
industry. In fact, many open source projects, including OpenSSH, have adopted X25519/448 as the default key exchange
algorithm. Although X25519/448 has relatively small computational complexity, the point multiplication of elliptic curves
in large-scale concurrent requests such as cloud computing and electronic transactions, is still a performance bottleneck. In
this paper, the Graphics Processing Unit (GPU) is used to optimize the performance of X25519/448 at different levels. And
in consideration of the possible threat of timing attack, we maximize the performance. The X25519/448 achieved
2860412/357944 ops/s on the desktop GPU GTX 1080 and 155459/17909 ops/s on the embedded GPU Tegra X2. The
performance of the X25519/448 is far outstripped the CPU, FPGA and similar GPU platforms. Among them, the X25519
implementations on Tegra X2 is 8.5 times of ARM CPU and 13.2 times of FPGA, respectively, reflecting the strong poten-
tial of GPU in the field of embedded cryptographic computing.
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