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Abstract In order to achieve the security functionality of cryptographic algorithms, we need to
ensure the security of cryptographic keys, i. e. » no attacker can access the cryptographic keys.
However, there are various attacks access the cryptographic keys on computers that implement
cryptographic algorithms and perform cryptographic operations, including system attacks and
physical attacks. This paper surveys the attacks that steal cryptographic keys and other sensitive
data on computers. We analyze the cryptographic key protections including various solutions based
on registers, caches, CPU features, and online central servers and data security techniques on top
of protected cryptographic keys, in terms of security, performance and applicability. Finally, we

discuss and prospect the research direction of cryptographic key protection in the future,
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