
HyperDrive: Hierarchical Exploitation of Memory

Efficiency for GPU-Based FHE Acceleration

Guang Fan†, Yi Chen‡, Lei Chen†, Liang Kong†, Chao Niu†, Dian Jiao§,

Yilan Zhu†, Geng Yang†, Shengyu Fan§, Xianglong Deng§, Fangyu Zheng¶, Jian Weng∥,

Meng Li‡, Yisong Chang†, Shoumeng Yan†∗, Mingzhe Zhang†∗

†Ant Group ‡Peking University §Institute of Information Engineering, CAS
¶University of Chinese Academy of Sciences ∥King Abdullah University of Science and Technology

{fanguang.fg, shoumeng.ysm, huayi.zmz}@antgroup.com

Abstract—The escalating demand for encrypted data computa-
tion emphasizes the importance of Fully Homomorphic Encryp-
tion (FHE). With a massively parallel architecture, GPUs have
emerged as de facto accelerators for practical FHE deployment.
However, the performance of existing GPU-based FHE solutions
remains severely limited by frequent memory accesses, leading
to under-utilized computing capability.

To identify the performance bottlenecks, we conduct detailed
profiling experiments across both the Number Theoretic Trans-
form (NTT) arithmetic level and the bootstrapping level. At
the arithmetic level, we observe that GPU instruction pipeline
stalls are incurred by various memory access patterns within the
inner and outer parts of a divided NTT. Meanwhile, redundant
data movements between on-chip memory and off-chip global
memory are exhibited in the conventional step-by-step GPU
kernel execution mode of FHE operations.

Based on these observations, we introduce HyperDrive, a
hierarchical optimization strategy towards arithmetic and op-
eration level, respectively, to exploit memory access efficiency
in GPU-based FHE. Specifically, we first design a fine-grained
register data access method in each FP64 Tensor Core thread
for the inner part of NTT to reduce frequent interactions with
shared memory. Secondly, we develop a structured coalescing
scheme for off-chip global memory access for the outer part
of NTT. Last but not least, at the operation level, we propose
a memory-aware co-optimization for NTT and the cross-poly
kernels. To further mitigate bottlenecks, we employ a ciphertext-
reusing multiply-and-accumulate within plaintext and ciphertext.
Compared with representative solutions, WarpDrive and Neo,
HyperDrive delivers speedups of 2.0× to 5.5× in NTT, 2.2× to
3.7× in homomorphic multiplication, and 3.7× to 8.2× in end-
to-end workloads.

I. INTRODUCTION

Ensuring robust data privacy is a paramount challenge

in sensitive domains like healthcare, finance, and artificial

intelligence. Fully Homomorphic Encryption (FHE) addresses

this by allowing arbitrary computations on encrypted data,

yielding a result that decrypts to the identical plaintext out-

come. This capability enables secure data outsourcing and

privacy-preserving collaboration. Among FHE schemes, the

CKKS scheme [12] has emerged as a cornerstone for modern

applications like artificial intelligence by providing an efficient

framework for computations on real numbers.

Despite its promise, the practical deployment of FHE is

hindered by its immense computational cost. The complex

* Mingzhe Zhang and Shoumeng Yan are corresponding authors.

polynomial arithmetic underlying FHE schemes, especially the

frequent execution of the Number Theoretic Transform (NTT)

[40], makes hardware acceleration essential. In response, the

quest for practical FHE has spurred extensive research into

hardware acceleration using ASIC solutions [25], [27], [29],

[43], [44], FPGA systems [3], [42], [48], [49], and GPU

platforms [14], [16], [21], [22], [47].

Among these platforms, GPUs are a compelling choice for

FHE acceleration due to their highly parallel architecture.

Existing research leverages both specialized Tensor Cores

(TCUs) and general CUDA cores to accelerate FHE. Specif-

ically, TensorFHE [16] utilizes INT8 TCUs for NTT acceler-

ation, while WarpDrive [14] introduces NTT decomposition

to further optimize TCU utilization. To circumvent precision

limitations, Neo [21] adopts double-precision (FP64) TCUs.

On the other hand, Over100x [22] and Phantom [47] employ

kernel fusion to mitigate memory access overhead between

operators, but remain obstructed by persistent fusion barriers.

Through detailed breakdown and micro-architectural anal-

ysis, we identified several critical impediments to perfor-

mance. First, existing TCU-based designs are hindered by

either the high multi-precision arithmetic (MPA) overhead in

INT8-based approaches like WarpDrive [14] or the intense

shared memory (SMEM) traffic in FP64-based designs like

Neo [21]. Second, existing NTT implementations lack full

memory coalescing, resulting in fragmented global memory

(GMEM) transactions due to disorganized access patterns.

Third, current kernel fusion strategies fail to effectively ad-

dress cross-polynomial operations, leaving considerable per-

formance potential untapped. Finally, the plaintext-multiply-

and-add (PMAC) operation remains inefficient due to unre-

solved data access patterns within existing fusion frameworks.

To address these challenges, we present HyperDrive, a hier-

archical GPU-based FHE acceleration solution. It incorporates

a fine-grained register-level data access strategy for NTT-inner-

part and a structured coalescing scheme for NTT-outer-part.

Furthermore, the framework includes memory-aware kernel

co-optimizations and a ciphertext-reuse PMAC to bridge the

efficiency gap in complex cross-polynomial and CRPMAC

operations. Our main contributions are as follows:

• Through in-depth micro-architectural profiling, we identify

distinct categories of pipeline stalls across both the inner
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TABLE I: Symbols and notations used in this paper.

Symbol Definition

L(ℓ) Maximum (current) number of limbs in a ciphertext (a limb
is one RNS component polynomial modulo a prime qi).

dnum Decomposition number [20].

α Number of special prime moduli.

β ⌈ℓ/α⌉. Current decomposition number.

N Degree of a polynomial.

qi (Special) Prime modulus, where 1 ≤ i ≤ L+ α.

QL Product of (prime) moduli,
∏L

i=1
qi.

Pα Product of special (prime) moduli,
∏L+α

i=L+1
qi.

ωn Primitive n-th root of unity in Zqi .

ζn Vector of n twiddle factors where [ζn]i = ωi
n for 0 ≤ i < n.

N1, N2 NTT decomposition factors, where N = N1 ·N2.

N13, N23 Small decomposition factors used in NTT,
where N1 = 8× 8 ·N13 and N2 = 8× 8 ·N23.

Automorphism

Operation Level
(HE Primitives)

Arithmetic Level
(Low-level Math) NTT

Ele-wise
Addition
Ele-wise

Multiplication

Base
Conversion

Inner
Product

Workload Level
(Applications)

HMult Rotation

Key-switching

PMult

(Composite) Rescale

Bootstrapping

Privacy-Preserving
Machine Learning

Private Information
Retrieval

Others

HAdd

Fig. 1: CKKS Computational Hierarchy.

and outer parts of the NTT. Furthermore, we uncover critical

performance bottlenecks at the operation level, specifically

targeting the inefficiencies in cross-polynomial operations

and PMAC operations that current solutions fail to address.

• We present a fine-grained, register-level data access strategy

to alleviate SMEM-related pipeline stalls. We propose a

structured coalescing scheme to resolve GMEM-induced

stalls. Additionally, we devise kernel co-optimizations and a

ciphertext-reuse PMAC to overcome the efficiency barriers

inherent in cross-polynomial and CRPMAC operations.

• Through detailed evaluation, we demonstrate HyperDrive

’s effectiveness, quantifying significant performance gains

from low-level kernels to end-to-end workloads.

II. BACKGROUND

A. CKKS Overview

CKKS is a representative FHE scheme for approximate

arithmetic [12]. It encodes a vector of complex numbers into a

plaintext polynomial m ∈ RQ = ZQ[X]/⟨XN +1⟩, where Q
is the ciphertext modulus and N is the polynomial degree. A

ciphertext is represented as a tuple of polynomials (c0, c1) ∈
R2

Q, which satisfies the decryption relation c0+s ·c1 = m+e.

Here, s is the secret key and e is a small encryption noise that

ensures security but limits the depth of computation.

An end-to-end CKKS-based system stack can be decom-

posed into three hierarchical levels, as illustrated in Fig. 1. The

underlying arithmetic primitives serve as the building blocks

for CKKS operations, which subsequently compose the top-

level workloads. The following subsections briefly introduce

CKKS arithmetic, operations and bootstrapping; for formal

definitions, please refer to [10]–[12], [20].

Algorithm 1 GPU-Efficient Hierarchical NTT Decomposition [5]

Input: Polynomial a(x) ∈ Zq [x]/(x
N + 1) with coefficient vector a ∈ Z

N
q , where

N = N1 ·N2, N1 = 64 ·N13 and N2 = 64 ·N23;

Twiddle factor vectors ζn ∈ Zq for n ∈ {64, N13, N23, N1, N2, N, 2N};
Twiddle factor vectors WN1

,WN2
,WN ∈ Z

N
q defined by entries

[WN1
]i,j,k,l = ωij

N1
, [WN2

]i,j,k,l = ωkl
N2

and [WN ]n1,n2 = ω
n1n2
N

,

for indices i, k ∈ [0, 64), j ∈ [0, N13), l ∈ [0, N23), n1 ∈ [0, N1), and

n2 ∈ [0, N2).

Output: ā = NTT(a) ∈ Z
N
q , the transformed coefficient vector.

▷ — Outer-NTT (Stage 1) —

1: a
GMEM-Load
←−−−−−− GMEM ▷ Parallel load a across blocks

2: a← a⊙ ζ2N [1 : N ] ▷ Negacyclic convolution [32]

3: SMEM←− a

▷ — Inner-NTT (Stage 1) —

4: for j ∈ [0, N13), k ∈ [0, 64), l ∈ [0, N23) do

5: u← SMEM[:, j, k, l]
6: v ← NTT64(u, ζ64) ▷ Can be accelerated by Tensor Cores

7: SMEM[:, j, k, l]←− v

8: d← SMEM

9: d← d⊙WN1
10: d← Permute(d, dim0 ↔ dim1) ▷ Intra-stage transpose

11: for i ∈ [0, 64), k ∈ [0, 64), l ∈ [0, N23) do

12: c[:, i, k, l]← NTTN13
(d[:, i, k, l], ζN13

)

13: c← c⊙WN ▷ Outer twiddle factors across N1 and N2

14: c← Permute(c, (dim0, dim1)↔ (dim2, dim3)) ▷ Global transpose

15: GMEM
GMEM-Store
←−−−−−− c

▷ — Outer-NTT (Stage 2) —

16: SMEM
GMEM-Load
←−−−−−− c ▷ Parallel load intermediate c into SMEM

▷ — Inner-NTT (Stage 2) —

17: for j ∈ [0, N23), k ∈ [0, N13), l ∈ [0, 64) do

18: u← SMEM[:, j, k, l]
19: v ← NTT64(u, ζ64) ▷ Can be accelerated by Tensor Cores

20: SMEM[:, j, k, l]←− v

21: b← SMEM

22: b← b⊙WN2
23: b← Permute(b, dim0 ↔ dim1) ▷ Intra-stage transpose

24: for i ∈ [0, 64), k ∈ [0, N13), l ∈ [0, 64) do

25: ā[:, i, k, l]← NTTN23
(b[:, i, k, l], ζN23

)

26: GMEM
GMEM-Store
←−−−−−− ā

=0

B. CKKS Arithmetic

In this paper, we focus on RNS-CKKS [11], the widely

adopted variant of CKKS that represents the large modulus

Q (or QL) using the Residue Number System (RNS) [17].

Specifically, QL is decomposed into L smaller moduli qi, and

RNS polynomials are defined over RQL
. To efficiently support

high-level operations, CKKS arithmetic can be categorized

into the following three types based on data flow.

1) Poly-Wise Arithmetic: Poly-wise arithmetic includes

NTT and automorphism (auto). Its four steps are: (a) column-

wise NTTs on the data matrix, (b) element-wise twiddle factor

multiplication (EWMult, also known as Hadamard product),

(c) a matrix transpose to reorder the data, and (d) row-

wise NTTs on the transposed matrix. In our approach, we

recursively apply this 4-step method, as shown in Alg. 1. To

optimize its execution on a GPU, we partition the computation

into an Inner-NTT (NTT-Inner-part) and an Outer-NTT (NTT-

Outer-part), which are defined as follows:

• Inner-NTT: The base case of the recursive NTT algorithm:

a radix-64 NTT executed entirely on-chip, involving SMEM

reads and writes.

• Outer-NTT: All other operations in NTT, excluding the
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Authorized licensed use limited to: University of Chinese Academy of SciencesCAS. Downloaded on August 21,2026 at 03:53:37 UTC from IEEE Xplore.  Restrictions apply. 



BConv
Decompose
to  digits

...

...

...

...

: matrix multiplication

...
...

...
: element-wise multiplication
: element-wise addition

For 

and 

or

or 

NTT
Inner Product

BConv BConv

Fig. 2: Computation and data flow across the key steps (BConv, NTT, and IP) in KeySwitch.

Inner-NTT, comprise the EWMult, recursive calls on sub-

problems (Residual NTTs), the transpose, and GMEM/on-

chip data transfers.

The base radix of 64 is selected to match the FP64-TCU’s 8×
4× 8 Matrix Multiply-Accumulate (MMA) dimension, which

facilitates an efficient 8 × 8 decomposition. This provides a

versatile foundation for handling the large polynomial degrees

(N) common in FHE.

2) Element-Wise Arithmetic (EWArith): EWArith includes

modular element-wise addition (EWAdd or ⊕) and multiplica-

tion (EWMult or ⊙). In the NTT domain, polynomial addition

and multiplication are reduced to EWAdd and EWMult.

3) Cross-Poly Arithmetic: Cross-poly arithmetic includes

RNS base conversion (BConv) and inner product (IP): BConv

transforms RNS polynomials between different RNS bases,

enabling base extension. BConv must be performed in the

non-NTT domain. RNS-CKKS adopts the fast BConv [6],

which consists of two stages: EWMult (BConv1) and matrix

multiplication (BConv2) (see Fig. 2). IP performs EWMult

followed by accumulation across β digits, as shown in Fig. 2.

C. CKKS Operations

Given two ciphertexts at level ℓ, ct0 and ct1 in R2
Qℓ

, the fol-

lowing are the common CKKS evaluation operations (outputs

are also in R2
Qℓ

): Homomorphic Addition (HAdd) performs

component-wise addition of two ciphertexts. Homomorphic

Multiplication (HMult) multiplies two ciphertexts and relin-

earizes the result using Key-switching (KeySwitch). Plaintext

Multiplication (PMult) multiplies a plaintext polynomial with

a ciphertext. Plaintext-Multiply-and-Add (PMAC) combines

PMult and HAdd to compute a linear combination of ci-

phertexts with plaintext coefficients. Rotation (Rot) applies a

Frobenius automorphism to rotate packed slots in the cipher-

text, followed by KeySwitch. Rescaling (Rescale) is needed

after HMult and PMult to maintain fixed-point precision by

reducing the modulus. To better manage precision loss, we

adopt the composite scaling technique as proposed in [1], [25].

Key-switching (KeySwitch) is a procedure that converts a

ciphertext from one secret key to another without decryption,

which is essential for relinearizing ciphertexts after HMULT

and restoring the key basis during Rots. We adopt the hy-

brid KeySwitch from [20] for its balance of computational

efficiency and storage overhead. The process first decomposes

the final component of the ciphertext in RQℓ
into β digits.

A ModUp operation (involving NTT and BConv) then lifts

these digits into the extended ring RPQℓ
. The lifted values

are multiplied with the evaluation key (evk) in R2×β
PQℓ

via an

IP, and is then brought back to R2
Qℓ

using ModDown, which

involves NTT and BConv. Finally, this output is added to the

remaining components of the original ciphertext. Fig. 2 shows

the key steps prior to ModDown. Due to its high computational

complexity and frequent execution, KeySwitch constitutes the

primary performance bottleneck at the CKKS operation level.

D. CKKS Bootstrapping

As a foundational workload level operation, bootstrapping

enables FHE by refreshing a ciphertext’s level budget. Despite

its necessity, this process is computationally intensive, driving

extensive optimization research [7], [8], [10], [20]. The key

components of CKKS bootstrapping are summarized below.

• Modulus Raising restores the ciphertext to the full modulus

but introduces a residual term into the message. Subsequent

bootstrapping steps aim to eliminate this residual.

• Coefficients-to-Slots (CtS) and Slots-to-Coefficients (StC)

homomorphically perform encoding and decoding, respec-

tively. While a naive implementation requires O(N) Rots

for plaintext-ciphertext matrix-vector multiplication (PCMM),

the Baby-Step/Giant-Step (BSGS) algorithm [18] reduces this

complexity to O(
√
N). In addition, hoisting is applied to reuse

the ModUp output across baby-step Rots (BS-Rot), reducing

the BS-Rot overhead. [7] further introduced double-hoisting

to reduce the number of ModDowns in BSGS PCMM. While

these techniques significantly reduce the Rot overhead, they

do not decrease the number of PMult and HAdd (PMAC). At

high levels ℓ, PMACs may dominate cost.

• Modular Reduction eliminates the residual term by homo-

morphically evaluating an approximate polynomial.

E. GPU Memory Overheads in Kernel Switching.

While GPUs provide massive parallelism for FHE work-

loads, their conventional discrete kernel execution model in-

troduces severe memory bottlenecks. Specifically, because on-

chip storage (e.g., registers and SMEM) is volatile across

kernel boundaries, intermediate data must be written back

to slow, off-chip global memory upon kernel completion

and re-fetched by subsequent dependent kernels. Given the

massive polynomial sizes in CKKS (e.g., N = 216) and

the deep pipelines of FHE operations, this repeated off-chip
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TABLE II: Key GPU warp states for performance analysis.

Warp State Description

Stall Long Scoreboard Stalled on a data dependency from a long-latency memory
operation, such as a GMEM access.

Stall LG Throttle Stalled as the instruction queue for Global/Local (LG) memory
is full, often from intense GMEM accesses.

Stall Short Scoreboard Stalled on a data dependency from a short-latency memory
I/O instruction (e.g., SMEM access).

Stall MIO Throttle Stalled as the memory I/O instruction queue is full, often from
intense SMEM access.

Compute Waits for an instruction to complete on a functional unit (e.g.,
FPU, ALU).

Eligible Ready to execute, waiting in a pool of ready warps from which
the scheduler selects one to issue an instruction each cycle.

data traversal drastically diminishes arithmetic intensity and

quickly saturates memory bandwidth. Consequently, avoiding

these expensive inter-kernel memory transfers by keeping

intermediate FHE data on-chip motivates maximize kernel

fusion, a pivotal technique for GPU-based FHE acceleration.

F. Warp Scheduling and Pipeline Stalls in GPU

To maximize throughput, GPU schedulers hide latency

from memory access and instruction dependencies by rapidly

switching execution among concurrent warps. However, when

pipeline stalls become excessive, the scheduler may fail to

find an eligible warp, leading to underutilization of the SM’s

computational units. The primary types of these stalls, which

are the main focus of our performance analysis, are detailed in

Table II. Since the number of concurrent warps is constrained

by on-chip resources (e.g., register files, shared memory),

identifying and minimizing the root causes of these pipeline

stalls is critical for achieving high performance.

III. MOTIVATION

To characterize the performance bottlenecks of TCU-

accelerated CKKS, we reproduce the WarpDrive design [14],

a representative TCU-based GPU FHE solution, including

its 4-step NTT decomposition and warp level TCU map-

ping. Moreover, to analyze the FP64 TCU execution path

in a controlled manner, we incorporate Neo’s use of FP64-

TCU [21] and implement an FP64-TCU-NTT variant. We

implement CKKS evaluation operators and bootstrapping by

following the algorithms in [7]. We additionally incorporate

WarpDrive’s parallelism-enhanced kernel design [14] and the

intra- and inter-operation fusion techniques from [22], so that

the baseline reflects a competitive GPU FHE implementation.

To identify the root causes of the remaining inefficien-

cies, we conduct systematic profiling using NVIDIA Nsight

Compute [37], collecting kernel level time breakdowns and

microarchitectural metrics for arithmetic kernels and end-to-

end workflows. Based on these measurements, the rest of this

section presents a three-part bottleneck analysis that focuses

on the Inner-NTT, the Outer-NTT, and FHE operations.

A. Inefficiency within the Tensor-Core-Based NTT-Inner-Part

First, we analyze the existing TCU-based NTT acceleration

schemes for FHE and find that these approaches still suffer

from various efficiency issues.

On one hand, TensorFHE [16] and WarpDrive [14] use

the INT8 data type. Since TCUs lack native support for the

0 25 50 75 100 125 150 175

SET-2

SET-1
134.1 (73.6%) 48.1 (26.4%)

72.7 (72.4%) 27.6(27.6%)

( s)

Other Parts of NTT Kernels Bit Split&Merge and Extra Arithmetic for MPA

Fig. 3: INT8-TCU-NTT (N = 216) latency (µs) breakdown. (The
number of sets is 1 and 2, each comprising 36 limbs.)

0 20 40 60 80 100 120
Stage-2
Stage-1

28% 72%
23% 77%

(K Cycles)

Instruction Issue Cycles Scheduler Stall Cycles

(a) Execution cycles breakdown.

0 5 10 15 20 25 30 35 40
Stage-2
Stage-1

(Cycles)

Stall Long Scoreboard
Stall LG throttle

Stall MIO Throttle
Stall Short Scoreboard

Other Stalls
Compute

Eligible
GMEM Access Stalls

SMEM Access Stalls

(b) Warp states per instruction breakdown.

Fig. 4: FP64-TCU-NTT (N = 216,#limbs = 36) execution cycles
and warp states proportion breakdown.

wide integer multiplications (e.g., 32×32-bit) required by NTT,

these methods must rely on a costly multi-precision arithmetic

(MPA) pipeline, including bit-splitting, an increased number of

arithmetic operations, and bit-merging. Our analysis quantifies

this inefficiency, showing that the MPA pipeline overhead is

26% ∼ 28% of the total computation time (Fig. 3).

On the other hand, Neo [21] utilizes FP64 TCUs to largely

reduce MPA pipeline overhead. However, current FP64-TCU-

NTT solutions still face severe SMEM access bottlenecks. Our

profiling of the 32-bit wordsize, FP64-based NTT implemen-

tation (Fig. 4) reveals substantial inefficiencies. A mismatch

between current NTT acceleration methods and hardware

architecture leads to frequent data movement to and from

SMEM during Inner-NTT (detailed in §IV-B), resulting in a

high fraction of stall cycles due to SMEM access. Specifically,

the proportion of stalled cycles reaches 77% and 72% in NTT

stage-1 and stage-2, respectively, while stalls attributable to

shared memory contribute 32% and 48% of these stalls.

B. Bottlenecks in NTT-Outer-Part

In GPU kernels, a single uncached GMEM access incurs

several hundred clock cycles of latency [35]. Therefore, reduc-

ing the GMEM access frequency via coalescing is a crucial

optimization. However, two main issues limit the effectiveness

of coalesced accesses in the NTT context.

One issue is that, due to algorithmic constraints, the 4-step

NTT requires processing the column-wise inner NTTs before

the row-wise ones, resulting in inherently non-contiguous data

access. To enable coalesced GMEM accesses, it is common to

process multiple sets (pads) of inner NTTs within a single

thread block [13], [14]. Nevertheless, to balance per-block

workload and maximize parallelism, the number of inner-

layer NTTs (pads) processed within one block is restricted,

preventing full utilization of the coalesced GMEM access.

Another challenge is that NTT requires recurrent accesses to

distinct twiddle factors across various stages, including nega-

cyclic convolution [32], Hadamard products, and Inner-NTTs.

Previous approaches generally lacked detailed designs for the

memory access patterns associated with these operations.
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0 20 40 60 80
BConv

InnerProduct
36.2% 63.8%

37.2% 62.8%

(K Cycles)

Instruction Issue Cycles Scheduler Stall Cycles

(a) Execution cycles breakdown.

0 5 10 15 20 25 30 35
BConv

InnerProduct

(Cycles)

Stall Long Scoreboard
Other Stalls

Compute
Eligible

GMEM Access Stalls

(b) Warp states per instruction breakdown.

Fig. 5: Typical cross-poly kernels (N=216, L = 28, β=2) execution
cycles and warp states proportion breakdown.

As shown in Fig. 4, the baseline NTT implementation is

significantly bottlenecked by GMEM-related stalls, comprising

45.9% and 22.6% of warp cycles in stages 1 and 2, respec-

tively. The higher stall rate in stage 1 is primarily attributed to

the outer-layer Hadamard product. This inefficiency is com-

pounded by the hardware requirement of 128-byte transactions

(32 words) to achieve full bandwidth utilization.

C. Constraints in Operation Level Fusion

To analyze the operation-level bottleneck, we performed an

execution time breakdown of the bootstrapping process (Fig.

6). Apart from NTT, cross-poly and PMAC-related kernels

also represent performance bottlenecks in FHE workloads.

These issues can become even more pronounced after NTT op-

timization. Our CKKS bootstrapping implementation (Fig. 6)

employs the intra- and inter-operation fusion techniques from

[22]. Although kernel fusion is a well-established strategy to

mitigate the overhead of sequential execution in FHE work-

loads, current methods still possess significant limitations.

For cross-poly kernels, we consider this aspect to be

the main challenge in kernel fusion optimization. Cross-

poly kernels cannot be directly fused with the NTT kernel

because NTT requires processing multiple pads of a single

polynomial within one block, while cross-poly kernels need

to handle multiple polynomials simultaneously. This leads to

a significant increase in per-block data dimensions, causing

resource constraints and reduced parallelism. Therefore, it is

challenging to co-optimize these kernels with the NTT.

However, the cross-poly kernels have large input and output

dimensions , as shown in Fig. 2. We analyze the stall behavior

of the BConv (in ModUp) and IP kernels. As shown in Fig. 5,

the proportion of stalls attributed to the “stall long scoreboard”

(caused by off-chip memory accesses) reached 60.6% for

BConv and 74.6% for the IP kernel, respectively.

For PMAC-related kernels, prior work [22] identifies

them as bottlenecks in CtS/StC stages of bootstrapping. To

address this, a batched PMAC design was proposed for BSGS

PCMM, as shown in Fig. 7, which reduces GMEM traffic for

intermediate results. However, their kernel fusion approach

still repeatedly loads the same baby-step ciphertext in each

PMAC stage, introducing redundant GMEM reads.

D. Opportunities and Challenges

Root Causes of Performance Inefficiencies. These per-

formance bottlenecks are multifaceted. (i) For Inner-NTT,

0ms 20ms 40ms 60ms 80ms 100ms 120ms
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NTT
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Inner Product
CtS/StC EWArith

Other EWArith
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Fig. 6: CKKS bootstrapping execution time breakdown on A100 GPU
(N=216, L=48, β=3).
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Fig. 7: Batched PMAC for BSGS PCMM from [22] (BS phase
omitted). Here, the number of non-zero diagonals is bs × gs.
Ciphertexts cti are outputs from BS-Rots, ciphertexts ct′j are inputs to
giant-step Rots (GS-Rots), and plaintexts pti,j are encoded diagonals
for i = 1, . . . , bs and j = 1, . . . , gs.

inefficiencies arise primarily from suboptimal implementation

patterns that fail to fully exploit the underlying register-level

potential of Tensor Cores. (ii) For Outer-NTT, the performance

bottlenecks result from a structural conflict between the al-

gorithmic logic and the requirements for coalesced memory

access, alongside simplistic handling of twiddle factors. (iii) At

the operation level, these critical constraints on kernel fusion

originate from a fundamental dimension conflict between NTT

and cross-polynomial arithmetic in FHE, primarily due to a

suboptimal computation order that fails to exploit the temporal

locality of baby-step ciphertexts across giant-step outputs.

Hierarchical Optimization Opportunities. The preceding

analysis illuminates three hierarchical opportunities for a com-

prehensive solution. (i) For Inner-NTT, there is a clear op-

portunity to leverage FP64 TCUs to eliminate multi-precision

arithmetic (MPA) pipeline overhead and minimize shared

memory (SMEM) access. (ii) For Outer-NTT, we identify

an opportunity for a memory-friendly design with row-major

access patterns to maximize global memory (GMEM) band-

width. (iii) At the operation level, the primary opportunity lies

in breaking down the barriers to co-optimizing memory-bound

cross-poly kernels and enabling ciphertext reuse in PMAC by

reordering the Baby-Step/Giant-Step (BSGS) workflow.

Underlying Technical Challenges. Realizing these oppor-

tunities requires overcoming significant hurdles. (i) Moving

beyond textbook GEMM methods requires reverse-engineering

the thread-mapping of TCU fragments to execute the entire

Inner-NTT, including transpositions, strictly within registers.

(ii) Transitioning to a row-major NTT faces a structural

conflict between NTT logic and the hardware’s coalesced

memory constraints, further complicated by the divergent

indexing logic of various twiddle factors and the system-

level consistency challenges introduced by transposed storage.

(iii) At the operation level, a fundamental dimensional mis-

match exists: NTT kernels are designed for “intra-polynomial”

processing, whereas BConv and IP kernels operate “inter-

polynomial.” This structural discrepancy, coupled with severe

resource constraints, means that direct kernel fusion risks
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Terms

MMA Matrix Multiply-Accumulate, a hardware-level instruction executed by NVIDIA Tensor
Cores; This work specifically utilizes its FP64 variant.

 Fragment  A fragment is a CUDA abstraction representing a sub-matrix distributed across the
registers of a 32-thread warp for Tensor Core execution.

Pads In our NTT decomposition, a pad refers to an independent data sub-array (e.g., a 64-
point block) that can be processed in parallel within a GPU thread block.

  Optimization   Description
  TLMOP (Inner-NTT)     Thread-Level Inner-NTT Memory OPtimization (§ IV-A3).   

    TransOP (Inner-NTT)       Transpose OPtimization of Inner-NTT (§ IV-A4).  
  RowMaj (Outer-NTT)   Row-Major NTT (§ IV-B1).

  TFOP (Outer-NTT)   Twiddle Factor access OPtimization (§ IV-B2). 
COOP (Operation Level)  CO-OPtimization for NTT and cross-poly kernels (§ IV-C & § V-A). 

 CRPMAC (Operation Level)  Ciphertext-Reusing PMAC (§ V-B).

(A) Inner-NTT Optimization: Reducing SMEM Traffic (§ IV.A) (B) Outer-NTT Optimization:  Reducing GMEM Traffic (§ IV.B)

MMA

Frequent SMEM Buffer Swapping.
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(C) Memory-Aware Kernel Co-optimization:  Reducing GMEM Traffic (§ IV.C)
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Fig. 8: The hierarchical memory optimization framework of HyperDrive, including glossaries of optimizations and terminologies.

exhausting hardware resources and reducing GPU occupancy.

To systematically address these hierarchical bottlenecks and

architectural and algorithmic challenges, we propose a holistic

solution, HyperDrive, which integrates the aforementioned

optimizations to maximize GPU efficiency for FHE. Details

of this solution are provided in the following section.

IV. HYPERDRIVE CORE DESIGN

A. Design Overview

To systematically dismantle multi-level memory bottlenecks

in GPU-based FHE, we propose HyperDrive, a hierarchical

memory optimization strategy. As illustrated in Fig. 8, our core

design targets inefficiencies across three levels, comprising

both hardware-specific and generally applicable techniques.

(i) First, specifically tailored for TCU-based execution, the

Inner-NTT optimization (Fig. 8A) mitigates frequent SMEM

buffer swapping by introducing a register-resident pipeline that

combines Thread-Level Memory Optimization (TLMOP) and

Transpose Optimization (TransOP). In contrast, the subse-

quent optimizations are generalizable to both TCU and

CUDA Core. (ii) For the Outer-NTT (Fig. 8B), we propose

a structured coalescing design leveraging a Row-Major NTT

scheme (RowMaj) and Twiddle Factor access Optimization

(TFOP) to transform strided memory transactions into fully

coalesced GMEM accesses. (iii) Finally, at the operation

level (Fig. 8C), the Row-Major layout fundamentally enables

Memory-Aware Kernel Co-optimization (COOP). By fusing

cross-polynomial operations with the NTT, COOP keeps high-

dimensional intermediate data resident on-chip, effectively

hiding memory latency and avoiding off-chip data transfers.

Compared to state-of-the-art designs such as WarpDrive [14],

HyperDrive offers a more comprehensive hierarchical solution

that bridges the gap between hardware arithmetic and memory

efficiency, with key distinctions summarized in Table III.

Guided by this framework, the following sections provide a

deep dive into our core contributions.

TABLE III: Design Comparison: WarpDrive [14] vs. HyperDrive.

Feature WarpDrive [14] HyperDrive (Ours)

TCU Precision INT8 (High MPA overhead) FP64 (Low MPA cost)

Inner Transpose Explicit Implicit

Outer NTT Access Column-Major (Strided) Row-Major (Coalesced)

Fusion Scope Element-wise Only Include Cross-poly

Optimization Scope Exclude Bootstrapping Include Bootstrapping

B. A Register-Based Data Access Method for Inner-NTT

To facilitate targeted optimization, we partition the NTT

computation into the inner part (Inner-NTT) and the outer

part (Outer-NTT), as illustrated in Alg. 1. The Inner-NTT not

only carries the main computational load but also requires

frequent data synchronization, resulting in intensive SMEM

access. This subsection introduces an FP64-TCU-based Inner-

NTT scheme designed to minimize this SMEM overhead.

1) NTT Decomposition for TCUs: We compute the NTT

by iteratively applying the 4-step NTT algorithm, recasting

the innermost small-dimension NTTs as MMA operations. For

commonly used N values in CKKS (213 to 216), computing

a single stage within an individual block is impractical due

to parallelism requirements and limited on-chip resources.

We decompose each NTT into two stages and distribute the

computation across multiple blocks. To balance the workload

between stages, we ensure N1 and N2 are as close as possible.

To further refine the decomposition granularity, FP64 MMA

operates on matrices of dimension 848. For NTTs from 213

to 216, decomposition follows the form: N1 = 88N13, N2 =
88N23, where the pairs (N13, N23) are (2, 1), (4, 1), (2, 4),
and (4, 4) for N = 213, 214, 215, and 216, respectively. The

radix-64 (88) component is designated the Inner-NTT and

processed using Tensor Cores.

This approach leverages high-throughput TCUs while main-

taining O(N logN) complexity. By iterating the 4-step de-

composition t times until reaching a constant base size k (N =
kt+1), the complexity of Inner-NTTs (CNTT = Nk(t + 1))
and Hadamard product (CHP = t · O(N)) both scale as

O(N logN). Consequently, this recursive decomposition en-
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Fig. 9: Execution flow of an MMA-based Inner-NTT with lane ID to matrix element mapping (numbers in matrices indicate lane IDs).

sures that the overall computational cost remains O(N logN).
Processing the 32-bit word size on FP64-TCU also requires

an MPA scheme. FP64 supports up to 53 bits of precision. For

a 32-bit multiplication, we need to split one multiplicand into

two parts (each 16-bit), multiply each by the other multiplicand

(32-bit), and finally perform bit merging on the results. This

produces intermediate products that do not exceed 48 bits.

Because an FP64 Tensor Core processes a single 8 × 4 × 8
MMA operation per instruction, each resulting value is an

accumulation of 8 products. After accumulation, the results

remain within FP64’s precision range, and the final bit merging

can be accomplished using the INT64 type. Thus, a single

32-bit multiplication requires only two FP64 multiplications,

significantly reducing MPA overhead compared to implemen-

tations using the INT8 type (16 multiplications) [14], [16].

2) Limitation of Warp-Level Data Access: Relying on

warp-level data loads and stores to match the warp-wide

execution of Tensor Core MMA operations, prior work [21]

suffers from excessive shared memory accesses (§III-A). Since

Inner-NTT involves processing two inner stages of radix-8

NTT computations along with MPA operations, the interme-

diate processing steps become quite intensive. We present an

overview of Inner-NTT in Fig. 8(A). When using auto-filled

fragments, a single Inner-NTT (for N = 65, 536) generates

6.13 MB of shared memory traffic. The total shared memory

access for a single KeySwitch can reach several gigabytes.

3) Thread-Level Memory Optimization (TLMOP) : To im-

prove the performance of NTT, we design a thread-level

Inner-NTT acceleration scheme that minimizes memory access

by analyzing and leveraging the data layout of FP64 fragments.

Data Layout Analysis. In HyperDrive, we conduct the

analysis of the data layout for FP64 tensor fragments. To

minimize memory access, it is necessary to replace the au-

tomatic, SMEM-based fragment filling with a fine-grained,

register-based one. Our analysis of the matrix data of MMA

operations reveals how data for a single MMA computation

is distributed across 32 threads. With FP64 precision, the

supported matrix dimension for the MMA operation is 848,

and the data distributions for its inputs and outputs are shown

in Fig. 9. Each thread is assigned one data item from Fragment

A and Fragment B, and two data items from Fragment C. The

computation results in Fragment D are also evenly distributed

among all threads.

Computation Flow. Based on the analyzed data layout, we

design the computational flow and lane IDs mapping for the

radix-64 Inner-NTT, as illustrated in Fig. 9. In this scheme,

each 64-point Inner-NTT computation is executed by a single

warp. The warp first performs two MMA computations (MMA

1 and 2), multiplying the data matrix with the high and

low 16-bit components of the twiddle factor matrix (TFM),

respectively. This process effectively completes eight radix-

8 NTT computations. Subsequently, bit-merging (Bit-Merge),

modular reduction (ModRed), and element-wise multiplica-

tion (EWMult) are executed sequentially. The results then

undergo two additional MMA computations (MMA 3 and

4). Finally, Bit-Merge and ModRed operations complete one

radix-64 NTT computation. Fig. 9 depicts the data distribution

across each warp during the entire process. The data distribu-

tion for MMA 2 is the same as that for MMA 1, and the

distribution for MMA 4 is the same as for MMA 3. As shown

in Fig. 8(A), SMEM is accessed only when reading the global

input and writing the final result, with no intermediate SMEM

operations required throughout the computation.

Data Movement. NTT operations exhibit strong data de-

pendencies, necessitating cross-thread data exchange even

within the Inner-NTT. In our TCU-based approach, the MMA

operations involve transfers of data from Fragments A and

B to Fragment D across threads. Leveraging TCU-specific

cross-thread exchange mechanisms instead of SMEM-based

transfers enables a completely SMEM-access-free Inner-NTT.

Multi-Inner-NTT Processing. Within a full NTT compu-

tation, multiple Inner-NTT operations execute concurrently

within a single GPU block. To balance parallelism with on-

chip resource utilization, we employ a hybrid strategy that

combines parallel execution across multiple warps and blocks

and serial looping within each warp.

4) Transpose Optimization in Inner-NTT (TransOP): The

Inner-NTT also employs the 4-step NTT algorithm, which

includes a transpose operation. Conventionally, the transpose

is a memory-bound operation, requiring a full read-write cycle
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on SMEM. Our design utilizes an implicit transpose, avoiding

extra memory access. We leverage the distinct distributions of

Fragments A, B, D across threads to implement the transpose

using MMA operations. Specifically, we treat the data matrix

as Fragment B during MMA 1/2, and as Fragment A during

MMA 3/4. Furthermore, within MMA 3a/4a we select columns

1, 3, 5, 7 for Fragment A, while in MMA 3b/4b we select

columns 2, 4, 6, 8 (Fig. 9). This approach allows us to

proceed directly from the results of MMA 1/2 to MMA 3/4

without exchanging data with other threads. Only intermediate

operations like Bit-Merge on thread-local data are required.

While an explicit transpose in a basic scheme (which

already necessitates multiple transposes) doesn’t increase

SMEM accesses, using SMEM for an explicit transpose in our

memory-minimizing Inner-NTT scheme would double SMEM

traffic, making the implicit transpose critically important.

C. A Structured Coalescing Design for Outer-NTT

1) Row-Major NTT (RowMaj): In the 4-step NTT, the

polynomial is viewed as a 2D array, and the inner opera-

tions are first performed column-wise. This approach dictates

a column-major memory access pattern for 3/4 of GMEM

operations, which is highly inefficient because it prevents

memory coalescing, causing severe bandwidth underutilization

and pipeline stalls. To address this, we introduce a data layout

transformation that enables an efficient computational scheme.

Pre-transposed Format and Its System-wide Impact.

To enable our solution, relevant data—including ciphertexts,

keys, and plaintexts—are converted to and maintained in a

pre-transposed format throughout their lifecycle on the GPU.

This format only modifies the data’s memory layout, not its

numerical values. Throughout NTT/INTT operations, the pre-

transposed format is maintained for both input and output

data. The Auto kernel, which performs index permutations,

maintains fully coalesced input reads, while its correspond-

ingly adjusted output benefits from improved spatial locality,

providing a modest performance improvement. Other kernels

that perform element-wise operations are unaffected, as their

logic is independent of the data’s two-dimensional layout.

Preprocessing and Postprocessing. The overhead intro-

duced by converting data to and from the pre-transposed

format is negligible for two key reasons. First, the process

is achieved at zero cost by simply adjusting the output layout

during polynomial operations, rather than executing a sepa-

rate transpose kernel. Second, and critically, this operation

is performed during encoding and decoding on single-limb

data (specifically, before RNS decomposition and after RNS

reconstruction). This avoids the high cost of transposing the

full, multi-limb RNS representation.

The Row-Major NTT Scheme. This scheme directly

addresses the memory access bottleneck by changing the

data access to match the pre-transposed data layout. By pre-

transposing the polynomial, what were originally columns can

now be accessed as rows. This allows the 3/4 of GMEM ac-

cesses to become row-major, enabling fully coalesced memory

access and resolving the critical performance bottleneck. As

illustrated in Fig. 10, the required transpose step is strategically

integrated into the write-back stage of Kernel 1, thereby

avoiding the overhead of a standalone kernel launch and

ensuring that data fetching remains consistently row-major.

2) Twiddle Factor Access Optimization (TFOP): NTT uses

distinct twiddle factors for operations like negacyclic convolu-

tion and the Hadamard product. Because these factors depend

on application-specific moduli, they cannot be statically hard-

coded. Instead, they must be generated during initialization

and loaded from off-chip memory at runtime, necessitating

specialized access strategies for different twiddle factor types.

Negacyclic Convolution. Negacyclic convolution involves

an element-wise multiplication with twiddle factors before the

NTT and after the INTT. The twiddle factors needed for this

step correspond to the indices of the NTT input/INTT output.

In row-major NTT, these factors are read sequentially to

ensure coalesced memory access. For the INTT, we eliminate

a modular multiplication by pre-computing the product of the

twiddle factors and the scaling term (N−1 mod qi).
Hadamard Product (Outer-Layer). The iterative 4-step

NTT involves multiple Hadamard products (EWMult). The

outermost Hadamard product occurs between Kernel 1 and

Kernel 2. Since the twiddle factor indices for this stage deviate

from the data indices, we pre-order these factors (designated

TF-XY) to facilitate coalesced memory access. Depending on

the layout, this EWMult is fused into either the end of Kernel

1 (Col-Major NTT) or the start of Kernel 2 (Row-Major NTT)

to ensure alignment with row-wise access patterns.

Hadamard Product (Inner-Layer). For multiple inner

pads processed within a single block, the inner Hadamard

product involves identical operations where the twiddle factors

can be reused. Given that N1 and N2 are allocated to similar

magnitudes, each block stores at most 256 data elements for

this operation when N ≤ 216. These elements, named TF256,

are stored in SMEM to facilitate reuse across threads.

Twiddle Factor Matrix (TFM). In the Inner-NTT, the

radix-8 NTT is performed using matrix multiplication, which

requires an 8 × 8 matrix of twiddle factors. This matrix is

reusable across warps and shared between the first and second

radix-8 NTTs. Therefore, we also store this matrix in SMEM.

Residual NTT. Twiddle factors are also from TF256.

Overall, the basic NTT kernels suffer from inefficient

memory access, featuring 7 sparse and 4 limited-locality

GMEM accesses, versus only 1 coalesced GMEM access.

In contrast, after adopting row-major NTT and our memory-
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Fig. 11: Computation flow and data layout across key steps (co-optimized BConv, NTT, and IP) in KeySwitch.

friendly twiddle factor access strategy, a single NTT features

just 1 limited-locality access, while the remaining 9 are fully

coalesced. The current twiddle factor access strategy requires

storing, per modulus: 2N factors for negacyclic convolution

(NTT/INTT), N for the Hadamard product (outer layer), and

256 each for TF256 and TFM. This results in a total GMEM

consumption of only 27MB across 36 layers, with each thread

block occupying 2KB of SMEM during computation.

D. Memory-Aware Kernel Co-optimization Strategies (COOP)

In this section, we present the co-optimization strategies

applied to cross-poly operations and the NTT.

1) Bridging Cross-Poly Operations and NTT: As shown in

Fig. 2, both BConv and IP are cross-poly operations. Driven

by the high dimensionality of the data, these kernels exhibit

significantly higher memory access demands than others.

In previous works [14], [22], [47], cross-poly operations and

NTT kernels are typically separate kernels instead of being

fused, as such fusion limits parallelism and significantly in-

creases per-block computation and data loading. The core issue

is conflicting data access patterns. A conventional column-

major NTT accesses multiple data segments (pads) within

a single polynomial. In contrast, cross-polynomial operations

require data exchange across multiple polynomials, expanding

the access footprint from a 2D space (N1 × #pad) to a 3D

one (N1 × #pad × #poly). This 3D access pattern creates

a significant bottleneck: it severely constrains kernel launch

configurations (grid/block sizes) and can cause a block’s reg-

ister and shared memory requirements to exceed SM capacity.

Consequently, these resource and configuration constraints

render kernel fusion impractical.

By eliminating the multi-pad constraint, a row-major NTT

reduces per-block data dimensionality, thereby enabling ker-

nel fusion. Leveraging this, we fuse (BConv2 − NTT1) and

(NTT2 − IP) into co-optimized kernels (Alg. 2 and 3). This

strategy, illustrated in the dataflow diagram (Fig. 11), keeps

intermediate results resident on-chip, eliminating the costly

overhead of moving high-dimensional data between stages.

As shown in Alg. 2, the BConv reduction occurs over

the α′ dimension (Line 6). By assigning each thread block

to a single limb i, the intermediate coefficients are stored

in SMEM and then processed by NTT Stage-1. This design

avoids materializing the L+α−α′ dimension in global mem-

ory, enabling a seamless on-chip pipeline. Similarly, Alg. 3

maintains intermediate NTT results in registers for immediate

IP accumulation to further minimize off-chip data movement.

Additionally, BConv1 is fused with the preceding INTT2

(INTT2−BConv1). Fusing BConv1 and BConv2 is impractical

because BConv2’s matrix multiplication structure would cause

Algorithm 2 Co-optimized BConv Stage 2 and NTT Stage 1

Input: Decomposed Source Limbs: c = {cd,j,n2,n1
∈ Zq | 0 ≤ d < β, 0 ≤

j < α′

d, 0 ≤ n2 < N2, 0 ≤ n1 < N1},
BConv Matrix Elements: b = {(bd,j,i = q̂k mod qi) ∈ Zqi

| 0 ≤ j <
α′

d, 0 ≤ i < ℓ + α− α′

d), where α′

d is limb count of current digit d.

Output: c̃ = {c̃d,i,n2,k1
∈ Zqi

| 0 ≤ d < β, 0 ≤ i < ℓ + α− α′

d, 0 ≤ n2 <
N2, 0 ≤ k1 < N1}.

1: for d = 0 to β − 1 do

2: for i = 0 to (ℓ + α− α′)− 1 do

3: for n2 = 0 to N2 − 1 do

▷ Processed by each Thread Block

▷ — Stage 2 of BConv (GMEM → Reg → SMEM) —

4: for n1 = 0 to N1 − 1 do

5: acc = 0
6: for j = 0 to α′ − 1 do

7: vc
GMEM-Load
←−−−−−− cdjn2n1

▷ Load input

8: vb
GMEM-Load
←−−−−−− bdji

9: acc = acc + vc × vb (mod qi)

10: SMEM[n1]
SMEM-Store
←−−−−−− acc ▷ Store for reuse

▷ — Stage 1 of NTT (SMEM → Reg → GMEM) —

11: for k1 = 0 to N1 − 1 do

12: res = 0
13: for n1 = 0 to N1 − 1 do

14: vs
SMEM-Load
←−−−−−− SMEM[n1] ▷ Low-latency retrieval

15: res = res + vs × ω
n1n2
2N × ω

n1k1
N1

(mod qi)

16: c̃din2k1

GMEM-Store
←−−−−−− res ▷ Final write-back

=0

redundant computations, as different blocks would indepen-

dently re-calculate results based on the same shared input data.

2) Data Prefetching: Kernel fusion creates a longer instruc-

tion pipeline, expanding the design space for co-optimization.

This extended pipeline provides a crucial opportunity for data

prefetching to hide memory latency.

The ideal candidate for prefetching is the evk used in the IP

operation. The key required for IP is twice the size of the input

data, resulting in high memory access density. Consequently,

stalls related to GMEM access dominate significantly (Fig.

5). Moreover, the IP kernel’s low arithmetic intensity offers

insufficient overlap for effective prefetching on its own.

Fusing IP with the NTT kernel solves this problem. The evk

is prefetched into on-chip memory (line 5 of Alg. 3) during

the NTT’s execution phase. This strategy effectively overlaps

the evk’s memory access latency with the NTT’s computation,

achieving a much better balance between memory operations

and arithmetic workloads. The result is significantly reduced

memory stalls and enhanced overall kernel efficiency.

3) Register Pressure Mitigation: Another challenge arising

from the fusion of cross-poly and NTT operations is the

increased demand for registers. This issue is particularly

pronounced when the cross-poly operation is positioned later.

During the NTT computation, registers are required to store

temporary variables, while the cross-poly operation necessi-

tates registers for intermediate multiply-accumulate (MAC) re-
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Algorithm 3 Co-optimized NTT Stage 2 and InnerProduct

Input: Partial NTT Input: c(1) = {ci,k1,n2,d ∈ Zqi
| i ∈ [0, ℓ+α)\[dα, dα+

α′

d), 0 ≤ k1 < N1, 0 ≤ n2 < N2, 0 ≤ d < β},

Full NTT Input: c
(2) = {ci,k1,k2,d ∈ Zqi

| jα ≤ i < dα + α′

d, 0 ≤
k1 < N1, 0 ≤ k2 < N2, 0 ≤ d < β},
Evaluation Key: evk = {evki,k1,k2,d ∈ Zqi

| 0 ≤ i < ℓ + α, 0 ≤ k1 <
N1, 0 ≤ k2 < N2, 0 ≤ d < β}.

Output: c̃ = {c̃i,k1,k2
∈ Zqi

| 0 ≤ i < ℓ + α, 0 ≤ k1 < N1, 0 ≤ k2 < N2}.
1: for i = 0 to (ℓ + α)− 1 do

2: for k1 = 0 to N1 − 1 do

▷ Processed by each Thread Block

▷ — Inner Product (GMEM → Reg) —

3: for d = 0 to β − 1 do

4: resip = 0

5: vevk
GMEM-Load
←−−−−−− evki,k1,k2,d ▷ Prefetch EVK component

6: if dα ≤ i < dα + α′

d then ▷ Already in NTT domain

7: vcurr
GMEM-Load
←−−−−−− c

(2)

i−(ℓ+α−α′

d
),k1,k2,d

8: else ▷ — Stage 2 of NTT (GMEM → Reg) —

9: resntt = 0
10: for n2 = 0 to N2 − 1 do

11: vc
GMEM-Load
←−−−−−− c

(1)
i,k1,n2,d

12: resntt+ = vc × ω
n2k1
N

× ω
n2k2
N2

(mod qi)

13: vcurr
REG
←−− resntt

▷ — Inner Product (Reg → GMEM) —

14: resip = (resip + vcurr × vevk) (mod qi)

15: c̃i,k1,k2

GMEM-Store
←−−−−−− resip

=0

ModUp InnerProduct HAddModDown

Co-Optimization

Fused Kernel

Fig. 12: Co-optimization and kernel fusion for standard KeySwitch.
NTT

∗ represents the NTT×β in Fig. 2 with reusing inputs in the
NTT domain. All other NTTs are sized according to the number of
limbs in their respective inputs.

sults. The kernel of (NTT2−IP) involves a dual-loop structure:

inner-loop operations handle inner-layer NTT computations

(line 10 of Alg. 3), while outer-loop operations perform MAC

operations across multiple data and keys (line 4).

In this scenario, register requirements for both kernels are

combined, and data prefetching further increases register con-

sumption. The overall demand for register resources becomes

significant, necessitating more efficient register utilization.

To address this, we increase register reuse and abandon the

lazy reduction strategy commonly used in conventional IP

implementations. Instead, we perform reduction immediately

after each multiplication, which prevents a doubling of the

bit width for intermediate results and effectively reduces the

number of registers required to store temporary values by half.

V. HYPERDRIVE BOOTSTRAPPING OPTIMIZATION

This section presents optimizations for bootstrapping that

center on a workflow-level operation reordering technique.

First, we integrate HyperDrive’s co-optimized kernels into the

bootstrapping procedure. We then apply operation reordering

to enable further kernel fusion or batching.

A. Integration of Co-optimized Kernels

Typically, HyperDrive replaces all standard KeySwitch op-

erations with its co-optimized kernels (see Fig. 12). However,

ModDown ModUp InnerProduct HAdd Auto

Fused KernelCo-Optimization

Fig. 13: The workflow for GS-Rots, comparing a naive kernel map-
ping (top) with our co-optimized kernel mapping featuring operation
reordering (bottom). NTT∗ is defined in Fig. 12.
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GS-Rot

HAdd

Fused KernelBatched ct

G
S 

D
ir

ec
tio

n

Fig. 14: Ciphertext-reusing PMAC for BSGS PCMM. All symbols
are consistent with those in Fig. 7.

advanced CKKS bootstrapping adopts BSGS [18] and dou-

ble hoisting [7] to mitigate the CtS/StC overhead, and thus

bypasses standard KeySwitch. To support such procedures,

specific adaptations of our method are required.

In the BS phase, only one pre-rotation (or ModUp) is

performed and reused across BS-Rots, leaving no room for

(NTT2 − IP) co-optimization. Moreover, double hoisting re-

tains all PMAC intermediates in RPQℓ
, eliminating ModDown

and offering just one (BConv2−NTT1) opportunity in ModUp.

In contrast, the GS phase performs a ModDown on the

ciphertext’s b(X) part to re-enter RQℓ
, followed by a standard

KeySwitch without ModDown (see Fig. 13).

While our co-optimization strategies can be directly applied

to the naive kernel mapping (top half of Fig. 13), we identify a

more advanced optimization : since ModDown is immediately

followed by ModUp, EWSub can be moved earlier. This

reordering (bottom of Fig. 13) allows: 1) batching the INTTs

of ModDown and ModUp, 2) merging their adjacent steps into

a (BConv2-NTT1) kernel that also fuses EWArith ops, and 3)

better load balance for the final (NTT2-IP) kernel.

B. Ciphertext-Reused PMAC (CRPMAC) in BSGS PCMM

As discussed in § III-C, prior work only fused PMult

and HAdd operations during each round of GS ciphertext

generation. However, this approach still incurs redundant ci-

phertext reads during the BS phase. In contrast, HyperDrive

defers all GS-Rots until the end, as shown in Fig. 14. This

enables batch processing of the PMAC stages, where a single

BS ciphertext is multiplied with a batch of plaintexts to

produce batched ciphertext outputs, maximizing data reuse

in PMAC. Additionally, we apply vectorized memory access

to all EWArith kernels to alleviate bandwidth pressure. In

hoisting scenarios, our method batches in the GS direction,

resulting in a smaller memory footprint compared to [22] (see

Fig. 7), which batches in the BS direction.

VI. METHODOLOGY
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TABLE IV: Parameter sets used for the evaluation.

N L WordSize dnum BatchSize

Set-A† 216 34 + 1 36 9 128
Set-A’ 216 34 + 1 36 3 1
Set-B 216 34 + 1 32 35 1
Set-C 216 34 + 2 32 3 1
Set-D 216 37 + 2 32 3 1
Set-E 216 46 + 2 32 3 1
Set-F 216 46 + 2 32 4 1

† This set of parameters uses KLSS KeySwitch [28] and includes two
special parameters, WordSizeT = 48 and α̃ = 5, which determine
the decomposition structure in KLSS KeySwitch.

TABLE V: Optimization techniques and implementation variants.

Imp./Opt. Description

Individual Optimizations:

TLMOP Thread-Level Inner-NTT Memory OPtimization (§ IV-B3).
TransOP Transpose OPtimization of Inner-NTT (§ IV-B4).
TFOP Twiddle Factor access OPtimization (§ IV-C2).
RowMaj Row-Major NTT (§ IV-C1).
COOP CO-OPtimization for NTT and cross-poly kernels (§ IV-D & § V-A).
CRPMAC Ciphertext-Reusing PMAC (§ V-B).

Baselines and Combined Methods:

BASE Using FP64-TCU-based NTT without the above optimizations, equipped with re-
implemented intra- and inter-operation fusion [22] and parallel-enhanced design [14].

BASE-MDRS BASE incorporated with the moddown-merge-rescale technique used in [2].
BASE-EXT∗ BASE incorporated with optimization techniques used in Cheddar [24].
InnerOP BASE with Inner-NTT optimizations: TLMOP, TransOP.
OuterOP BASE with Outer-NTT optimizations: TFOP, and RowMaj.
NTT+ BASE with all NTT optimizations: TLMOP, TransOP, TFOP, RowMaj.
HyperDrive-CORE BASE enhanced with NTT+, COOP, and CRPMAC.
HyperDrive BASE-EXT enhanced with NTT+, COOP, and CRPMAC.

∗ Covering sequential and parallel fusions [24], as well as methods employed in Cheddar such as sparse-
secret encapsulation [8], moddown-merge-rescale [2], and rescale hoisting [31].

Unless otherwise specified, all experiments are carried out

on a system featuring an NVIDIA A100-PCIE-80G GPU

(1.41 GHz) alongside an INTEL XEON PLATINUM 8558P

CPU (2.7GHz), using CUDA 12.8 [39] and GCC 11.4 [41].

All comparative GPU-based approaches are evaluated using

the A100 GPU. For performance analysis, NVIDIA NSIGHT

Compute [37] is used to gather metrics such as executed

instructions, execution cycles, and different stall types.

The experimental parameters used in §VII are shown in Ta-

ble IV. The optimization techniques and control groups are pre-

sented in Table V. HyperDrive’s performance is benchmarked

using the following four representative FHE workloads.

• Bootstrapping (Bootstrap/Boot): The bootstrapping pro-

cedure is optimized with slim [9] and double-hoisting [7]

algorithms. Under double scaling (DS) [1], CtS and StC each

consume 6 levels, while EvalMod consumes 16 levels.

• HELR: HELR [26] implements logistic regression training

under the CKKS scheme. The model undergoes 32 training

iterations, each processing a batch of 1,024, and the average

latency per iteration is reported.

• ResNet: [30] implements ResNet20/32/56/110 models for

CNN inference on encrypted CIFAR-10 data. We adapt the

65-degree approximate ReLU to match the Set-E.

VII. RESULTS

A. Performance

We present a comprehensive performance evaluation of

HyperDrive against state-of-the-art frameworks, with detailed

results for NTT, CKKS operations, and end-to-end CKKS

workloads presented in Table VI, VII, and VIII, respectively.

For the core NTT operation, HyperDrive achieves signifi-

cant throughput improvements of 19.3×, 5.5×, and 2.0× over

TABLE VI: Throughput (KOPS) of NTT for HyperDrive and previous
acceleration studies, and HyperDrive speedup.

Setting HyperDrive Method (TP) Speedup Method (TP) Speedup

32-bit 932.6 TensorFHE [16] (48.3) 19.3× WarpDrive [14] (468.0) 2.0×

36-bit 526.1 TensorFHE [21] (25.5) 20.6× Neo [21] (95.3) 5.5×

TABLE VII: Execution time (µs) of representative CKKS operations
for HyperDrive and previous acceleration studies.

Scheme (Params) HMult Rot Rescale HAdd

TensorFHE∗ [21] (SetA) 32524 32499 115 47
Neo [21] (SetA) 3472 3422 114 46

HyperDrive (SetA’) 956 902 188.4 66.6
FIDESlib [4] (SetE) 1951 2086 333 153

Cheddar [24] (SetF)‡ 774 724 152 49
HyperDrive (SetE) 769 721 150 43

WarpDrive [14] (SetB) 4284 4341 241 61
HyperDrive (SetB) 1955 1878 116 40

∗ The performance of TensorFHE with double scaling is from [21].
‡ Tested with the pre-compiled library [24]. SetF (a built-in param-

eter) has the same L as SetE.

TensorFHE [16], Neo [21], and WarpDrive [14], respectively,

which are all prominent works that optimize NTT using

Tensor Cores. Against Neo, which also uses FP64-TCUs, our

speedup is driven by dual memory access optimizations for

both Inner-NTT and Outer-NTT. Compared to TensorFHE

and WarpDrive, HyperDrive gains an additional advantage

from a more lightweight MPA pipeline. For typical homo-

morphic operations like HMult and Rot, the performance

gains are driven by HyperDrive’s NTT optimizations (NTT+)

and specialized COOP kernels. This results in an average

speedup of 35.0×, 3.7×, and 2.2× over TensorFHE, Neo,

and WarpDrive, respectively. Notably, HMult speedups exceed

standalone NTT gains in several cases, as COOP eliminates

the severe GMEM-bound bottlenecks of BConv and IP while

simultaneously reducing NTT’s memory demands through on-

chip data reuse. HyperDrive also outperforms the open-source

FIDESlib [4] by 2.2–3.6×. At the workload level, HyperDrive

achieves an average speedup of 27.8×, 8.2×, and 3.7× over

the same baselines. To evaluate the performance of HyperDrive

on deeper networks, we also assess CKKS-based ResNet110

inference (Table IX).

Our performance on CKKS operations is comparable to

Cheddar [24], a concurrent work. Notably, our memory-

focused optimizations are orthogonal to Cheddar’s compu-

tational enhancements (e.g., a 25-30 prime system, signed

reduction). Our kernel co-optimization is also orthogonal to

their kernel fusion. Cheddar focuses on the fusion of element-

wise kernels, while our approach enables the fusion and co-

optimization of NTT with cross-polynomial kernels. Our im-

plementation incorporates techniques used in Cheddar, which

considerably enhance performance on FHE workloads. In this

setting, we have achieved performance that surpasses Cheddar.

B. Effectiveness of Optimization

1) NTT Optimization: Fig. 15 presents an ablation study

illustrating the impact of cumulatively applying our opti-

mizations on NTT performance. By progressively enabling

TLMOP, TransOP, TFOP, and RowMaj, the NTT latency is
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TABLE VIII: Comparison of CKKS workload execution times be-
tween HyperDrive and prior acceleration studies.

Scheme Boot HELR ResNet20 ResNet32 ResNet56
(Params) (ms) (ms) (s) (s) (s)

TensorFHE [21] (SetA) 850 730 40.68 66.19 117.3
Neo [21] (SetA) 240 220 12.03 19.68 34.98

WarpDrive [14] (SetC) 121 - - - -
WarpDrive [14] (SetD) - 113 5.88 - -

Cheddar‡ [24] 40.0 51.9 1.32 - -
HyperDrive (SetD) 33.54 - - - -
HyperDrive (SetE) 39.49 43.42 1.27 2.07 3.68

HyperDrive (SetF) 38.91 42.12 1.21 1.99 3.55

‡ Specific parameters are not disclosed.

TABLE IX: Performance of CKKS-Based ResNet110 Inference.

Model HyperDrive (SetE) HyperDrive (SetF)

ResNet110 7.04s 7.3s

reduced by 32.5%, 3.3%, 25.7%, and 19.7% at each respective

step, culminating in a final latency of 50.2 ms for 36-limbs,

representing an overall reduction of 61.1%. Concurrently,

throughput is boosted by 53.3%, 3.7%, 52.7%, and 23.6%,

reaching a peak of 932.6 KOPS, a total 3.0× performance

improvement. Notably, TLMOP delivers the most substantial

improvement, due to its significant reduction in SMEM access.

Fig. 16 compares the NTT execution time breakdown of

HyperDrive against the INT8-TCU-based WarpDrive. Beyond

the performance gains achieved in the Outer-NTT, Hyper-

Drive delivers a substantial reduction in the MPA overhead.

Specifically, the execution time dedicated to the MPA pipeline

is reduced by 84%–91% relative to the baseline, ultimately

accounting for a mere 5.0%–7.3% of the total NTT latency.

This confirms that leveraging FP64-TCUs for the Inner-NTT

effectively minimizes the multi-precision arithmetic costs,

addressing a critical bottleneck in prior INT8-based solutions.

Fig. 17 illustrates the impact of our NTT optimizations on

pipeline stalls. For the Inner-NTT, TLMOP cuts scheduler stall

cycles in NTT1 and NTT2 by 44.2%, while adding Tran-

sOP increases the cumulative reduction to 50%. By lowering

shared memory usage, TLMOP also boosts kernel occupancy

from 55.0% and 62.3% to 76.8% and 77.0%, respectively.

Although higher occupancy slightly increases total warp stalls

per instruction, TLMOP cuts SMEM-related stalls by 33.2%,

a figure that improves to 38.9% with TransOP.

Subsequently, we examine the Outer-NTT optimizations,

with results presented in Fig. 18. Similarly, applying TFOP

and RowMaj leads to a 27.4% reduction in scheduler stall

cycles, which increases to a cumulative 39.3% after both are

enabled. The corresponding reduction in the GMEM-related

warp stall proportion starts at 50.9% from TFOP alone, and

grows to a cumulative 59.5% with the addition of RowMaj.

2) Operation Level Optimization: To evaluate the COOP

method, we conduct a comparative experiment between NTT+

and HyperDrive on the Keyswitch operation. As illustrated in

Fig. 19, COOP boosts the overall performance by 1.24×. As

shown in Fig. 20, (BConv2 − NTT1) kernel outperforms the

separate execution by 1.36×. On the other hand, (NTT2−IP)

outperform its individual counterparts by 1.32×.
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Fig. 15: Evaluation of NTT latency and throughput under incremental
optimizations: TLMOP, TransOP, TFOP, RowMaj.
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Fig. 16: Comparison of the latency breakdown for HyperDrive (FP64-
TCU) NTT and reproduced WarpDrive (INT8-TCU) NTT (N=216,
1 or 2 sets of 36 limbs each).
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(b) Warp states per instruction breakdown.

Fig. 17: Comparison of execution cycles and warp state proportions
of FP64-TCU-NTT (N=216,#limbs=36) with base and incremental
Inner-NTT optimizations.

Fig. 20 also details the scheduler and warp stall proportions

of the relevant kernels. With COOP optimization, the fused

(BConv2 − NTT1) and (NTT2 − IP) kernels better balance

memory access and computation than their standalone coun-

terparts, leading to a marked decrease in GMEM-related warp

stalls. While the (NTT2 − IP) kernel sees a dramatic drop in

GMEM stalls, its scheduler stall reduction is modest, as it is

constrained by the available parallelism.

Table X presents the register consumption and occupancy

across various kernels. Compared to Base, NTT+ achieves

higher occupancy by replacing FP64 fragments with 32-bit

registers, reducing the per-thread footprint. While the NTT-

IP kernel exhibits higher register usage due to intermediate

accumulations for IP calculations, we forego lazy reduction

to cap register usage at 72 per thread (35.3% occupancy).

This fusion remains highly beneficial, as COOP significantly

mitigates long scoreboard stalls during IP computation.

TABLE X: Registers and Occupancy of cross-poly and NTT
kernels(N=216, L = 32, β=2)

NTT Stage 1 BCONV NTT Stage 2 IP

Metric Base NTT+ BConv
BConv-

NTT
Base NTT+ IP

NTT-
IP

Reg. / Thread 48 32 48 32 48 32 32 72
Occupancy (%) 57.8 92.5 54.6 85.7 57.2 82.5 80.4 35.3
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Fig. 18: Comparison of execution cycles and warp state proportions
of FP64-TCU-NTT (N=216,#limbs=36) with base and incremental
Outer-NTToptimizations.
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Fig. 19: Comparison of the latency (µs) breakdown of KeySwitch
(N=216, L = 32, β=2) for NTT+ and HyperDrive.

To individually analyze the contributions of NTT+, COOP,

and CRPMAC, we break down bootstrap execution time across

configurations (Fig. 21). Since NTT dominates Keyswitch

and Rescale, the NTT+ setting alone delivers speedups over

BASE: 1.49× for bootstrap, 1.63× for Keyswitch, and 1.89×
for Rescale. HyperDrive-CORE builds on this, pushing the

overall bootstrap performance by another 1.21×. This gain

is driven by COOP, which accelerates Keyswitch and Rescale

by a further 1.24× and 1.21×, respectively, and by CRPMAC,

which reduces the significant overhead of redundant ciphertext

reads compared to batched PMAC, leading to a 1.34× perfor-

mance boost for CtS/StC EWArith. Cumulatively, HyperDrive-

CORE’s bootstrap is 1.85× faster than BASE. Furthermore,

HyperDrive achieves 3.10× and 1.64× speedups over BASE-

MDRS and BASE-EXT, respectively.

3) Future Scalability and Architectural Stability: The

roadmap of flagship HPC GPU platforms (Table XI) reflects

a continued trend of scaling FP64 performance to support

high-precision scientific and cryptographic workloads [33],

[34], [36], [38]. From an architectural perspective, the FP64

Tensor Core design has maintained a degree of consistency

across recent generations. This architectural similarity allows

HyperDrive to be executed on H100. Evaluation results on

the H100 (Table XII) indicate that HyperDrive can benefit

from the increased compute density of newer hardware. These

observations suggest that the optimizations in HyperDrive

remain applicable as HPC architectures continue to evolve.

TABLE XI: FP64 TCU Performance across GPU Generations.

A100 (Ampere) H100 (Hopper) B200 (Blackwell) Rubin

19.5 [33] 67 [34] 37 [36] 200 [38]

VIII. RELATED WORK

Numerous studies explored accelerating FHE on GPUs [4],

[15], [23], [47]. [22] provided the first support for CKKS
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(a) BConv2 (ModUp), NTT1 and BConv2 − NTT1
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Fig. 20: Comparison of kernel execution cycles, and warp states per
instruction breakdown of cross-poly and NTT kernels (N=216, L =

32, β=2) between NTT+ and HyperDrive.
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Fig. 21: Bootstrap latency breakdown across configurations (Set-E).

TABLE XII: HyperDrive Performance (TFLOPS) Scaling on H100.

Metric (Set-E) A100 H100

NTT Throughput (32-bit) 932.6 KOPS 1669.5 KOPS
KeySwitch Latency (SET-E) 710.0 µs 414.0 µs
Bootstrap Latency (SET-E) 39.4 ms 24.7 ms

bootstrapping on GPUs. Others [45], [46] focused on ac-

celerating programmable bootstrapping in TFHE and FHEW.

Recent efforts shifted to specialized hardware, particularly

TCUs. While TensorFHE [16] showcased TCU potential, they

struggled with the overhead of frequent on-chip/off-chip data

movement. WarpDrive [14] reduced memory stalls through

NTT decomposition. Neo [21] transforms scalar and element-

wise multiplications into matrix operations, effectively utiliz-

ing the TCU’s FP components. The recent work, Cheddar [24],

further innovates by introducing prime system and modular

reduction optimizations, plus more extensive kernel fusion.

IX. CONCLUSION

This paper presents HyperDrive, a solution addressing

multi-level memory bottlenecks in GPU-based FHE accel-

eration. HyperDrive combines fine-grained register access

for Inner-NTT, a structured memory coalescing scheme for

Outer-NTT, and operation-level optimizations like kernel co-

optimization and ciphertext reuse to reduce memory traffic.

Compared with representative solutions, WarpDrive and Neo,

HyperDrive achieves speedups of 2.0× to 5.5× in NTT, 2.2×
to 3.7× in HMult, and 3.7× to 8.2× in end-to-end workloads.
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