
Towards Faster Fully Homomorphic Encryption
Implementation with Integer and Floating-point

Computing Power of GPUs

Guang Fan∗†§, Fangyu Zheng∗‡§, Lipeng Wan∗†§, Lili Gao¶, Yuan Zhao‖, Jiankuo Dong∗∗,
Yixuan Song‖, Yuewu Wang‡, Jingqiang Lin††

∗State Key Laboratory of Information Security, Institute of Information Engineering,

Chinese Academy of Sciences, Beijing, China
†School of Cyber Security, University of Chinese Academy of Sciences, Beijing, China
‡School of Cryptography, University of Chinese Academy of Sciences, Beijing, China

§Data Assurance and Communication Security Research Center, Chinese Academy of Sciences, Beijing, China
¶Department of Computer and Software, Nanjing University of Information Science and Technology, Nanjing, China

‖Ant Group, Hangzhou, China
∗∗School of Computer Science, Nanjing University of Posts and Telecommunications, Nanjing, China

††School of Cyber Security, University of Science and Technology of China, Hefei, China

Abstract—Fully Homomorphic Encryption (FHE) allows com-
putations on encrypted data without knowledge of the plaintext
message and currently has been the focus of both academia
and industry. However, the performance issue hinders its large-
scale application, highlighting the urgent requirements of high-
performance FHE implementations.

With noticing the tremendous potential of GPUs in the
field of cryptographic acceleration, this paper comprehensively
investigates how to convert the available computing resources
residing in GPUs into FHE workhorses, and implement a full
set of low-level and middle-level FHE primitives based on two
arithmetic units (i.e., INT32 and FP64 units) with three types of
data precision (i.e., INT32, INT64 and FP64). This paper gives a
comprehensive evaluation and comparison based on each road-
map. Our implementations of fundamental functions outperform
the implementations on the same platform by 1.7× to 16.7×.
Taking CKKS FHE schemes as a case study, our implementation
of homomorphic multiplication achieves 3.2× speedup over the
state-of-the-art GPU-based implementation, even considering the
difference of platforms. The detailed evaluation and comparison
of this paper would offer a vital reference for the follow-up work
to choose appropriate underlying arithmetic units and important
primitive optimizations in GPU-based FHE implementations.

I. INTRODUCTION

Fully Homomorphic Encryption (FHE) has become an

attractive “panacea” for data privacy, especially in the field

of privacy-preserving computation. FHE allows performing

arbitrary computation on encrypted data without the need for

the secret key, hence there is no need of the knowledge of

original data. A typical application of FHE is outsourcing the

encrypted data to a commercial cloud environment for pro-

cessing, and then decrypting the encrypted processed results,
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which effectively solves the problem of data confidentiality

while entrusting data and its operations to a third party. FHE

dates back to 1978 [1], and achieves a breakthrough in 2009

with Gentry’s blueprint [2], which is however theoretically

feasible but highly impractical. Since then further efforts have

been made to advance FHE to real-world usage step by step

during the past decade. A series of representative FHE (or

leveled FHE) schemes, such as BGV [3], BFV [4], CKKS [5]

and TFHE [6] have been widely used in both industry and

academia [7], [8], [9]. Despite the great algorithmic advances,

considerable performance overheads are still a bottleneck that

restricts further employment of FHE. The urgent requirement

for FHE accelerations has been highlighted and attracted wide

attention.

For the convenience of research and proof-of-concept, most

previous FHE researches or applications heavily rely on FHE

libraries running on CPU platforms, e.g., the well-known

SEAL [10] and HElib [11]. These libraries focus more on

functionality, usability, and compatibility across multiple plat-

forms while sacrificing platform-specific performance opti-

mizations. Recent study [12] has illustrated 105 to 107 times

of performance degradation for computation on encrypted data

with the SEAL [10] and HElib [11], compared to that on

plaintext messages. In pursuit of extreme performance, many

previous efforts were made to leverage the platform features

to accelerate FHE schemes. Boamer et al. [13] put forward

Intel HEXL to accelerate NTT and modular multiplication

with Intel AVX512-IFMA instruction, achieving a 7.2× single-

threaded speed up. However, limited by the performance upper

bound of the CPU platforms, these implementations cannot yet

meet the requirements of large-scale data processing.

Fortunately, the rapid evolution of graphics processing

units (GPUs) brings an opportunity to solve the performance

dilemma of FHE. Single instruction, multiple threads (SIMT)
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introduced by NVIDIA in 2006 is an execution model that is

used in GPUs for parallel computing. SIMT utilizes thread-

level parallelism, i.e., multiple independent threads execute

concurrently using a single instruction. This feature brings

tremendous potential to FHE acceleration, which requires in-

tensive arithmetic operations. Many previous works attempted

to exploit this tremendous arithmetic computing power and

memory bandwidth. Previous studies [14], [15], [16], [17] have

leveraged GPU to accelerate the fundamental operations (e.g.,

CRT and NTT) of FHE. And some previous works [18], [19],

[20] dedicate to exploring efficient NTT implementations on

GPU for FHE. Based on the GPU FHE implementation, Al

Badawi et al. [21] present a text classification solution, PrivFT,

using FHE to preserve the privacy of content.
By implanting and parallelizing the conventional CPU im-

plementations, the performance of the GPU-based implemen-

tations improves by tens to hundreds of times compared with

that of CPU. However, they fall short in adapting the FHE

workload well into the instruction set, memory hierarchy

and architecture of GPUs. CPU and GPU orient different

types of workloads and thus follows different design principle.

From the perspective of FHE implementation, the selection of

instruction set and the design of algorithm structure need to

be reconsidered when implementing a GPU-based FHE.
Taking the underlying instruction set as an example, both

high-definition 3D graphics processing and deep learning

applications require high-speed floating-point processing ca-

pabilities. In GPUs, floating-point computing power naturally

outperforms the integer one. From 2010 to the present, the

floating-point computing power of NVIDIA GPUs has grown

over ten-fold, from 1.345 (Fermi architecture) Tera Floating-

point Operations Per Second (TFLOPS) to 40 (Ampere ar-

chitecture) TFLOPS, while some generations of GPUs (e.g.,

Maxwell and Pascal architecture) lack of full-function integer

units. With noticing the great potential of the floating-point

computing power, prior studies [22], [23], [24] reported up to

3× speedup for RSA and ECC with floating-point computing

power of GPUs compared to that based on integer one. How-

ever, there is no research on the application of floating-point

computing power of GPUs to FHE implementation.Besides,

the implementation of CRT and NTT algorithms used in

FHE implementations are worth further exploring. On the one

hand, the adaptation of different GPUs, different underlying

arithmetics and different implementation methods needs to

be obtained through experiments. On the other hand, the

algorithms, especially the NTT algorithm, have room for

further optimization.
In this paper, we try to implement a faster FHE implemen-

tation on GPUs with fine-grained optimization and multiple

computing units, including INT32 units and FP64 units. Our

contributions are three-fold:

• Firstly, we investigate all the available computing re-

sources residing in GPUs and give a detailed analysis of

how to turn these resources into FHE workhorses. Then,

we implement a full set of underlying arithmetic required

by FHE schemes with three types of data precision to

fully leverage the INT32 units and FP64 units, especially

the FP64-based implementation, which is a pioneering

work to employ floating-point arithmetic in FHE accel-

erations.

• Secondly, based on all the three series of the underlying

arithmetic, we develop all the fundamental middle-level

primitives including CRT/ICRT and NTT/INTT. We de-

couple their main computational load, and exploit various

optimization algorithms to achieve various implementa-

tions. Pre-calculation and GPU memory optimizations are

also adopted. For NTT, we design and apply different ne-

gacyclic convolution strategies on the basis of a recursive

4-step NTT layout, including the fusion of pre-processing

and post-processing into the inner NTT.

• Finally, we give a comprehensive evaluation and compari-

son on fundamental middle-level primitives with different

underlying arithmetics and different optimization algo-

rithms. Our best FP64-based implementation achieves

1.7× to 16.7× speedup over the implementations of

other works running on the same platform. Taking CKKS

FHE schemes as a case study, our implementation of

homomorphic multiplication on A100 GPU outperforms

the state-of-the-art GPU-based implementation by 3.2×.

The rest of our paper is organized as follows. Section II

presents background material. Section III gives an overall

architecture of the implementation. Section IV detail the im-

plementation. Section V analyses the performance of proposed

algorithm and compares it with previous works. Section VI

concludes the paper.

II. BACKGROUND

This section reviews the essential concepts that are the key

to understanding the rest of the paper. This section starts with

the notations used throughout the paper and then introduces

the fundamental algorithms for efficient FHE implementation.

Finally, we give a brief introduction to the numerical format

of floating-point numbers.

A. Notation

For an integer q, we identify {0, 1, · · · , q − 1} as a rep-

resentative of Zq and use [z]q to denote the reduction of the

integer z, modulo q into that interval. Rq is the polynomial

ring Zq[x]/{xN+1}, where N is a power of 2. Ring arithmetic

is performed modulo both xN + 1 and q. A polynomial

a(x) =
∑N−1

i=0 ai ·xi in Rq can also be represented as a vector

over Zq , so that a = [a0, a1, · · · , aN−1]. Similarly, we usea[i]
to represent the coefficient of polynomial a(x) at positioni.

Throughout the paper, q and N represent the coefficient

modulus and the degree of the polynomial ring, respectively.

β represents the word size, which refers to the number of

bits processed by an multiplication instruction (or simulated

multiplication instruction).

B. FHE Workloads

Many popular homomorphic encryption schemes are based

on ring learning-with-error (RLWE) problem, including
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BGV [3], BFV [25] and CKKS [5]. The polynomial arith-

metic under cryptographic primitives is the main load of

those schemes, especially the polynomial multiplications. The

Chinese Remainder Theorem (CRT) and Number Theoretic

Transform (NTT) are widely used in HE libraries to reduce

the complexity of polynomial arithmetic.

1) Chinese Remainder Theorem: The Chinese Remainder

Theorem (CRT) is used to transform the polynomial from

raw multi-precision representation to CRT representation by

decomposing large coefficients into a set of single-word coef-

ficients.

To exploit CRT, r co-prime moduli qi for i ∈ {0 ≤ i < r}
need to be selected, where q =

∏r−1
i=0 qi and each modulus qi

is a prime number smaller than word size β. Then, a integer

a for a < q can be represented by the set of remainders

{a0, a1, · · · , ar−1} , where ai = a (mod qi). Therefore, the

arithmetic over Zq can be transformed to arithmetic over the

finite field Zqi for i ∈ {0 ≤ i < r}, e.g., a multi-word multipli-

cation is converted to r single-word modular multiplications.

It not only reduces the computational complexity from O(l2)
to O(r) for l = �log q/ log β� (r � l2), but also can be

processed in parallel.

The reconstruction of big integer a is called ICRT, which

can be carried out via Equation (1).

a =
r−1∑

i=0

q

qi
· (( q

qi
)−1 · ai mod qi) mod q (1)

2) Number Theoretic Transform: Number Theoretic Trans-

form (NTT) is a specialized form of the Discrete Fourier

Transform (DFT) for a finite field of integers. Using NTT,

one can transform the polynomial from normal polynomial

representation to NTT representation. Then the polynomial

multiplication can be converted into element-wise multiplica-

tion operations of 2 vectors in NTT form. The computational

complexity of the multiplication between two polynomials in

the polynomial ring is reduced from O(N2) to O(N logN).
The NTT algorithm for the polynomial of degree N , which

is also called N -point NTT, computes the following: Ak =∑N−1
j=0 ajω

jk
N mod qi for k ∈ {0 ≤ k < N}, ωN is the

primitive N -th root of unity of NTT for Zqi (ωjk
N mod qi is

called twiddle factors), aj is an input polynomial coefficient

indexed by j, and Ak is an output polynomial coefficient

indexed by k.

Generally, when using NTT, it is required to double the in-

put polynomial with zero-padding to obtain the result of 2N−
1 degree and modulo the polynomial modulus after element-

wise multiplication. For polynomial ring Zqi [x]/{xN + 1},

which is used in most FHE schemes, a technique called

negacyclic convolution [26] is involved to avoid those op-

erations. The process is shown in Equation (2), in which

Ω−1 = (1, ω−1
2N , ω−2

2N , . . . , ω1−N
2N ).

c = Ω−1 � INTTN (NTTN (ā) ·NTTN (b̄)) (2)

ā and b̄ are the vectors of the coefficients of a(ω2Nx),
b(ω2Nx) respectively. Consider NTT (ā) = A, Ak =

∑N−1
j=0 (ajω

j
2N )ωjk

N . To reduce the number of computations,

it is usually simplified to Ak =
∑N−1

j=0 ajω
j(2k+1)
2N . The trans-

form of NTT (ā) is also called Discrete Weighted Transform

(DWT) [27]. Similarly, INTT (A ·Ω−1) is the inverse of

DWT (IDWT).

Compared with traditional iterative NTT, four-step NTT

[28] is more suitable for parallel computing. In four-step

NTT algorithm, the length N of polynomial is decomposed

into (N1, N2) for N = N1 × N2. In this way, A(k2,k1) in

A = NTT (a) can be computed as Equation (3). In which,

j = j1 + j2N1, k = k2 + k1N2.

A(k2,k1) =

N1−1∏

j1=0

N2−1∏

j2=0

a(j1,j2)ω
j2k2

N2
ωj1k2

N1N2
ωj1k1

N1
mod qi. (3)

The above equation reveals the new four steps of the algo-

rithm: (1) proceed N1 groups of N2-point NTT; (2) transpose

the matrix; (3) multiply twiddle factors; (4) proceed N2 groups

of N1-point NTT.

C. Floating-Point Numbers and the FMA Operation

The 32-bit and 64-bit basic binary floating-point formats

defined in IEEE 754 [29] correspond to the C language

data types float and double. This guarantees consistent

computations across platforms and convenient exchange of

data. The double precision floating point (FP64) value used

in this work has a 1-bit sign, an 11-bit exponent, and a 53-bit

significand. The 53-bit significand includes an implicit integer

bit of value 1 and an explicit 52-bit fraction part.

The fused multiply-add operation (FMA), also included

in IEEE 754 [29], computes (X × Y + Z) with only one

rounding step. This mechanism makes FMA more accurate

than performing separate multiply and add operations with

two rounding steps. NVIDIA GPUs with CUDA architecture

comply with the IEEE 754 standard for binary floating-point

arithmetic with acceptable deviations.

There are five rounding modes defined by IEEE 754 includ-

ing round-to-nearest (ties to even, ties away from zero), round
towards positive, round towards negative, and round towards
zero. Among them, round towards zero (rz) only retains the

effective digit precision and directly discards the extra digits.

III. SYSTEM ANALYSIS AND DESIGN

This section gives a detailed analysis of how to turn GPUs’

resources into FHE workhorses and gives an overall design of

our implementation.

A. FHE Workloads Analysis

The implementations defined over polynomial rings can be

divided into three levels, homomorphic procedures, polyno-

mial arithmetic, and underlying arithmetic.

• The high layer is composed of cryptographic primitives

like key generation, encryption and decryption, and eval-

uation procedures like homomorphic multiplication and

homomorphic addition.
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• The middle layer is polynomial arithmetic, including

polynomial addition, polynomial multiplication and rep-

resentation domain transformation algorithms, like CRT

and NTT.

• Under above all are the multi-word arithmetic and finite

field arithmetic.

In FHE implementations, on account of the large scale

of polynomial parameters (e.g., q = 21200, N = 216), the

overhead of polynomial arithmetic is significant. Following the

so-called “double-CRT” representation techniques [30], most

polynomial arithmetic, especially polynomial multiplications,

are performed in NTT domain to lower computational com-

plexity and increase parallelism. CRT and NTT are required to

transform the representation of polynomials from polynomial

domain to NTT domain.

Although NTT and CRT significantly improve the perfor-

mance of polynomial multiplication, NTT and CRT themselves

are still very time-consuming. In HEAAN [31], a library of

CKKS, a homomorphic multiplication takes 3,903 ms, among

which CRT, NTT and their inverse operations account for

95.8% [15]. Therefore, improving the performance of CRT

and NTT is an important aspect of FHE acceleration.

GPUs can significantly benefit large-scale computing, but

would also make the implementation more complicated. There

are many factors to consider, including arithmetic logic unit

selection, parallel strategy, inter-thread communication, multi-

level memory selection, etc. These designs are essentially

important for the FHE schemes with large-scale parameters.

B. GPU Native Instruction Set Selection

There are many computing resources in modern GPUs. For

example, there are four types of arithmetic logic units (ALUs)

that reside in every streaming multiprocessor (SM) of the latest

Tesla A100 GPU, including integer (INT32) cores, two types

of floating point cores (FP32 and FP64), and AI-dedicated ten-

sor cores. These resources support GPUs for different types of

computations. Among them, the throughput of FP32 arithmetic

instructions is no less than that of INT32. NVIDIA GPUs also

support native 64-bit floating-point arithmetic but not native

64-bit integer arithmetic. On some generations of GPUs, since

there is no full-function integer unit, integer multiplications

are far less efficient than floating-point multiplications. The

instruction throughput of the Tesla A100 and P100 GPUs is

shown in Table I, where the integer multiplication on P100

requires multiple instructions to complete. When performing

calculations, INT32 multiplication is more than twice as slow

as FP32 multiplication. Taken together, GPU invests more

resources in floating point numbers.

However, currently, the floating-point unit of GPUs has not

been considered in FHE acceleration. This is largely because

the use of floating-point units for integer calculations can eas-

ily lead to loss of precision. Most operations in cryptographic

computations require accurate calculation results. For such

computations, the utilization of FMA instructions and careful

treatment are required.

TABLE I: Throughput of native integer and floating-point

arithmetic instructions on A100 and P100 GPU (number of

operations per clock cycle per SM)

Throughput(/SM/CLK) SPF DPF INT32 Add INT32 Mul
A100 64 32 64 64
P100 64 32 64 *

*: It takes multiple instructions to complete one 32-bit integer multi-
plication.

With noticing that in the GPU, there are two types of

floating point computation units, FP32 units and FP64 units,

whose significant bits are 24-bit and 53-bit respectively. In the

implementation of FHE, CRT and NTT algorithms usually

need to choose a large modulus, generally 30-bit or above.

The use of FP32 units will limit the choice of modulus

size, and the proportion of sigficand in FP32 to the total

length is also relatively low. In addition to integer units and

floating point units, the latest GPUs also include tensor cores.

Some studies use tensor cores for cryptographic computations,

such as lattice-based cryptography [32]. However, tensor cores

mainly support low word-size operations, such as INT8, FP16,

and thus fit well with the lattice-based cryptography whose un-

derlying modulus is relatively small but are highly inefficient

for the FHE calculation.

For the above considerations, we choose INT32 units and

FP64 units. In fact, from the perspective of the final implemen-

tation, these two computing units have their own advantages

and disadvantages.

C. Overall Design

In order to achieve faster FHE implementation, we imple-

ment a full set of low-level and middle-level FHE primitives

with comprehensive optimizations. Our work focus on the

common used polynomial ring Zq[x]/{xN + 1}. The overall

design is shown as Fig. 1.

FP64 Arithmetic

INT64 Arithmetic

INT32 Arithmetic

GPU

A Polynomial  
over Zq

Polynomials  
over Zqi

Vectors over 
Zqi

CRT/ICRT NTT/INTT

Four-Step NTT  
Negacyclic Convolution

Multi-Word Arithmetic Arithmetic over Zqi

MWMul MWAcc

FP64 UnitsINT32 Units

Evaluation

CRT-MOD/CRT-MUL
ICRT-C/ICRT-G

MWAdd MWSub

MWCom

MSMod
Stepwise 

Mod
Inner

Product

ModMul

Barr s 
ModMul

Shoup s
ModMul

Mont s
ModMul

Fig. 1: The overall design

1) Underlying arithmetic: There were studies on the im-

plementation of FHE that leveraged two kinds of integer
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arithmetic respectively. Previous studies [14], [33], [15] used

32-bit word size, while other studies [18], [16], [34] chose

64-bit word size. Because different researches use different

optimization algorithms, it is difficult to directly compare

which underlying arithmetic implementation is better. Besides,

there is no research to demonstrate an FHE implementation

using FP64 arithmetic.

Thus, we select INT32, INT64 and FP64 arithmetic as

the three candidates and implement all the three kinds of

underlying arithmetic, trying to explore the best routine for

the FHE implementations. Their word size are 32-bit, 64-bit

and 52-bit respectively. The first two are based on INT32 units

of GPUs and the last one is based on FP64 units.

Two sets of components are involved in this level. Multi-

word arithmetic is mainly used in CRT/ICRT algorithm. Multi-

word accumulations (MWAcc) and multi-word multiplications

(MWMul) are most time-consuming operations. Multi-word

integer modulo single-word integer (MSMod) is the main

computing load in CRT and also appears in the ICRT. We

implement that operation in 2 ways, using step-wise modular

reductions and an inner product of two sequences respectively.

Finite field arithmetic over Zqi is mainly used in NTT/INTT

algorithm and homomorphic evaluations. In those operations,

modular multiplication (ModMul) is one of the performance

bottlenecks. We use Barrett’s ModMul [35], Shoup’s ModMul

[36] and Montgomery’s ModMul [37] to accelerate those

operations.

2) Polynomial arithmetic: The polynomial arithmetic is

built upon the underlying arithmetic. Firstly, we determine

the choice of moduli used in CRT and NTT. Generally, there

are two options : 1) using the same single-word primes for

both CRT and NTT and make qi = 1 mod 2N to satisfy the

condition of negacyclic convolution; 2) using a special modu-

lus for NTT to improve the computing performance. Previous

works [38], [14] introduced Solinas prime, qs = 264−232+1,

to convert modular reductions into shift, addition and sub-

traction operations. Nevertheless, the method also introduces

many limitations including the contradiction with negacyclic

convolution. Exploiting the fast modular reduction algorithm

and releasing both floating-point and integer computing power

of GPUs, the special prime is no longer needed, so we choose

same moduli with CRT for NTT.

Based on the different word size of INT32, INT64 and FP64

arithmetic, we choose primes under 29-bit, 61-bit and 49-bit,

respectively, reserving 3-bit for lazy reduction.

There are some components or methods that can be substi-

tuted for each other in our system. Nevertheless, each method

or component involves different kinds of computation load,

and the required memory size also differs. The performance

may correspondingly differs for different underlying arithmetic

and different generations of GPUs. Therefore, we do not

employ one certain method but explore and evaluate different

technical routes in our implementations.

For CRT, We explore multiple optimizations of MSMod

and develop two ways of CRT, namely CRT-MOD and CRT-

MUL. We also investigate two ways for ICRT, namely classic

ICRT (ICRT-C) and Garner’s algorithm (ICRT-G). Their main

computational loads are decoupled and optimized with our

underlying arithmetic. For NTT, we design different nega-

cyclic convolution strategies on the basis of a recursive 4-step

NTT layout, including the fusion of pre-processing and post-

processing into the inner NTT. The adaptability of different

ModMul algorithms to NTT with a large degree (214 ∼ 216)

is also studied.
3) Parallel Strategy: For GPU-based FHE implementa-

tions, one straightforward way is to process an instance in a

single thread, which would avoid the communication overhead

between threads and have high throughput when processing

a large number of instances. The other way is to process

an instance by multiple threads, which is able to make full

use of multi-level memory resources and shorten the delay of

processing a single instance.
Since the parameters of FHE schemes are large in scale,

the single-threaded method would cause unacceptable high

latency. Besides, unlike CPU, the register files are assigned

to each GPU thread, and each thread occupies a large number

(up to 255) of dedicated 32-bit resisters, and an important

lesson learned from our previous GPU-based implementations

is to place the frequently-used variables/parameters into the

abundant register resources as much as possible, however,

even such a large register number cannot afford the large-scale

FHE parameters. Based on the above considerations, we use

multiple threads to collaborate on one polynomial operation.
4) Memory Usage: Compared with CPU, the memory hier-

archy of GPUs is more complicated. Roughly, the access speed

of each memory is: register > on-chip memory (e.g., shared
memory and L1 cache) > off-chip cached memory (e.g.,

constant memory and texture memory) > off-chip memory

(e.g., global memory and local memory). And we deal with

different types of data in FHE computation process as follows:

• The input and output data of CRT and NTT algorithm are

of quite large sizes, so we have put them in the global
memory.

• Precomputed data, including moduli and values derived

from moduli and β, which are small and read-only, are

placed in the read-only cached constant memory.

• Other precomputed data, like twiddle factors in NTT, are

too numerous to be allocated in constant memory. In

INT32 arithmetic, we store them in the read-only cached

texture memory. While, in INT64/FP64 arithmetic, they

are just placed in global memory, because the texture

memory is designed for 32-bit memory access and has

the opposite effect for 64-bit one.

• As aforementioned, the FHE workloads are highly paral-

lelized so that the intermediate data generated by threads

can be stored in registers as much as possible to fully

leverage the potential of ALUs. When inter-thread data

exchange is required, we use shared memory for commu-

nication within the block first and then use global memory
for communication between blocks. The data is arranged

elaborately to maximize coalesced global memory access

and minimize bank conflicts of shared memory.
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IV. IMPLEMENTATIONS

In this section, we first introduce the underlying arithmetic

including instruction-level arithmetic, multi-word arithmetic

and finite field arithmetic. The underlying arithmetic is im-

plemented in three versions, using INT32 arithmetic, INT64

arithmetic and FP64 arithmetic respectively. Then detailed

implementation of the CRT/ICRT and NTT/INTT is also

further explained.

A. Instruction-level Arithmetic

INT32 arithmetic. NVIDIA GPUs support 32-bit native

integer instructions. In CUDA parallel thread execution (PTX)

instruction set, multiply-add (mad) instruction and instructions

for carry operations (addc, subc and madc) could be

directly utilized to improve efficiency. In order to apply those

instructions, we directly adopt PTX assembly to exploit the

native INT32 instructions in INT32 arithmetic.

INT64 arithmetic. Since there is no INT64 computing units

in NVIDIA GPUs, INT64 operations need to be simulated with

INT32 instructions. To handle single-word multiplications, we

use the built-in functions __umul64hi and __umul64lo
in CUDA Math API. An INT64 multiplication is substituted

by four INT32 multiplication instructions and six addition

instructions in total. For carry operations in INT64 multi-word

operations, we leverage the native INT32 instructions and the

carry flag cc, which will be detailed in Section IV-B1.

FP64 arithmetic. In FP64 arithmetic, we combine the

advantages of floating-point computing power and integer

computing power of GPUs, so that both multiplication and

addition get the best performance. For multiplication, we use

FP64 instruction, which is twice as fast as INT64 multiplica-

tion in some GPUs and is not slow in the rest.

Algorithm 1 demonstrate the single-word multiplication

(SWMul) in FP64 arithmetic. By exploiting all fraction part of

FP64 numbers, the word size of FP64 Arithmetic reaches 52-

bit. We utilize two fma instructions to calculate the high 52-bit

and the low 52-bit of the product of single-word multiplication

respectively. In order to fix the most significant bit of the

fma results, we set the third operand of fma instruction as

an anchor value. In the line 3, we set the anchor to 2104 to

get fhi, the high 52-bit product with anchor. In the result, the

anchor just occupies the implicit bit. Note that the rounding

mode of fma instruction is set to round towards zero, so that

the fhi will not be affected by the low 52-bit product. Next,

we subtract the high 52-bit from the product, and fix the the

most significant bit of flo by setting the anchor value to 252,

which is equivalent to setting the third operand of the fma
instruction to (252 − (fhi − 2104)). In this way, we get the

low 52-bit of the product with anchor in line 4. Due to the

introduction to the anchor, the implicit leading bit is sacrificed

and thus only 52 bits are available in all 53-bit significand of

FP64 numbers.
Note that in FP64 arithmetic, numbers are stored as 64-

bit integers. We will explain the benefits of this later. In this

case, the data needs type conversion before and after multipli-

cations. The overhead of converting the input multiplicands to

Algorithm 1 SWMul in FP64 Arithmetic

Require: single-word integer a and b.
Ensure: (h, l) = a× b.

1: c1 = 2104, c2 = 2104 + 252,mask = 253 − 1
2: convert a and b to FP64 type

3: f hi = fma.f64.rz(a, b, c1)
4: f lo = fma.f64.rz(a, b, c2 − f hi)
5: mov.d64 h, f hi
6: mov.d64 l, f lo
7: h = h & mask
8: l = l & mask

floating-point numbers is negligible, but converting floating-

point numbers back to integer numbers is a time-consuming

operation. Due to the introduction to the anchor, we can easily

extract the INT64 type results by exploiting the native mov
and and bit-wise instructions. And the anchor itself is implicit

that does not require further operations.

In FP64 arithmetic, the integer computing power is also

exploited to handle additions and subtractions for two reasons.

Firstly, there is no FP64 instruction to efficiently resolve carry

operations. Secondly, the instruction throughput of integer

addition is relatively high in almost all generations of GPUs,

unlike the integer multiplication instructions. In this case, co-

efficients are stored in 64-bit integer arrays. When performing

addition operations, the word size is temporarily extended to

64-bit as a redundant representation. The extra 12 bits are

used to prevent overflow without carry operations, which can

greatly improve the accumulation efficiency.

B. Underlying Arithmetic

1) Multi-Word Arithmetic: Multi-Word arithmetic is mainly

used in CRT/ICRT algorithm, where multi-precision represen-

tation is used for multi-word coefficients.

The multi-word accumulation (MWAcc) is a tedious oper-

ation for repeated carry operations. In INT32 or INT64 im-

plementation, we adopt addc instructions to avoid overflow.

Most of addc instructions just add zero and the carry-in flag

to the summation, which is hereinafter referred to as AddcZero

instructions.

Multi-word multiplication-accumulation (MWMAC), which

is commonly used in the ICRT algorithm, is more complicated

than MWAcc. In a common MWMAC operation, a t-word

integer a is multiplied by a single-word integer b and the result

is accumulated to an integer array s, which does not exceed l
in length. In total, (4l − 4t+ 1) and (2l − 2t+ 1) AddcZero

instructions are included in one MWMAC in INT64/INT32

arithmetic respectively. The number of instructions will not

reduce even if t decreases.

In FP64 implementation, each sample of a coefficient is up

to 52-bit and stored as a 64-bit integer variable. The remaining

12-bit can be used to avoid overflow during accumulation

and the AddcZero instructions are no longer required. So the

MWMAC in FP64 arithmetic is much simpler than that in

INT64 arithmetic. After the complete accumulation, we use
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bit operation to add the first 12-bit of each sample into the

more significant sample to restore the word size to 52-bit.

Besides, We also implement multi-word subtraction (MW-

Sub), multi-word comparison (MWCom) and multi-word in-

teger modulo single-word integer operation (MSMod). For

MWSub, we use subc instructions to improve performance

in integer arithmetic. In FP64 arithmetic, an extra carry flag

is introduced and the subtraction with borrow is implemented.

For MWCom, the comparison is carried out from the most

significant sample to the least significant sample until the result

is obtained. The MSMod is the main computing load of CRT

algorithm, which will be illustrated in Section IV-C.

2) Finite Field Arithmetic over Zqi : Finite Field Arithmetic

includes modular addition (ModAdd), modular subtraction

(ModSub) and modular multiplication (ModMul). The Mod-

Mul is the most time-consuming one. To mitigate the compu-

tational overhead, three ModMul algorithms are implemented,

aiming at different situations.

When a multiplier in ModMul can be determined in ad-

vance, Montgomery’s ModMul [37] and Shoup’s ModMul

[36] are better options. The difference is that the former

needs one more half-multiplications (4) than the latter (3),

but requires fewer inputs. When the multiplier is runtime

generated, Barrett’s ModMul [35] is the choice.

Note that the lower word of the multiplication product

cannot be calculated separately with the FMA instruction.

So in FP64 arithmetic, we use the __umul64lo function

to compute the single lower word of the product.

C. The Chinese Remainder Theorem and its Reconstruction

1) CRT: In the CRT algorithm, calculating the remainders

of the coefficients is the main computing load. A multi-

word integer (MWInt) a is represented by multi-precision

representation, i.e., (a0, ..., al−1), such that a =
∑l−1

j=0 ajβ
j .

The moduli are single-word integers. There are two ways

to implement CRT transform, using different methods for

the multi-word integer modulo single-word integer (MSMod)

operation, refer to as CRT-MOD and CRT-MUL respectively.

CRT-MOD. Previous work [14] used a stepwise-modulo

method to implement the MSMod operation. Let h0 = a0.

This method calculates hj+1 = hj · β + aj+1 mod qi for

j ∈ {0 ≤ j < l − 1} iteratively. However, the native modulo

operation (%) in GPUs is very time-consuming. We use the

Barrett reduction [35] to accelerate the modulo operations.

There is no way to use Shoup’s modular reduction here,

because both multipliers are not determined until runtime.

Besides, the precomputed data ratio′i = β2/qi instead of

ratioi = 2�2 log qi�/qi are used here since the input number is

longer than the input of Barrett’s ModMul in arithmetic over

Fqi .

CRT-MUL. The other approach to computing MSMod is

based on the idea of precomputation. The β and qi are inde-

pendent of the input, thus we can precompute βj mod qi for

all j as sequence b. In this way, an MSMod is transformed into

the inner product of two sequences: a mod qi =
∑l−1

j=0 ak ·βj

mod qi =
∑l−1

j=0 aj · (βj mod qi) mod qi = a�b mod qi.

In our implementation, the inner product is performed by

a batch of single-word multiplications and a summation of

products. The optimization of MWAcc is still adopted here

and Barrett reduction is used for the modulo operation of the

summation.

2) ICRT: Compared with CRT, CRT reconstruction (ICRT)

is more complicated. Two implementations of ICRT are de-

veloped, adopting the classic CRT algorithm and Garner’s

algorithm [39] respectively. To apply the optimized operations

in underlying arithmetic, we decouple the main computational

loads of the two algorithms.

ICRT-C. The classic ICRT runs basically as Equation (1)

indicates. The main computation loads are MWMAC and

multi-word modulo (MWMod) operations. The MWMAC is

analyzed in Section IV-B2, while the MWMod in ICRT can

be achieved by an MWCom and followed by an MWSub if

needed. To reduce the computational overhead at runtime, we

precompute qi, q, ratioi, q/qi and (q/qi)
−1 mod qi for the

classic ICRT algorithm and store them in constant memory.

Algorithm 2 ICRT Using Garner’s Algorithm

Require: r remainders representing integer a (a < p) in CRT

domain: {a0, a1, · · · , ar−1}
Ensure: the integer a

1: a = a0
2: u = (a− a1) · c1 mod q1
3: a = a+ u · k1
4: for (i = 2; i < r; i++) do
5: u = MSMod(a, qi) � u = a mod qi
6: u = (ai − u) · ci mod qi
7: MWMAC(ki, u, a) � a+ = u× ki

ICRT-G. Another CRT reconstruction approach, adopting

Garner’s algorithm [39], is shown in Algorithm 2. We precom-

pute ki =
∏i−1

j=0 qj and ci =
∏i−1

j=0 (q
−1
j mod qi) mod qi

for i ∈ {1 ≤ i < r} and store them in constant memory.

ICRT-G has different computational loads from ICRT-C. It also

contains MWMAC operations in line 14, but the average word

number of ki is obviously shorter than that of q/qi. Besides,

there are MSMod operations in line 12, for which we employ

the method used in CRT-MUL implementation.

D. Number Theoretic Transform and its Inverse

1) NTT Layout: To improve the available multiplication

times under a certain level of security, HE schemes usually use

a large N , such as 215, which also increases the computational

cost, especially for NTT. To allow multiple SMs to cooperate

in NTT and minimize latency, four-step NTT is adopted.

The NTT layout is shown as Fig. 2. We exploit four-step

NTT recursively, and make N = (N3 × N2) × N1 = (64 ×
64) × N

4096 , N ∈ {214, 215, 216}. The input coefficients are

regarded as a three-dimensional array, with N1 as the main

order and N2 as the secondary order.

The NTT function is divided into three parts and consists

of seven steps: (i) proceed N2 groups of N3-point NTT;

(ii) multiply twiddle factors of (N2 × N3)-point NTT; (iii)
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transpose the matrix; (iv) proceed N3 groups of N2-point NTT.

(v) multiply twiddle factors of (N)-point NTT; (vi) proceed

(N2×N3) groups of N1-point NTT; (vii) transpose the matrix.

In order to synchronize data between threads, we use three

kernels to handle three parts respectively. Threads access the

memory at the beginning of each kernel and write back to the

memory at the end of each kernel. The transpose is merged into

data writing. A line of coefficients in the main order is always

accessed by adjacent threads to maximize merged memory

access.

The naı̈ve NTT algorithm requires at least m memory

accesses to the data set to compute a 2m-point NTT, which

is the bottleneck of NTT implementations on GPU. In our

implementation, the number of global memory accesses is

reduced to three times. It takes merged memory access into

consideration, otherwise the number of kernels can be even

less.

For the inner NTT in step one, four and six, shared memory

and registers are utilized. The 64-point NTT in kernel one

and two are further decomposed into (8 × 8)-point NTT by

four-step NTT method. The basic component in each kernel

is 4/8-point NTT, processed by a single thread. We use shared

memory to exchange data between threads in a block.

2) Negacyclic Convolution Strategy: As the primes we

select satisfy qi ≡ 1 mod 2N , negacyclic convolution can

be introduced into our implementation to avoid doubling the

NTT length and zero-padding.

In addition to adopting pre-processing and post-processing

of negacyclic convolution, we also have another implemen-

tation, merging them into four-step NTT as Equation (4), in

which, j = j2 + j1N2, k = k1 + k2N1, to reduce memory

accesses and modular multiplications.

A(k2,k1) =

N1−1∏

j1=0

N2−1∏

j2=0

a(j1,j2)ω
j2(2k2+1)
2N2

ω
j1(2k2+1)
2N1N2

ωj1k1

N1
. (4)

The above equation reveals the new four steps of the

algorithm: (1) proceed N1 groups of N2-point DWT; (2)

transpose the matrix; (3) multiply twiddle factors of N -point

DWT; (4) proceed N2 groups of N1-point NTT.

After iteratively using the above algorithm, a round of inner

NTT is converted into DWT, which becomes more compli-

cated, but the overhead of memory access and ModMuls in

explicit pre-processing and post-processing are eliminated.

Besides, this method makes it necessary to implement

independent INTT. Originally, we only need to change the

input order of NTT to get INTT. After merging, INTT becomes

as shown in Equation (5). According to the equation, the four

steps of the INTT algorithm are: (1) proceed N1 groups of

N2-point INTT; (2) transpose the matrix; (3) Multiply twiddle

factors of N -point IDWT; (4) proceed N2 groups of N1-point

IDWT.

a(j2,j1) =
1

N

N1−1∏

k1=0

N2−1∏

k2=0

A(k1,k2)ω
−j2k2

N2
ω
−j2(2k1+1)
2N1N2

ω
−j1(2k1+1)
2N1

.

(5)

N1 = N/4096
N2 = 64

N3 = 64 N2

N3

N1 N1

N2 × N3

1 1 1 1

3

6

Kernel 1 Kernel 2 Kernel 3

4 4 4 4

Transpose Transpose
7

2
Multiply by
twiddle
factors

5
Multiply by
twiddle
factors

Fig. 2: NTT layout

3) ModMul Strategy: Modular multiplication is the per-

formance bottleneck in NTT algorithm. There are a lot of

ModMuls in Equation (4), and the internal 4/8-point NTT

also contains ModMuls. One multiplier of these ModMuls is

a twiddle factor, which can be obtained by pre-computation.

In this case, we introduce Montgomery’s or Shoup’s ModMul

algorithm in our implementation. Among them, Shoup’s Mod-

Mul requires fewer multiplications, but it needs to store both

twiddle factors and their variants, making the memory access

pressure twice that of Montgomery’s ModMul.

In addition, we carry out lazy reduction, which can greatly

reduce the number of comparisons and modular subtractions.

Three bits are reserved when we choose the size of the

modulus, so the temporary value can reach 8qi at most. We

remove the last step of Montgomery’s and Shoup’s ModMul

in NTT, allowing the ModMul result between 0 and 2qi. The

inner NTT also becomes more concise. Reducing to qi is

performed before NTT is completed.

4) Thread Organization: For each kernel, N/8 threads are

launched to handle a polynomial of degree N over Fqi , so

that each thread can handle an eight-point NTT or two four-

point NTT in the inner process. Considering the utilization

of shared memory, 64 threads form a block and each block

exploits 2k/4k/4k bytes of shared memory in the implemen-

tation utilizing INT32/INT64/FP64 arithmetic. Totally, three

kernels can processes all r NTT of r polynomials over Fqi

for i ∈ {0 ≤ i < r} by using r·N
512 blocks and each block has

64 threads.

V. EVALUATION AND DISCUSSION

In this section, we evaluate the performance of CRT and

NTT implementations with different underlying arithmetics

and different optimization techniques. Besides, we integrate

our low-level and middle-level FHE primitives into the open

source library, HEAAN [31], implement the homomorphic

multiplication, and compare the performance with the other

CPU-based or GPU-based implementations.

A. Experimental Setup

The experiments are carried out on two generations of

NVIDIA GPUs, Tesla A100 and P100, which represent the

GPUs with and without full-function integer cores respectively.

Tesla P100 and A100 consist of 56 and 108 SMs performing

up to 9.53 and 19.49 trillion FP32 float operations per second,

and are operating at 1.30GHz and 1.38 GHz respectively.
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Fig. 3: Execution time of CRT and NTT implementations on A100 and Tesla P100

B. Evaluation of CRT and NTT

We evaluate CRT and NTT implementations with different

optimization algorithms and three versions of underlying arith-

metic respectively. In those experiments, the representative

parameters are (N = 215, log q ≈ 881). The number of moduli

r is 31/15/18 for INT32/INT64/FP64 arithmetic, respectively.

1) CRT evaluation: We compare two CRT implementa-

tions, CRT-MOD and CRT-MUL, and also two ICRT imple-

mentations, ICRT-C and ICRT-G. Fig. 3a and 3b shows the

results of CRT/ICRT implementations. For the CRT algorithm,

CRT-MUL performs better than CRT-MOD in all implemen-

tations with different arithmetic. Both of them transform the

MSMod operation to single-word multiplications by Barrett

reduction or precomputation. Although the precomputed table

takes up a certain amount of constant memory, it does reduce

the number of multiplications and gains obvious benefits.

ICRT is more time-consuming than CRT. Garner’s algorithm

improves the performance of ICRT significantly in almost all

implementations. On the whole, the average size of MWMul

multipliers in Garner’s algorithm is smaller than that in classic

ICRT. Although several MSMods are required, the overall

cost of ICRT-G is still less than that of ICRT-C after the

optimizations of main computing loads.

It can be noticed that FP64 implementation performs better

than other implementations in ICRT implementations, which

demonstrates the high efficiency of FP64 version MWSum and

MWMul operations. Integer implementations of CRT-MUL

have obvious advantages over FP64 implementations on A100

thanks to the utilization of MAD instructions.

2) NTT evaluation: For NTT, we compare three implemen-

tations with four-step NTT algorithm. The first two setups

(NTT-S and NTT-M) exploit Shoup’s ModMul and Mont-

gomery’s ModMul respectively. They both adopt negacyclic

convolution with pre-processing and post-processing. The third

one (NTT-MM) utilizes Montgomery’s ModMul and also

merges pre-processing and post-processing into four-step NTT.

First, we compare the different modular reduction algo-

rithms used in the first two setups. The result on A100

shows that Montgomery’s ModMul is at least 21% faster

than Shoup’s ModMul in implementations with different arith-

metics. This indicates that Montgomery’s ModMul with fewer

memory accesses is more suitable for NTT than Shoup’s

ModMul with fewer multiplication times. As to the imple-

mentations on P100, the results of the first two setups with

INT64 arithmetic are almost the same, indicating that when

the clock speed of GPU decreases, the two kinds of modular

reduction algorithms with different characteristics represent

similar performance. In addition, Montgomery’s ModMul is

at least 29% faster than Shoup’s ModMul in both INT32

arithmetic and FP64 arithmetic, because, in them, a lower

half multiplication needs to be obtained by processing a full

multiplication.

Then, we compare different negacyclic convolution strate-

gies in NTT-M and NTT-MM. It can be seen from the result

that the influence of eliminating pre-processing and post-

processing in NTT-MM is partially offset by the increased

overhead of the inner DWT. The advantage of merging oper-

ations is not obvious.

The situation of INTT is basically the same as that of NTT

with a slight increase in time consumption.
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Fig. 4: Execution time of a polynomial multiplication on A100

and Tesla P100

3) Analysis of different arithmetics: To further compare the

effects of different underlying arithmetics, we compare the

results of polynomial multiplication using three kinds of arith-

metics, in which CRT-MOD, ICRT-G, NTT-MM and INTT-

MM are adopted and element-wise multiplication (EWM) is

also included. The results are shown in Fig. 4.

In general, the INT64 implementation outperforms

FP64/INT32 implementation by 8%/11% on A100. However,

it works poorly on P100. On the one hand, P100 GPU

has low reading and writing efficiency for INT64 numbers.
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TABLE II: Performance comparison of homomorphic multiplication implementations

Implementation Device TFLOPS
Execution time (ms) Total time ×

CRT NTT INTT ICRT Total (TFLOPS / 16.31)

HEAAN [31]* 24-threads CPU / 35.9 24.4 24.8 59.4 154.5 -
AVX-512 Imp. [15] 24-threads CPU / 12.3 7.0 7.4 37.2 74.8 -

GPU Imp. [15] Titan RTX GPU 16.31 4.1 3.7 4.7 19.4 38.1 38.1
Our FP64 Imp. Tesla P100 GPU 9.53 5.5 5.0 7.4 40.9 65.7 37.9

Our INT64 Imp. A100 GPU 19.49 0.9 1.1 1.2 4.6 9.9 11.8

*: Results are from [15].

On the other hand, INT64 multiplications require multiple

native INT32 multiplications, while INT32 multiplication is

performed by multiple native instructions on P100. FP64

arithmetic, which also uses INT64 arrays to store moduli,

performs well on P100. Compared with INT64/INT32

implementation, FP64 implementation has a 26%/27%

performance advantage.

C. Related Work Comparison

In this subsection, we compare our FP64 implementation on

Tesla P100 and INT64 implementation A100, adopting CRT-

MOD, ICRT-G, NTT-MM and INTT-MM, with state-of-the-art

CPU implementations and GPU implementations respectively.

TABLE III: Performance comparison of our work and CPU

implementations using a polynomial degree of 215

Implementation (log2 qi, r)
Execution time (μs) / Speedup#

NTT INTT EWM

Native C++* (60, 1) 368 374 44.9

Intel AVX512-DQ* (60, 1) 131 (2.8×) 140 (2.7×) 25.7 (1.7×)
Our FP64 Imp. on P100 (49, 18) 117 (57×) 120 (56×) 36.4 (22×)

Our INT64 Imp. on A100 (60, 15) 33 (167×) 35 (160×) 9.7 (69×)

*: Intel HEXL kernel [40] running on Intel i9-10940X CPU.
#: The speedup is compared with native C++ implementation and multiplied by the
ratio of modulus number (r).

1) vs. CPU implementations: In Table III, we compare our

implementations, processing multiple (18/15) sets of polyno-

mial arithmetic to make use of massive computing units, with

the CPU implementations. Compare with native C++ imple-

mentation, our implementation on A100 have over 160 times

performance advantage for NTT and 69 times improvement for

element-wise ModMul. Compared with the highly optimized

Intel HEXL kernel [40] with Intel AVX512-DQ instructions,

our implementation on A100 are 71-72× faster for NTT and

47× faster for element-wise ModMul. More advanced CPUs

support AVX512-IFMA implementation, which is twice as

fast as AVX512-DQ implementation [13], but even so, our

A100-based implementation still has an obvious performance

advantage.

TABLE IV: Performance comparison of CRT and NTT im-

plementations on Tesla P100

Imp.
N = 214, log2 q ≈ 744 N = 215, log2 q ≈ 881

[41] Our FP64 Imp. Speedup cuHE* Our FP64 Imp. Speedup

CRT(μs) 218 66 3.3× 705 81 8.7×
NTT(μs) 87 52 1.7× 623 117 5.3×
INTT(μs) 93 56 1.7× 573 120 4.8×
ICRT(μs) 323 100 3.2× 586 277 2.1×

*: cuHE library [42] running on Tesla P100.

2) vs. GPU implementations: In Table IV, we compare our

CRT and NTT implementations with other GPU implementa-

tions running on Tesla P100 GPU card. The introduction of

FP64 arithmetic and a series of optimizations of polynomial

arithmetic enabled our implementations to achieve significant

performance advantages. For better comparison with [41], we

choose a set of parameters used in it. Our CRT/ICRT imple-

mentations achieve over 3.2-3.3× speedup and our NTT/INTT

implementations achieve 1.7× speedup over their work. Com-

pared with the cuHE library [42], our advantage is more

obvious. Our CRT/ICRT implementations outperform by 2.1×
to 8.7×, and our NTT/INTT implementations outperform by

4.8× to 5.3×.

3) Homomorphic multiplication comparison: We integrated

our polynomial arithmetic into HEAAN v2.1 library [31] and

compare the homomorphic multiplication of CKKS scheme

with the implementations using the same library. The same

experimental setup as in [31] (log2 N = 16, log2 q = 1200)

are adopted in our implementation. We assume that multiple

homomorphic operations are needed for the ciphertext, and

that all polynomial arithmetics are carried out by GPU kernels.

In this case, the memory transfer delay is negligible when

considering a single homomorphic multiplication. For some

operations, the four polynomials involved can be processed in

parallel, so we use four streams to maximize the utilization of

GPU. Table II compares the homomorphic multiplication of

our work and previous work [15]. Compared with the original

HEAAN v2.1 library and the AVX-512 accelerated implemen-

tation running on a 24-thread CPU, our implementation on

A100 is 15.7× to 7.6× faster, respectively. When comparing

results on different GPU platforms, the performance differ-

ence of hardware is taken into account by multiplying the

ratio of TFLOPS values. Although P100 is two generations

behind Titan RTX, our implementation on it still achieves

the same level execution time of the GPU implementation in

[15]. Powered by highly optimized polynomial arithmetic and

underlying arithmetic, our implementation on A100 achieves

3.2× speedup over the GPU implementation in [15].

VI. CONCLUSION

In this contribution, we leverage multiple computing re-

sources of GPUs to accelerate the expensive FHE operations.

A full set of low-level and middle-level FHE primitives are

implemented based on two arithmetic units with three types

of data precision. A case study with CKKS as an example

demonstrates that all the three series of our implementations
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outperform the state-of-the-art GPU-based implementation by

3.2×. The detailed evaluation and comparison of this paper

would offer a vital reference for the follow-up work to choose

an appropriate road-map in GPU-based FHE implementations.

Our future work will further improve the fundamental

primitives, and apply the GPU-based FHE schemes to real-

world workloads, e.g., high-performance privacy-preserving

deep learning workloads.
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