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Abstract—The urgent demand for computing power in Ar-
tificial intelligence (AI) technology has driven the rapid devel-
opment of dedicated accelerators. Meanwhile, the threat posed
by quantum computing to traditional public-key cryptogra-
phy has prompted the emergence of post-quantum algorithms,
such as lattice-based cryptography. However, performance issues
with these algorithms have raised concerns within the industry
about the transition to quantum-safe solutions. In this paper,
we propose a novel universal framework for NTT-unfriendly
lattice-based post-quantum algorithms, leveraging NVIDIA’s AI
accelerator Tensor Core to address this challenge. By employing
techniques such as polynomial matrixization and multi-precision
representation, we effectively transform the primary workload
(i.e., polynomial multiplication) into a series of small-coefficient
matrix multiplications that can be directly accelerated by Tensor
Cores. This approach effectively bridges the gap between typical
Tensor Core workloads and the core workloads of lattice-based
post-quantum cryptography. As a case study, we implemented a
prototype called TensorPolyMul to provide an implementation of
Saber, a quantum-safe Key Encapsulation Mechanism (KEM).
The experiments showcase that TensorPolyMul surpasses the
state-of-the-art Tensor Core-based work, achieving remarkable
speed-ups of 1.53×, 1.33×, 1.62×, and 1.22× for Inner Product,
MatrixVecMul, Encaps, and Decaps, respectively.

Index Terms—Lattice-based Cryptography, Saber, Tensor
Core, Polynomial Multiplication, Post-quantum Cryptography

I. INTRODUCTION

As quantum computing technology advances, traditional
public-key cryptosystems such as RSA [1] and ECC (Elliptic
Curve Cryptography) [2] face unprecedented security threats.
Quantum computers have the potential to leverage Shor’s
algorithm [3] to efficiently break these conventional encryption
algorithms, thus threatening the security of modern com-
munication and data protection. Consequently, Post-Quantum
Cryptography (PQC) [4] has emerged as a crucial research
area to develop cryptographic algorithms that can efficiently
withstand quantum attacks.

Researchers have explored various acceleration techniques
to enhance the performance of these post-quantum algorithms,
with GPU (Graphics Processing Unit) parallel computing
being an effective approach [5]–[10]. GPUs possess substantial
parallel computing capabilities that can significantly expedite
complex computational tasks. Tensor Core [11], a specialized
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hardware unit in NVIDIA GPUs, is designed for efficient
matrix computations, offering higher computational efficiency
and lower power consumption. Although initially designed
for deep learning tasks, the efficient matrix multiplication
capabilities of Tensor Core can also be leveraged to accelerate
polynomial multiplication.

Efficient computation of polynomial multiplication is crit-
ical for the practical deployment of post-quantum crypto-
graphic algorithms. A common acceleration method is using
the Number Theoretic Transform (NTT), with several stud-
ies [8], [9], [12] leveraging Tensor Core for this purpose.
However, these accelerations are not optimal in terms of
computational complexity when compared to the best butterfly
operations, and their advantages rely heavily on Tensor Core’s
superior computational performance. Therefore, we considered
whether it is possible to accelerate implementations that are
more suitable for Tensor Core, which could also provide
valuable insights for future PQC designs.

Based on the above considerations, we have turned our
research focus to Saber. According to NIST IR 8413 [13],
Saber is a very efficient scheme whose security is supported
by a large body of cryptographic research. Saber’s use of
the power of 2 moduli and rounding is intended to make
implementation easier relative to other designs, but disallow
an NTT implementation of polynomial multiplication. This
structure provides the potential for Tensor Core-friendly im-
plementation.

However, effectively adapting polynomial multiplication to
Tensor Core is a challenging task. It requires redesigning the
algorithms and adopting suitable data layouts and memory
management strategies to maximize the benefits of the Tensor
Core. Therefore, the motivation of this paper is to explore
how Tensor Core can be utilized to accelerate polynomial
multiplication in post-quantum cryptographic algorithms such
as Saber [14], ultimately improving the overall performance
of these algorithms.

To apply the powerful computational capabilities of Tensor
Core to post-quantum cryptography, we propose TensorPoly-
Mul, a mechanism for polynomial multiplication based on
Tensor Core that significantly accelerates polynomial multipli-
cation in lattice-based cryptography that is not NTT-friendly.
Specifically, we make the following contributions:



• Firstly, we analyzed the differences between the typical
workloads of Tensor Core and the core workloads of
lattice-based post-quantum cryptography. A novel method
for adapting polynomial multiplication to Tensor Core is
proposed to fully leverage the computational capabilities
of Tensor Core.

• Secondly, we implemented a prototype called Tensor-
PolyMul, and optimized it for the NTT-unfriendly lattice-
based post-quantum algorithm Saber. We employed vari-
ous optimization techniques such as polynomial matriza-
tion, multi-precision representation, memory optimiza-
tion, and parallel strategies to enhance performance.

• Finally, we conducted a series of comprehensive exper-
iments on TensorPolyMul, including micro-benchmarks
and macro-benchmarks, to evaluate the effectiveness of
the proposed method [15]. In addition, we also compared
it with existing acceleration methods. The results demon-
strate that our proposed method is 1.22× to 1.62× faster
than the fastest existing method and 13.72× to 40.46×
faster than the AVX2 benchmark code [16].

The paper is organized as follows: Section II presents the
necessary background. Section III outlines the design of Ten-
sorPolyMul. Section IV details its implementation. Section V
presents experiments and comparisons with related works.
Finally, Section VI concludes the paper.

II. PRELIMINARIES

This section introduces the necessary background knowl-
edge, including the Saber algorithm, Tensor Core, and the
CUDA programming model.

A. Saber

Saber is a lattice-based post-quantum cryptographic primi-
tive whose security relies on the hardness of the Module Learn-
ing With Rounding (Mod-LWR) problem [14]. It has advanced
to the third round of the NIST PQC standardization com-
petition, featuring simplicity, efficiency, and flexibility. Saber
offers an IND-CPA secure encryption scheme, Saber.PKE, as
shown in Algorithms 1, 2, and 3. It also provides an IND-
CCA secure KEM using the Fujisaki-Okamoto transformation,
Saber.KEM. The security level can be configured by the rank:
l = 2 for LightSaber, l = 3 for Saber, and l = 5 for FireSaber.
More information can be found at TABLE I and [14]. It is
important to note that the moduli (p, q) chosen by Saber do
not natively support the number theoretic transform (NTT)
for polynomial multiplication. This limitation motivates the
proposal of Tensor Core-based optimizations for Saber.

TABLE I
SABER PARAMETER SETS

Category l n q p T µ Security Level

LightSaber 2

256 213 210
23 10 I

Saber 3 24 8 III
FireSaber 4 26 6 V

Algorithm 1 Saber.PKE.KeyGen()
1: seedA ← U({0, 1}256)
2: A = gen(seedA) ∈ Rl×l

q

3: r = U({0, 1}256)
4: s = βµ(R

l×1
q ; r)

5: b = ((ATs+ h) mod q)≫ (ϵq − ϵp) ∈ Rl×1
p

6: return (pk := (seedA, b), s)

Algorithm 2 Saber.PKE.Enc(pk = (b, seedA),m ∈ R2; r)

1: A = gen(seedA) ∈ Rl×l
q

2: if r is not specified then
3: r = U({0, 1}256)
4: end if
5: s′ = βµ(R

l×1
q ; r)

6: b′ = (((As′ + h) mod q)≫ (ϵq − ϵp)) ∈ Rl×1
p

7: v′ = bT (s′ mod p) ∈ Rp

8: cm = (v′ + h1 − 2ϵp−1m mod p)≫ (ϵp − ϵT ) ∈ RT

9: return c := (cm, b′)

B. Tensor Core

Tensor Core is a hardware accelerator introduced by
NVIDIA to enhance deep learning computations, available on
Volta and subsequent architectures [11]. Tensor Core multi-
plies two matrices and then adds a third matrix to the result
using fused multiply-add operations, like D = A × B + C.
It supports various data types and matrix sizes, as shown
in TABLE II. When performing large matrix multiplications
using Tensor Core, the large matrix must be divided into
smaller sub-matrix blocks (tiles). These sub-matrix blocks are
represented using the fragment data structure, and Tensor Core
is invoked multiple times to perform the calculations.

TABLE II
MATRIX TYPES SUPPORTED BY TENSOR CORE ON NVIDIA RTX 3070

Matrix A Matrix B Accumulator Matrix Size (m-n-k)

half half float

16× 16× 16
32× 8× 16
8× 32× 16

half half half
unsigned char unsigned char int
signed char signed char int
nv bfloat16 nv bfloat16 float

tf32 tf32 float 16× 16× 8

double double double 8× 8× 4

CUDA offers various programming interfaces to leverage
Tensor Cores, including the CUTLASS [17] and cuBLAS [18]
libraries, and Warp Matrix Multiply-Accumulate (WMMA)
API. WMMA is an API designed to perform matrix mul-

Algorithm 3 Saber.PKE.Dec(s, c = (cm, b′))

1: v = b′T (s mod p) ∈ Rp

2: m′ = (((v − 2ϵp−ϵT cm + h2) mod p)≫ (ϵp − 1)) ∈ R2

3: return m′



tiplications and can directly control Tensor Cores. Typical
usage of the WMMA API involves the following steps: (1)
define a fragment, (2) load matrix data into the fragment, (3)
perform matrix multiplication using mma_sync, and (4) store
the result from the fragment to global or shared memory.

III. DESIGN

In this section, we introduce the overall design of Tensor-
PolyMul from multiple dimensions, including the analysis of
Saber’s workload, the adaptation between polynomial multipli-
cation and Tensor Core typical workloads, and considerations
for using shared memory.

A. Workload Analysis of Saber

Understanding the workload characteristics of Saber is
crucial for optimizing its performance, especially when lever-
aging advanced hardware like GPUs. We analyze the time
consumption of various operations in Saber using the official
reference code provided by the NIST Post-Quantum Cryptog-
raphy standardization. The execution time breakdown of Saber
is shown in Fig. 1.
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Fig. 1. Breakdown of Saber Execution Time (The execution time primarily
consists of inner products and matrix-vector multiplications.)

The most time-consuming operations in Saber’s various
algorithms are polynomial matrix-vector multiplication and
polynomial vector-vector multiplication. Notably, polynomial
matrix-vector multiplication can be seen as an extension
of polynomial vector multiplication, and polynomial vector
multiplication can be viewed as an extension of polynomial
multiplication. Therefore, the core computational workload of
Saber is polynomial multiplication.

The operations of Saber are performed in the polynomial
ring Rq = Zq[x]/(x

n + 1). where xn ≡ −1 mod (xn + 1).
Assuming two polynomials a and b of degree n, represented
as (1).

a =

n−1∑
i=0

aix
i = a0 + a1x+ a2x

2 + . . .+ an−1x
n−1

b =

n−1∑
i=0

bix
i = b0 + b1x+ b2x

2 + . . .+ bn−1x
n−1

(1)

And polynomial multiplication is defined as (2),

c = ab =

n−1∑
i=0

cix
i (2)

where

ci =

i∑
j=0

ajbi−j −
n−1∑

j=i+1

ajbn+i−j (3)

Tensor Core natively supports matrix multiplication, which
differs significantly from the polynomial multiplication shown
in (2). Therefore, it is not feasible to directly exploit Tensor
Core to accelerate polynomial multiplications of Saber. We
need to further explore methods to bridge the gap between
these two operations.

B. Adapting Polynomial Multiplication for Tensor Core

To optimize polynomial multiplication using Tensor Core, it
is necessary to convert it into matrix form. While coefficient a
in (2) remains fixed, coefficient b can be transformed into an
n×n matrix as shown in (4). Following the usage requirements
of Tensor Core, the tile size is 16× 16. A practical approach
is to simultaneously process 16 instances in each computation
to obtain 16 intermediate results, as illustrated in Fig. 2.

c =
[
c0 c1 · · · cn−1

]

=
[
a0 a1 · · · an−1

]


b0 b1 · · · bn−1

−bn−1 b0 · · · bn−2

...
...

. . .
...

−b1 −b2 · · · b0


(4)
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Fig. 2. Data Layout within Fragments using Tensor Cores for Parallel
Polynomial Multiplications

However, this method expands in size of b from n to n2,
which is unacceptable for our purposes. A closer inspection of
(3) reveals that the expanded coefficient matrix can potentially
be compressed. The coefficient b is composed of bi−j (where
0 ≤ j ≤ i) and −bn+i−j (where i+ 1 ≤ j ≤ n− 1). For i ∈
[0, n], these coefficients include [bn, . . . , b0,−bn−1, . . . ,−b1],
totaling 2n − 1 coefficients. In addition to the tile size
of Tensor Core being 16 × 16, the WMMA API requires
alignment of the pointer to the first element in memory to
256 bits. Considering the prerequisites for utilizing Tensor
Core, we zero-padded the vector to length 2n in the form of
[bn, . . . , b0,−bn−1, . . . ,−b1, 0] and expanded it into a 2n×16
matrix following the matrix pattern on the right side of 4,
where each column’s elements are derived from logically left-
shifting vector to the left by one position.



C. Multi-precision Pepresentation

Tensor Core supports various data types, as shown in
TABLE III. The performance of general matrix multiplication
in the table was obtained through testing on NVIDIA RTX
3070 using official code [19]. Generally speaking, lower
precision often means higher computing speed but results in
a smaller range of accurate representation. Since the modulus
of Saber is q = 213, only single-precision FP32 and double-
precision FP64 types can precisely represent the modulus.
However, compared to low-precision data types like INT8,
these high-precision data types suffer from much lower matrix
computation throughput.

TABLE III
FEATURES OF DIFFERENT PRECISION SUPPORTED BY TENSOR CORE.

INT8 BF16 FP16 TF32 FP64

Total Bits 8 16 16 19 64
Data Type int8 t or uint8 t nv bfloat16 half tf32 double

Max Modulus 27 or 28 28 − 1 211 − 1 211 − 1 253 − 1

Perf.1∗ 65.47× 28.47× 30.43× 8.97× 1.00×
Perf.2∗ 221.68× 95.39× 108.97× 5.00× 1.00×

∗ These values show the performance differences of Tensor Core at various data types
on RTX 3070. Perf.1 represents the general matrix multiplication without shared
memory, while Perf.2 means the version with shared memory. The performance of
various data types is benchmarked against FP64.

To fully utilize the computing power of Tensor Core, we
adopt mixed-precision representation to make a trade-off,
specifically using multiple low-precision elements to represent
a polynomial coefficient. For Saber, the coefficient is repre-
sented in multi-precision form as a = (ahi · 2base + alo).
Given Saber’s modulus is 213, the base can be 6 or 7. Either
the high or the low part can be represented using the INT8
type. Therefore, the multiplication of coefficients using multi-
precision representation is depicted in (5).

as = (ahi · 2base + alo) · (shi · 2base + slo)

= ahi · shi · 4base + (ahi · slo + alo · shi) · 2base

+ alo · slo
(5)

D. Analysis and Usage of Shared Memory

Compared to global memory, shared memory exhibits sig-
nificantly lower access latency due to it being on the GPU chip,
and facilitates fast data sharing among threads within the same
thread block. We considered the usage of shared memory from
two aspects to improve the performance of CUDA programs,
especially in tasks that require thread cooperation.

Consolidating Global Memory Access. Since global mem-
ory access is a relatively slow operation, the overall perfor-
mance can be greatly enhanced by loading frequently accessed
data into shared memory. For instance, in Saber matrix-vector
multiplication, vectors are frequently accessed. Loading these
vectors in shared memory in advance can significantly reduce
the data loading overhead for the Tensor Core.

Intermediate Storage and Data Type Conversion. As
shown in TABLE II, performing INT8 matrix multiplication
using Tensor Core produces results of type int, posing a

significant issue for Saber because the result type for Saber
polynomial multiplication is uint16_t. The data loading
mode of Tensor Core makes it impossible to directly perform
type conversion, which means that we cannot directly store
the results from the fragment in global memory. Therefore,
we chose to utilize shared memory for temporary data storage,
facilitating type conversion and batch data write-back to global
memory through multi-thread cooperation. This approach not
only addresses the aforementioned challenges but also reduces
the latency of global memory access.

IV. IMPLEMENTATION

In this section, we present the detailed implementation
of TensorPolyMul from multiple perspectives, including the
architecture, multi-precision representation, memory optimiza-
tion, and parallelism model.

A. Overview

Fig. 3 illustrates the overall architecture of our proposed
Tensor Core-based polynomial multiplication scheme Tensor-
PolyMul. Since keys can be generated in offline mode, the
performance requirement for key generation is not as high as
for other operations. Therefore, we disregard the optimization
for key generation.

• Pre-processing: This stage includes various operations
such as random number generation, data conversion,
matrix generation, and sampling. As we employ multi-
precision representation, we need to split the polynomial
coefficient into two int8_t types and expand the poly-
nomial that can remain fixed into a matrix, as described
in III. These functionalities are implemented on the GPU
and executed by CUDA Cores.

• Matrix Multiplication based on Tensor Core: The
preprocessed data is processed by Tensor Core for matrix
multiplication. Specifically, each warp first loads the high
and low parts of the coefficients into fragment matrix a,
and then loads the coefficients from the expanded matrix
into fragment matrix b to perform the MMA operation.
Later, the final result is obtained through left shifting
and addition. Finally, the result from the accumulator
fragment is stored in global memory.

• Post-processing: This stage includes reduction, right
shifting, and data type conversion. The order of these
processes varies depending on the specific operation.
Similarly, these functions are also implemented by CUDA
Cores, which can efficiently improve overall performance.

B. Optimization of Multi-Precision Representation

As indicated in section III, we employ multi-precision to
represent the polynomial coefficients, which is significantly
faster than FP32 and FP64 types. However, a closer inspection
of (5) reveals that it requires 4 multiplications and 3 additions,
which could potentially diminish the performance improve-
ments provided by Tensor Core. To address this issue, we con-
ducted a detailed analysis of the algorithm and found that both
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Fig. 3. The Overall Architecture of Saber based on Tensor Core

polynomial matrix-vector multiplication and polynomial vec-
tor multiplication involve a polynomial vector whose elements
are sampled from a centered binomial distribution (CBD)
within the range [−µ/2, µ/2]. As demonstrated in TABLE I,
regardless of the security level of Saber, these elements can be
represented using a single int8_t type. Therefore, (5) can
be optimized to (6), which only requires only 2 multiplications
and 1 addition. This optimization significantly reduces the
computational complexity and enhances the performance of
the Tensor Core for polynomial multiplications.

as = (ahi ≪ base+ alo) · s = (ahi · 2base + alo) · s
= ahi · s · 2base + alo · s

(6)

When the input of Tensor Core is INT8 type, the type
of accumulator and the final result is int, as presented
in TABLE II. For Saber, with vector dimension n = 256,
modulus q = 213, µ is less than 24. Therefore, the range of
the result is within [−24nq, 24nq]. Given that 24nq can reach
a maximum of 225, there is no concern about data overflow.

C. Memory Optimization

To enhance computational efficiency, we optimize memory
usage, focusing on global and shared memory utilization.

Optimization for Global Memory. We employ block-
level parallelism, where each block computes 1 or 16 in-
stances depending on specific operations (encrypt, or decrypt).
This design optimizes not only for Tensor Core computation
patterns but also for global memory access. If each thread
handles a Saber instance, the memory access stride may
be large, increasing memory access requests. To reduce the
number of memory transactions, we consolidate the memory
of multiple instances into one block. This ensures that threads
within a block access memory with the smallest possible
stride, thereby minimizing memory transactions and improving
memory throughput.

Optimization for Shared Memory. Due to limited shared
memory size, it is necessary to identify which operations can
utilize shared memory to accelerate polynomial multiplication.

Our method involves two types of inputs: fixed inputs (such
as public and private keys) and instance-specific inputs (such
as random numbers, plaintexts, and ciphertexts). Fixed inputs
are expanded into matrix form, as shown in the bottom matrix
of Fig 4. Instance-specific inputs are processed in blocks of 16
instances, as presented in the top matrix of Fig 4. The analysis
of data reusability in the polynomial multiplication of Saber
is shown in TABLE IV.

D. Parallelism Model

Tensor Core processes only 16×16 matrix at a time, so it is
necessary to divide the larger matrix into smaller sub-matrices
for processing. The following example illustrates this process
using the inner product (InnerProd) of Saber.PKE.Enc, as
shown in Fig. 4. The inner product is defined as v′ =
InnerProd(b′, s mod p, p). The multiplication of polynomial
vectors with dimensions L×N can be seen as the accumulation
of L instances of N -dimensional polynomial multiplication.
Therefore, our focus is on polynomial multiplication. On the
top of Fig. 4, 16 instances of s are sequentially stored in
memory with a length of N . On the bottom, the polynomial
vector b′ is expanded to accommodate matrix multiplication,
with dimensions L× (16× 2×N).

The WMMA API load_matrix_sync provided by
CUDA loads 16 × 16 elements into the fragment each time.
The loading pattern is influenced by ldm, which refers to
the stride between consecutive rows in a row-major layout
or columns in a column-major layout. To fully utilize the
accumulator-type fragment, as shown in section III-B, we set
the ldm of the upper matrix to N . This configuration enables
the simultaneous loading of 16 instances, each containing 16
polynomial coefficients.

For the fixed polynomial vector b′, the ldm of the bot-
tom matrix is set to 2N . Assume the matrix s is fixed
as the initial fragment (s0, s1, . . . , s15), matrix b′ loads
fragments from the row containing (b15, b14, . . . , b0), result-
ing in (v015, v

0
14, . . . , v

0
0) from their matrix multiplication.

Shifting the starting index by 16 columns retrieves data



TABLE IV
THE DATA USABILITY ANALYSIS OF POLYNOMIAL MULTIPLICATION IN SABER

Operation Function Fixed and
Expanded 16 Instances

The size of Expanded
(LightSaber / Saber / FireSaber)

The Size of 16 Instances
(LightSaber / Saber / FireSaber)

Saber.PKE.
Enc

MatrixVectorMul(A, s′, q) A, uint16 t s′, int8 t
L× L× (N × 2× 16)× sizeof(uint16 t)

(64 kB / 144 kB / 256 kB)
16× (L×N)× sizeof(int8 t)

(8 kB / 12 kB / 16 kB)

InnerProd(b, s′ mod p, p) b, uint16 t s′, int8 t
L× (N × 2× 16)× sizeof(uint16 t)

(32 kB / 48 kB / 64 kB)
16× (L×N)× sizeof(int8 t)

(8 kB / 12 kB / 16 kB)
Saber.PKE.

Dec InnerProd(b′, s mod p, p) s, int8 t b′, uint16 t
L× (N × 2× 16)× sizeof(int8 t)

(16 kB / 24 kB / 32 kB)
16× (L×N)× sizeof(uint16 t)

(8 kB / 12 kB / 16 kB)
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Fig. 4. Parallel Mode for Polynomial Multiplication based on Tensor Core

starting from (b31, b30, . . . , b16), resulting in matrix multi-
plication with s to compute (v031, v

0
30, . . . , v

0
16). Similarly,

this iterative process continues until we obtain the results
for (v0n−1, v

0
n−2, . . . v

0
n−16). When the matrix s becomes

(s16, s17, . . . , s31), the starting index shifts 16 columns to
the right from the previous round’s starting position, i.e.,
moving to the row containing (−bn−1,−bn−2, . . . ,−bn−16).
The process then begins a new iteration and continues until
the s matrix loads (sn−16, sn−15, . . . , sn−1).

To fully utilize Tensor Core’s computing power, we further
decompose the tasks and assign them to different warps for
parallel processing. For polynomial multiplication of degree
N , there are N/16 fragments, requiring (N/16) × (N/16)
matrix multiplications. Therefore, each warp needs to compute
(N/16)×(N/16)

WARPS matrix multiplications. In principle, increasing
the number of warps reduces the workload for each warp,
thereby enhancing parallelism and improving performance.
However, our method is constrained by the degree N , so the
upper limit for the number of warps is N/32.

V. EVALUATION

This section introduces a series of experiments to evaluate
the performance of TensorPolyMul. Additionally, we compare
the proposed scheme with related work. The specific configu-
rations of the experimental platform are shown in TABLE V.

TABLE V
EXPERIMENTAL PLATFORM CONFIGURATION

CPU Intel Xeon Gold 5218R @2.10 GHz RAM 32 GB

GPU
NVIDIA RTX 3070 (1.5 GHz, 46 SMs,
5888 CUDA Cores, 184 Tensor Cores) OS Ubuntu 20.04

Driver NVIDIA Driver 510.108.03 Software CUDA 11.6

A. Performance Evaluation

This section evaluates the performance of Saber through
micro-benchmark and macro-benchmark tests. All test samples
are randomly generated.

1) Micro benchmark: Inner Product and Matrix-Vector
Multiplication account for a significant portion of the com-
putation time during the execution of Saber as shown in
Fig. 1, optimizing them directly enhances overall performance.
TABLE VI shows the micro-benchmark results of Saber under
different parameter sets. As analyzed in Section IV-D, our
proposed method limits the block size to the maximum value
of SABER N . The results show that performance improves
and exhibits linear growth as the batch size increases.

TABLE VI
MICRO-BENCHMARKS FOR SABER

Batch Size
Inner Product (kops) Matrix-Vec Multiplication (kops)

LightSaber Saber FireSaber LightSaber Saber FireSaber

32 1339.83 1053.64 830.16 1019.27 488.28 297.80
64 2769.78 2099.83 1689.19 2034.93 971.55 593.40

128 5624.43 4214.56 3409.66 4032.26 1953.13 1190.48
256 11904.76 8636.24 6819.32 8064.52 3886.22 2358.49
512 23448.77 17006.78 13888.89 16156.27 7614.61 4608.34

2) Macro benchmark: The macro benchmarks evaluate the
overall performance of the Saber in different parameter sets,
including the Public Key Encryption (PKE) and the Key
Encapsulation Mechanism (KEM).

TABLE VII
MACRO-BENCHMARKS FOR LIGHTSABER.PKE AND LIGHTSABER.KEM

Batch Size
LightSaber.PKE LightSaber.KEM

Enc
(kops/ms)

Dec
(kops/ms)

Encaps
(kops/ms)

Decaps
(kops/ms)

32 171.08/0.19 919.12/0.03 96.77/0.33 95.71/0.33
64 304.98/0.21 1658.87/0.04 177.40/0.36 163.30/0.39

128 496.70/0.26 3318.45/0.04 296.76/0.43 263.31/0.49
256 721.85/0.35 6826.80/0.04 403.53/0.63 343.09/0.75
512 849.86/0.60 10970.16/0.05 469.10/1.09 380.75/1.34

TABLE VII, TABLE VIII, and TABLE IX present the
PKE and KEM performance of three different algorithms:
LightSaber, Saber, and FireSaber, respectively. It is evident
that performance improves significantly with increasing batch
size, but the rate of improvement gradually slows down,
accompanied by increasing latency. This is attributed to height-
ened competition for computational resources and increased
cache pressure. As batch size increases, more computational



TABLE VIII
MACRO-BENCHMARKS FOR SABER.PKE AND SABER.KEM

Batch Size
Saber.PKE Saber.KEM

Enc
(kops/ms)

Dec
(kops/ms)

Encaps
(kops/ms)

Decaps
(kops/ms)

32 105.81/0.30 738.75/0.04 66.97/0.48 66.06/0.48
64 204.76/0.31 1594.95/0.04 126.31/0.51 124.14/0.52
128 367.31/0.35 3072.48/0.05 231.94/0.55 215.22/0.59
256 587.67/0.44 6010.87/0.05 381.49/0.67 328.17/0.78
512 752.97/0.68 9870.56/0.06 486.07/1.05 395.20/1.30

TABLE IX
MACRO-BENCHMARKS FOR FIRESABER.PKE AND FIRESABER.KEM

Batch Size
FireSaber.PKE FireSaber.KEM

Enc
(kops/ms)

Dec
(kops/ms)

Encaps
(kops/ms)

Decaps
(kops/ms)

32 67.13/0.49 574.17/0.07 45.12/0.72 46.550.69
64 133.36/0.48 1418.87/0.05 88.70/0.72 84.61/0.76
128 212.51/0.61 1995.96/0.08 143.08/0.90 130.31/0.98
256 329.38/0.78 5239.08/0.05 211.80/1.21 177.68/1.44
512 389.21/1.32 6788.93/0.09 245.11/2.09 197.50/2.59

resources are required to process additional data, intensifying
competition among threads. Additionally, there is a greater
demand for data caching, resulting in decreased cache hit rates
and consequently increased latency.

B. Comparison with Related Works

To comprehensively evaluate the performance of Saber
based on Tensor Core, we compare our work with related
work, including both CPU and GPU implementations. The
result is presented in TABLE X.

1) Performance Comparison with CPU Implementation:
We conduct performance tests on our experimental platform
using the official Saber source code, including both C and
AVX2 implementations. To ensure accuracy, we performed
1000 tests and averaged the results to reduce measurement
errors. In micro-benchmark, TensorPolyMul outperforms the
official AVX2 implementation by 28.42× and 40.46×, re-
spectively. Compared to the C implementation, we achieve
a performance improvement of two orders of magnitude. In
macro-benchmark, TensorPolyMul achieves 752.97 kops for
encryption and 9870.56 kops for decryption, marking im-
provements of 18.38× to 37.00× over AVX2 implementations.
Moreover, encapsulation and decapsulation performance still
reach 13.72× to 17.30× that of AVX2 implementations.

2) Performance Comparison with GPU Implementation:
TABLE X compares TensorPolyMul with the latest Saber op-
timization based on Tensor Core [15]. To maintain consistency
with the GPU used in reference [15], we executed our solution
on an RTX 3060 Ti. In micro-benchmark, our scheme achieved
1.53× and 1.33× the optimal performance, respectively. This
advantage extends to the overall implementation of Saber.
Our Saber.PKE.Enc and Saber.PKE.Dec are 1.55× and 1.34×
faster than [15], respectively. Similarly, Saber.KEM.Enc and
Saber.KEM.Dec also achieved 1.62× and 1.22× the perfor-

mance of [15]. These results demonstrate the effectiveness of
our proposed scheme, highlighting the significant performance
improvements brought by methods such as multi-precision
representation and memory optimization.

VI. CONCLUSION

In this paper, we propose TensorPolyMul, a method to
accelerate NTT-unfriendly post-quantum cryptographic algo-
rithms using Tensor Core, with the Saber algorithm as an
example for our prototype. We effectively bridge the gap
between the core workload of Saber and the working mode of
Tensor Core through a series of methods, including polynomial
matrixization, multiple polynomial parallelism, multi-precision
representation, and memory optimization. The experimental
results demonstrate that the proposed method significantly im-
proves performance. Compared to the current optimal imple-
mentation, our method accelerates inner product and matrix-
vector multiplication by 1.53× and 1.33×, respectively. Our
work demonstrates the significant potential of Tensor Core
in NTT-unfriendly post-quantum cryptographic algorithms. In
the future, we will support more post-quantum cryptographic
algorithms, including lattice-based and hash-based ones.
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