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Abstract. Nowadays graphics processing units (GPUs) have become
popular parallel computing platforms known as General-Purpose GPU
(GPGPU) computing. GPUs thereby are chosen by some security
researchers as cryptographic accelerators to secure massive volumes of
transactions. However, their security issues are ignored in spite of their
popularity and performance. There are some possible information leak-
ages faced with malicious attacks or even in the normal GPU comput-
ing. Our objective is to secure the confidentiality of cryptographic keys
in GPU computing environments and provide easy-to-use programming
with few constraints. In this paper, we propose a prototype in Linux, a
system of GPGPU computing solution empowered by GPU virtualiza-
tion technology, which keeps encrypted keys in guest machine to protect
secret keys from leakage even in the event of full system compromise.
With the API interception and redirection of CUDA, applications in
Virtual Machines (VMs) can access the GPU device in a transparent
way. Besides, we use virtio, a dedicated virtual I/O device, to trans-
fer data between virtual and host machines in high performance. In our
current study, we evaluate our prototype with the GPU implementation
of ECC. We show that it can protect private keys of GPU cryptographic
computation and it also incurs low performance penalty compared with
the native environment, therefore demonstrating the prototype is secure
and requires reasonable overhead.
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