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Abstract. Bootstrapping is the main performance bottleneck in bitwise Fully Homo-
morphic Encryption (FHE), and practical acceleration requires careful orchestration
of the blind rotation and external product chain under GPU resource constraints.
This paper presents BOLT-FHE, a GPU bootstrapping framework that emphasizes
block-local execution, on-chip tiling, and a unified MegaKernel supporting both gadget
decomposition and modulus raising, with optional support for a recently proposed
technique (Bergerat et al., CHES 2025) based on the common mask assumption (CM
packing). Our design keeps the accumulator update chain within a single thread block
and fuses NTT/INTT, external products, and accumulator updates using a fixed
execution template. Two compile-time parameters—WPP (warps per polynomial)
and IPT (items per thread)—control multi-warp cooperation and per-thread register
footprint, enabling consistent kernel structure across different parameter sets.

On an NVIDIA RTX 4090, BOLT-FHE reaches 40,166 bootstrappings per second at
128-bit security, demonstrating high-throughput TFHE bootstrapping on a commodity
GPU. Compared to the state-of-the-art GPU implementation VeloFHE (Shen et al.,
CHES 2025), BOLT-FHE achieves 1.01x-2.92X speedups with gadget decomposition.
In particular, for modulus raising, BOLT-FHE improves by 2.38 x—2.42x without CM
packing, and by 3.17x—-3.31x under the best packing configuration, reflecting the
combined benefits of fused arithmetic, more regular memory access, and amortization
enabled by CM packing. Overall, BOLT-FHE shows that a portable, fused-kernel
organization with explicit on-chip budgeting can substantially improve TFHE boot-
strapping throughput while remaining compatible with both noise management paths.

Keywords: Fully Homomorphic Encryption - Bootstrapping - TFHE - External
Product -+ GPU Acceleration

1 Introduction

Fully Homomorphic Encryption (FHE) has long been regarded as the “Holy Grail” of
cryptography [Gen09], offering the capability to perform arbitrary computations directly
on encrypted data without decryption. This primitive paves the way for privacy-preserving
applications [Zam22, AB24, FGT21] in cloud computing, ranging from secure machine
learning to genomic analysis. Since Gentry’s breakthrough, several mainstream FHE
schemes have emerged to address different computational needs: BGV [BGV12] and BFV
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[FV12] for exact integer arithmetic, CKKS [CKKS17] for approximate arithmetic in data
science, and FHEW [DM15] / TFHE [CGGI20] for fast gate-level operations.

However, practical deployment is fundamentally constrained by the accumulation of
cryptographic noise during homomorphic operations. To support unbounded computations,
the noise must be periodically reduced via a computationally expensive procedure known
as bootstrapping. To bridge the performance gap between plaintext and ciphertext
computations, hardware acceleration [JKAT21, FWXT23, FZZ125, JDW25] has become
an indispensable research direction. Among various platforms, Graphics Processing Units
(GPUs) are particularly favored for their massive parallelism and high memory bandwidth,
holding a unique position in lattice cryptography acceleration [ZZF*24, ZZX"25].

1.1 Limitations of Prior GPU-based Works

Existing GPU-based implementations [Zam24, XLK 25| for bitwise FHE typically revolve
around the orchestration of the external product update chain. For instance, the CUDA
backend of TFHE-rs [Zam24] uses a host-side iteration over the LWE dimension com-
bined with a split kernel execution model for the blind rotation. The step-one kernel is
responsible for gadget decomposition (GD) and FFT, while the step-two kernel executes
the multiply-accumulate operations between accumulator slices and bootstrapping keys,
followed by an IFFT. While this design provides structural clarity and simplifies resource
management by allowing latency hiding through increased block concurrency, it is unable
to preserve architectural state across kernel boundaries. Consequently, the accumulator
and intermediate results must be exchanged via GMEM between phases.

In contrast, [XLKT25] proposed a scalable approach that explicitly partitions blind
rotation computations across multiple thread blocks. By leveraging cooperative_groups
for grid-wide synchronization, their method circumvents the hardware resource constraints
of a single thread block, enabling support for larger parameter sets.

However, both architectural paradigms lead to a significant structural consequence:
inter-phase (cross-kernel) or inter-block communication must rely on globally visible
intermediate buffers. Since blind rotation requires n LWE dimension updates, and GD
further introduces d,; decomposition levels, such designs cause the off-chip traffic related
to the ACC to scale linearly with n, or even with n - d;. This memory bottleneck, coupled
with synchronization overhead, prevents these implementations from fully exploiting the
high temporal locality of the ACC during the blind rotation loop.

To illustrate this point, we performed a comparative analysis using NVIDIA’s pro-
filing tools on the open-source TFHE-rs library. Table 1 presents the profiling results,
comparing the TFHE-rs classical PBS parameters V1_1_PARAM_MESSAGE_2_CARRY_2_KS_
PBS_TUNIFORM_2M128 against our proposed BOLT-FHE implementation with OpenFHE
STD128Q3 on the batch size of 16,384. It is important to note that, given the divergence in
arithmetic paths (e.g., FFT/floating-point vs. NTT /integer), the primary focus of Table 1
is to highlight the reduction in DRAM traffic and improved data locality achieved by our
residency strategy, rather than comparing wall-clock execution time.

Table 1: Memory Behavior Profiling of Blind Rotation via Nsight Compute

. TFHE-rs CUDA backend
Metric Step 1 Step 2 Ours
Total DRAM Traffic 2,900 GB 11 GB
DRAM Throughput (%) 36.4 47.0 0.6
L2 Hit Rate (%) 66.5 57.0 99.4
L1 Hit Rate (%) 29.3 1.7 14.9
L2 Throughput (%) 12.2 18.0 22.6
L1 Throughput (%) 13.2 9.2 50.9
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1.2 Contributions

Based on this observation, we present BOLT-FHE, an architecture—aware acceleration frame-
work for faster GPU-based Bootstrapping via On-chip Local Tiling. Our contributions
are summarized as follows:

o Unified on-chip external product framework across GD/MR with a fixed
workspace formulation. We develop a unified GPU framework for generic GLWE x
GGSW external products that supports both gadget decomposition and modulus
raising. To prevent the on-chip workspace from scaling with the GD depth, we
introduce a staged digit-serial evaluation that rewrites the conventional workflow
into a fixed workspace form. As a result, the ACC remains on chip rather than being
materialized in global memory, enabling stable execution across a broad range of
parameter sets.

e Throughput scaling via CM packing under controlled on-chip budgets.
Building upon the stabilized on-chip workspace, we incorporate Common Mask (CM)
packing to amortize blind rotation key usage across multiple accumulators. We show
how GD/MR/CM can be mapped into a single kernel structure with predictable
on-chip resource usage, and we characterize the feasible packing regimes and their
throughput optima under the coupled SMEM /register constraints.

e A fused MegaKernel implementation with specialized primitives and
comprehensive evaluation. We present an end-to-end implementation of blind
rotation that sustains on-chip residency across the full arithmetic pipeline. Our
design includes (i) a warp-level organization with explicit knobs (WPP/IPT) for
synchronization granularity and register budgeting, (ii) a packed radix-2 sub-warp
NTT tailored for in-SMEM transforms, and (iii) a MegaKernel organization that
significantly reduces store-reload boundaries. We evaluate the resulting system
across representative GD and MR parameter sets, with and without CM packing.

We conduct a broad parameter evaluation covering both the conventional GD approach
and the recently proposed MR approach [LLL*24], and further fine-tune the MR+CM
combination [WLX"25] to identify its best performing configurations. Compared to the
state-of-the-art GPU implementation VeloFHE [SYL*25], BOLT-FHE achieves 2.38x—
2.42x speedups on the MR approach without CM, and improves to 3.17x-3.31x after
enabling CM and searching for the optimal packing configuration. For the traditional GD
approach, BOLT-FHE also delivers consistent gains ranging from 1.01x to 2.92x. Notably,
under a 128-bit security parameter set, we report a peak throughput of 40,166 gate
bootstrappings per second on a commodity GPU (NVIDIA RTX 4090), demonstrating
the practical advantage of a throughput driven design on GPU.

2 Preliminaries

2.1 Notations

We denote the set of integers by Z, real numbers by R. For a positive integer ), we identify
Zg with the set of integers in (—Q/2,Q/2] NZ. We use bold lower-case letters (e.g., a) to
denote vectors and bold upper-case letters (e.g., A) to denote matrices. The inner product
of two vectors is denoted by (a, b). In the absence of CM packing, we set 7 = 1 by default.

Polynomial Rings. We define the cyclotomic polynomial ring as R = Z[X]/(XY + 1),
where N is a power of two. We denote Rg = R/QR = Zg[X]/(X™ + 1) as the ring of
polynomials with coefficients in Zg. Operations on polynomials (multiplication, addition)
are performed modulo XV + 1.
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Table 2: Notations used in This Work
Symbol Description

Dimension of LWE ciphertext
Common Mask packing factor
Modulus of LWE ciphertexts
Modulus of GLWE ciphertexts
Auxiliary raised modulus in MR (7' > Q)
Polynomial degree in R = Z[X]/(XY +1)
Rank of GLWE
Error distribution
s,dks Modulus and decomposition length for Key Switch
Base and decomposition length for gadget decomposition
Secret key for CM-GGSW/GLWE, S € R{;*
Secret key (s1,...,s,) for CM-LWE, s; = (s1j,...,8,;)7
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General LWE (GLWE). Let k > 1 be an integer and S € R&Xk be the secret key. When
r =1, we identify S with a vector in R’é A GLWE ciphertext of a message m € Rq is a
tuple ¢ = (a,b) € R’é X R, where a « U (R’é) is uniformly sampled and

b={(a,S)+m+e, (1)

with e + x. When N = 1, this corresponds to standard LWE [Reg09]; when k = 1, it
corresponds to RLWE.

GGSW Ciphertexts. General GSW (GGSW) ciphertexts are typically used as bootstrap-
ping keys. Under gadget decomposition, a GGSW ciphertext encrypting m € Rq is a
rectangular matrix

Cep =Z+m-G e Ry DD (2)
where Z is a matrix of GLWE encryptions of 0 (under modulus @), and G is the gadget
matrix induced by (B, dg):

g = (LBy,...,Bb ) ezZ¥, G = diag(g) ®Liyy € RYTIED (3

In this work, we also consider a variant instantiated via Modulus Raising (MR), a
technique recently emerged in TFHE/FHEW research [LLL*T24, WLX*25]. An MR-based
GGSW ciphertext encrypting m € R¢ is a compact square matrix

T
Cup =Z+m- = Ty € REFDXGHD (4)

Q
where Z is a matrix of GLWE encryptions of 0 (under modulus 7).

2.2 External Product

The external product, denoted by [, is the computational core of bootstrapping. It
homomorphically multiplies a GLWE ciphertext ¢ € GLWEg(u) by a GGSW ciphertext
C encrypting a message m, yielding ¢’ € GLWEg (i - m).

Gadget Decomposition Approach. Let Cgp € Rgﬂ)dgx(kﬂ). Define the digit decom-
position operator under (By,d,) as

G () = Decompp_ 4 (°) : R’Zfl — Rgﬂ)d"’. (5)
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The GD external product is

¢ = G ') Cgp € Rgﬂ. (6)
Modulus Raising Approach. Let Cyr € R¥+1)X(k+1). The MR external product is
¢ = 9. (c-Cyrmod T)| € REH (7)
- T MR Q -

2.3 Binary FHE Schemes and Bootstrapping

We focus on the TFHE scheme [CGGI20], instantiated within the unified framework of
FHEW-like cryptosystems [MP21]. The core operation is functional bootstrapping, which
evaluates a look-up table while reducing noise. The pipeline transforms an input LWE
ciphertext ¢;,, € LWEZ?(m) into a refreshed ciphertext ¢, € LWEZ(f(m)) through five
sequential building blocks:

1) Initialization. The LWE ciphertext is first mapped to the polynomial domain. Let
v(X) € Rq be the polynomial embedding the LUT. The accumulator is initialized as a
trivial GLWE ciphertext encrypting the LUT rotated by the approximate payload b:

ACCy + (0,...,0,X . v(X)) € GLWEE?(X 0. o(X)) (8)

2) Blind Rotation. This step homomorphically accumulates the decryption of the secret
key components s; into the exponent. It iteratively applies a CMux gate controlled by
the bootstrapping key (BSK). The CMux gate, constructed via the external product (&),
selects between two inputs dg, d; based on a GGSW control bit C:

CMUX(C, dl,do) =Cn (dl - do) + dy (9)

3) Sample Extraction. This operation projects the GLWE accumulator back to the LWE.
We define it for a general GLWE ciphertext ¢ = (ay, ..., ax,b) € GLWEE’Q(M). Extracting
the constant term yields an LWE ciphertext of dimension N - k:

Sample Extraction(c) = (¢(ay)]...||¢(ax),bo) € LWEISE,N’Q(ALO) (10)

where ¢(a;) = (ai0,—aiN-1,-.-,—i1) € Zg represents the coefficient vector derived
from the polynomial mask, 5’ is derived from S.

4) Key Switch. The extracted ciphertext has a dimension of kN and is encrypted under
the key §'. To revert to the original parameters (n, §), a Key Switch operation is performed.
We adopt the standard algorithm and parameterization described in [MP21]. Conceptually,
it computes the linear sum of the public Key Switch Key based on the decomposed values
of the input ciphertext.

5) Modulus Switch. The ciphertext modulus is scaled down from the bootstrapping
modulus @ to the LWE modulus ¢ to ensure parameter compatibility and correctness:

Cout = I_(Q/Q) . Ck:s-| c Z;H_l (11)
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Algorithm 1 TFHE Bootstrapping
Require: LWE;3,,, ;(m + €) where m = Im/; TV
Ensure: LWEz,, ((2F(m') + &eace + gL (€ms + €xs) + €0n5)

Q aKs
1: GIWEg yo(TV - X~(m+e) 1 e, ..) > (1) Blind Rotation
2: LWE,;/,N’Q(%F(m’) + €qce) > (2) Sample Extract
3: LWESW’N)qKS(QKTSF(m’) + %eacc + ems) > (3) Modulus Switch to gks
4: LWEg_,nyqKS(%F(m’) + q%seacc + ems + €ks) > (4) Key Switch
5: LWEg o (ZF(m/) + Geace + gk (ems + €ks) + €7) > (5) Modulus Switch to ¢
6: return LWEgz,, o (1F(m/) + Geace + 5L (ems + €xs) + €7,)

2.4 GPUs and On-Chip Memory

Modern GPUs utilize a Single Instruction Multiple Threads (SIMT) execution model
to achieve massive parallelism. In this hierarchy, fundamental execution units called
threads are grouped into warps (typically 32 threads) that execute instructions in lock-
step. Multiple warps are further organized into Thread Blocks, which are scheduled onto
Streaming Multiprocessors (SMs) where the warp scheduler performs zero-overhead context
switching to hide arithmetic and memory latencies.

Table 3: On-Chip and Off-Chip Memory across Multiple Generations of GPUs

Specification NVIDIA A100 NVIDIA H100 NVIDIA RTX 4090
Architecture Ampere Hopper Ada Lovelace
Compute Capability 8.0 9.0 8.9
Streaming Multiprocessors (SMs) 108 132 128

On-Chip Memory (Per SM)

Register File Size 256 KB 256 KB 256 KB

Max Shared Memory (SMEM) 164 KB 228 KB 100 KB
Constant Memory (CMEM) 64 KB 64 KB 64 KB
Off-Chip Memory

Capacity 80 GB 80 GB 24 GB

Supporting this execution model is a stratified memory hierarchy, as detailed in Table 3.
The architecture distinguishes between off-chip Global Memory (GMEM), which offers high
capacity (e.g., 80 GB HBM3 on H100 [Cho23]) but incurs significant latency, and on-chip
resources like registers and shared memory, which serve as a high-bandwidth, low-latency
memory. Table 3 highlights the critical resource divergence between data center (A100,
H100) and consumer (RTX 4090) platforms.

In this work, we target the NVIDIA RTX 4090. As illustrated in Table 3, this platform
possesses significantly less shared memory compared to its data center counterparts.
Nevertheless, we demonstrate that even under such constrained on-chip memory resources,
our proposed BOLT-FHE scheme delivers substantial performance advantages.

3 Technical Overview

We provide a high-level overview of our proposed framework, starting with the mathematical
formulation of the external product, followed by an analysis of the memory bottlenecks
in state-of-the-art GPU implementations, and finally introducing our architecture—aware
optimization strategy.
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3.1 The Unified Process of GD- and MR-based GLWE x GGSW Ex-
ternal Product.

The performance bottleneck of TFHE/FHEW bootstrapping lies in the blind rotation
phase, which homomorphically evaluates the decryption circuit. Mathematically, this
phase is composed of a sequence of external product operations between a bootstrapping
key (encoded as GGSW ciphertexts) and a GLWE accumulator. While prior GPU-based
acceleration efforts (e.g., [SYLT25, XLK*25]) have predominantly focused on the external
product over RLWE and RGSW, we generalize this formulation to the GLWE and GGSW
context to cover a broader range of parameter sets.

The selection of a noise management strategy fundamentally governs the underlying
vector dimensionality and the requisite coefficient pre-processing pipeline. Specifically,
existing approaches can be categorized as follows:

o Gadget Decomposition (GD): Mitigates noise growth by decomposing coefficients
into small digits via a gadget matrix. This approach prioritizes noise stability but
expands the ciphertext size proportional to the decomposition depth.

o Modulus Raising (MR): Conducts arithmetic under a large auxiliary modulus T'
and maps the result back to @ via scaling and rounding. MR maintains compact
ciphertext sizes but necessitates higher precision for intermediate computations.

Figure 1 illustrates the divergent computation pipelines for GD- and MR-based external
products. Abstractly, the external product between a GGSW ciphertext and a GLWE
accumulator can be unified as a polynomial matrix-vector multiplication. By treating
the bootstrapping key as a polynomial matrix A and the accumulator as a vector x, a
single external product update is formulated as y < Ax. To enhance computational
efficiency, implementations typically migrate polynomial arithmetic to a transform domain®
(e.g., NTT or FFT), converting computationally expensive convolutions into pointwise
multiplications and accumulations.

3.2 Bootstrapping via On-chip Local Tiling (BOLT)

Translating the theoretical peak performance of GPUs into real-world FHE speedups
presents significant architectural challenges. Unlike traditional compute-bound workloads,
FHE operations are characterized by large ciphertext sizes, such as RLWE ciphertexts
in BGV/CKKS or GLWE and GGSW ciphertexts in TFHE. Naively mapping these
algorithms onto GPUs often results in severe memory bottlenecks. Consequently, existing
GPU-based implementations [XLK'25, Zam24] often fail to fully saturate the available
compute resources, highlighting the critical need for architecture-aware optimizations that
prioritize data locality and on-chip resource utilization.

The aforementioned analysis in Section 1.1 reveals that the repeated materialization of
a temporally-local working set turns blind rotation dominated by memory traffic, thereby
preventing effective on-chip reuse of the ACC. To address this memory wall, we revisit
bootstrapping from the perspective of GPU memory hierarchy and explicitly managed
on-chip storage. Modern GPUs expose large register files and scratchpad memory (SMEM)
with orders-of-magnitude higher bandwidth and lower latency than global memory.

Our key observation is that the ACC working set of mainstream parameter regimes can
fit within the on-chip budget, and thus the primary inefficiency of prior designs stems from
organization, i.e., repeatedly breaking the ACC update chain by cross-kernel or cross-block
interfaces. Driven by this insight, we propose BOLT-FHE, an aggressive on-chip local tiling
strategy that constrains the critical accumulation path of external products to the lifetime

1Since BOLT-FHE is based on integer instructions, all subsequent references to the transform domain
refer to the NTT domain.
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Figure 1: GLWE x GGSW External Product Computation Workflows under GD and MR.
Example Configuration ¥ = 3 and d, = 2.

of a single thread block and a single fused kernel whenever feasible. We map temporaries
and partial sums to registers, use SMEM as the synchronization and staging buffer for
NTT, and avoid repeated ACC materialization to global memory on the critical path.
Accordingly, the dominant block-level SMEM footprint is the ACC itself, i.e., the (k + )
accumulator polynomials preserved on-chip across both the (I)NTT transforms and the
subsequent accumulation with GGSW. As a result, off-chip memory traffic is dominated
by read-only key fetches and the final writeback rather than iterative store-load of the
accumulator.

However, realizing such an on-chip local tiling strategy requires careful design to address
the following challenges:

e Scalability across diverse parameter sets. Maintaining on-chip residency is
non trivial over the vast configuration space of generic GLWE x GGSW arithmetic.
The on-chip footprint depends not only on the accumulator dimension (k+1) and
polynomial degree N, but also on the transient working sets induced by the chosen
noise management path. In particular, under gadget decomposition (GD), naively
materializing all d, digits inflates the NTT workspace roughly proportional to
(k+1) - dgy, which can exceed SMEM budgets and forces partial spilling to off-chip
memory. A robust design must therefore decouple the on-chip workspace from d,,
and remain stable across parameter regimes, including larger k£ and higher security
settings.

e Throughput scaling under tight on-chip resource budgets. To push through-
put beyond ciphertext efficiency, techniques such as Common Mask packing [BBC'25,
WLX™25] amortize blind rotation key usage by processing multiple accumulators un-
der a shared mask. However, packing expands the effective vector/matrix dimension
from (k+1) to (k+r) and increases the live working set within a block. Insufficient
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packing underutilizes on-chip resources, whereas over aggressive packing amplifies
register pressure and can trigger register spilling to local memory, severely degrading
performance. Achieving stable throughput therefore requires systematic resource
budgeting and design space exploration rather than ad-hoc tuning.

¢ On-chip persistence across the arithmetic pipeline. Blind rotation is not
a single operator but a pipeline with frequent domain switches (e.g., coefficient
domain <> NTT domain) and element wise postprocessing. A modular multi-
kernel organization introduces store-reload boundaries that inherently break on-chip
state and re materialize intermediates in globally visible memory. Sustaining on-
chip residency requires fusing the pipeline into a single execution template, while
controlling register pressure and synchronization granularity so that fusion does not
regress 0CCupancy.

In what follows, we show that these challenges can be addressed by a fixed workspace
external product formulation, a unified MegaKernel template with explicit resource knobs,
and a systematic throughput scaling strategy via CM packing.

4 On-Chip External Product Computation

The computational workload during the ACC update phase of TFHE schemes is primarily
dominated by the external product operations in the blind rotation. In this section, we
systematically discuss how to compute external products under the constraints of limited
GPU resources—specifically thread count, SMEM capacity, and register usage—while
considering two noise reduction methods: Gadget Decomposition (GD) and Modulus
Raising (MR).

4.1 GPU Parallelism and Design Trade-offs

Parallelism under a continuous external-product chain. In TFHE bootstrapping, blind
rotation updates the ACC through a chain of external-product operations. A key constraint
is that the update index along the LWE dimension, denoted by n, is inherently sequential:
the i-th update consumes the ACC state produced by the (i — 1)-th update, and thus cannot
be parallelized without altering the algorithmic dependency structure. Consequently,
practical GPU parallelism must come from (i) batching independent bootstrappings
(throughput parallelism), and (ii) data-parallel execution within a single external product
instance.

An external product is composed of (I)NTT, pointwise multiplications, and accu-
mulations. A more intuitive view is to treat it as a dense polynomial matrix—vector
multiplication, where computation is highly data-parallel over coefficients and polynomial
blocks. However, the GPU design goal is not merely to accelerate an isolated matrix—vector
multiply; instead, we require continuous execution of the update chain so that the ACC
working set can be spatially reused across iterations. In this context, “continuous” explicitly
emphasizes space reuse and state persistence: keeping the frequently updated ACC and its
short-lived intermediates inside an on-chip workspace for as long as possible, rather than
repeatedly breaking the chain by storing the ACC to GMEM between updates.

Why d,-parallelism tends to induce global reduction pressure. A common strategy in
prior GPU external product implementations is to expose parallelism along the gadget
decomposition dimension d, by computing multiple digit contributions concurrently. This
organization is reasonable for latency-oriented designs; however, in throughput-oriented
settings it structurally requires a reduction step to merge per-digit partial results. Once
such a reduction crosses kernel boundaries or thread-block boundaries, it inevitably falls
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back to GMEM, because under conventional GPU programming models the scope of
SMEM is confined to a single thread block. As a result, dg,—parallelism often reintroduces
globally visible materialization and merge traffic on the critical path, conflicting with the
desired continuous on-chip reuse of ACC.

Motivated by the above trade-offs, we adopt a block-local execution model that keeps
the blind rotation update chain continuous within a single thread block. We evaluate gadget
decomposition in a digit-serial manner (serial over d,) to avoid cross-block/kernel merges,
while using intra-block parallel threads to partition the dense polynomial matrix—vector
multiplication and (I)NTT.

4.2 Block-level On-chip Accumulator Workspace

To support the block-local continuous execution model in Section 4.1, we next specify how
the external product is organized inside an explicit on-chip workspace. We first present a
fixed workspace formulation for GD (with MR as the single-stage special case), and then
show that the freed SMEM budget naturally enables CM packing for higher throughput.

Staged gadget decomposition for bounded SMEM. A key difficulty of keeping the
external product update on-chip comes from the GD-induced expansion of temporaries. In
GD, the accumulator is decomposed into d, digits, and each digit must be transformed and
multiplied with its corresponding key slice. If one materializes all digits (and their NTT
domain) at once, the transient on-chip footprint grows roughly with (k+1) - dg, which can
quickly exceed the SMEM budget and forces spills to off-chip memory. In contrast, MR
does not introduce an explicit digit expansion in this sense, and thus naturally behaves
like a single-stage update from the viewpoint of on-chip buffering.

casw dy(k j’ 1 dg(AIH- 1) dg Digit B)
dg—1
Pre-Process Column Digit By
Reorder Folding View @ Ring R,
k+1 >
. SMEM
) GMEM
GLWE
% ja , Output
= e — s .
NTT |
Load to SMEM |
[
GLWE Accumulate INTT
Input decomposition one digit in the register
at one time

dg times Serial Execution

Figure 2: Staged External Product with Fixed SMEM Footprint. Example Configuration
k=3andd, =2.

To remove the SMEM dependence on dg, we evaluate GD digit by digit with a fixed-size
SMEM buffer. As shown in Figure 2, we first adjust the bootstrapping key layout at key
generation time. Instead of storing key slices grouped by polynomial first (the common
layout where all digits of one polynomial are contiguous), we apply a simple column-wise
reordering so that the same digit index across polynomials is stored contiguously. This
reordering matches the staged execution order, enabling each stage ¢ to stream the needed
A® glices with better locality and fewer strided accesses. At stage ¢ we only form the
current digit x, apply NTT, and immediately accumulate A®x® into the running
sum; after £ =0,...,dy;—1, we apply a single INTT and update ACC. This procedure is
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algebraically identical to the standard GD external product, y = E?igl AOxO but it
keeps the live on-chip footprint essentially constant (independent of d).

Further throughput optimization via common mask assumption. Recent work aims
to give FHEW /TFHE bootstrapping SIMD-like throughput: amortized approaches pack
many LWEs into a single RLWE to share the cost [MS18, GPVL23, DMKMS24], while
we choose common-mask (CM) packing [BBCT25, WLX*25]. A CM-GLWE ciphertext
encrypting m = (ma, ..., m,) € Ry, under a secret key matrix S € ng can be written as
c=(a,b) e Rg"r, where a € R, is the shared mask and b = (by,...,b,) € R, contains
the bodies. CM packs r message bodies (by,...,b,) under a shared mask a, enabling
blind rotation to amortize key-related costs across multiple slots. The CM-bootstrapping
building blocks are deferred to the Appendix B.

GLWE CM-GLWE
k 1 k r
o -ole o oo
k+1 k+r

H-H

k+1 H H

o N ar
Mask ....

-y EEEN -

HENE- BN
©
HEN- BN

Figure 3: Broaden SMEM through Common Mask Assumption Expansion.

Our fixed workspace formulation provides a clean interface to incorporate CM without
reintroducing the GD workspace blowup. CM expands the effective dimension from (k+1)
to (k+r), while a naive GD implementation further multiplies the transient workspace by
dg, yielding an on-chip footprint on the order of (k+r) - d, and making ACC residency
difficult. With staged GD, however, GD contributes digit-serial accumulation rather
than a dg,-fold space inflation, so the external-product update operates in a controlled
(k+r) x (k+r) working mode. This makes GD/MR/CM combinations amenable to a single
kernel template with predictable on-chip resource usage. Table 4 summarizes the resulting
operator counts.

As r increases, the number of (I)NTTs per packed message is amortized down (the k/r
term in Table 4), while the pointwise multiplications grow with the expanded dimension.
Consequently, the amortized pointwise multiplies term M exhibits a minimum at an
intermediate r, implying an optimal packing factor under practical compute/memory
budgets.

5 Unified Blind Rotation Kernel Design

In this section, we present a unified blind rotation kernel design and implementation
that supports gadget decomposition (GD), modulus raising (MR), and common mask
(CM) packing under varying rank k of GLWE within the same structure. Blind rotation
is a sequence of external products, whose inner loop is dominated by dense polynomial
matrix—vector multiplies and repeated NTT/INTT domain switches. Accordingly, our
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Table 4: Operator counts for external product under GD/MR and CM packing. One
(I)NTT counts either a forward NTT or an inverse NTT on a length-N polynomial.

Total #(I)NTTs

Noise path r Traditional Bootstrappings CM Bootstrappings Amortized CM

GD (¢=d,) rn (k4+1)(+1) n (k+r)(£+1) n(£+1)(6+1)
MR (¢=1) 2rn (k41) 2n (k+r) 2n(£+1)

Total # pointwise muls

Noise path r Traditional Bootstrappings CM Bootstrappings Amortized CM

GD (¢=d,) rn(k+1)2 4N n(k+r)2 N n &2 g N
MR (¢=1) rn (k+1)2 N n(k+r)? N nMN

n: LWE dimension; k: GLWE mask dimension; N: polynomial degree; r: CM packing
factor (number of packed bodies); ¢£: decomposition levels (GD: £ = dg, MR: £ = 1).

kernel is organized at warp granularity and uses two compile-time parameters to control
work partition and register footprint:

WPP and IPT. WPP (warps per polynomial) specifies how many warps cooperatively
process one polynomial in the in-place NTT/INTT and in the pointwise multiply and
accumulate stages. IPT (items per thread) specifies how many coefficients are processed
by each thread for that polynomial. Given the fixed polynomial degree N, we set

32. WPP - IPT = N, (12)

so each warp thread is responsible for a uniform slice of coefficients. WPP mainly controls
the degree of multi-warp cooperation (and thus the number of passes when scanning
sub-NTTs), while IPT primarily budgets the per-thread register usage for coefficient tiles
and NTT-domain accumulators. These two knobs are used consistently in the NTT design
(Section 5.1) and in the fused MegaKernel (Section 5.2).

5.1 Packed Radix-2 Sub-Warp NTT

In TFHE settings, the polynomial degree is typically chosen from N € {512,1024,2048}.
To integrate NTT/INTT tightly into the blind rotation MegaKernel, we adopt a 4-step
decomposition that rewrites an N-point transform into a collection of small, regular sub-
NTTs (e.g., 16-, 32-, and 64-point). Specifically, the 4-step method views the N coefficients
as a matrix, performing sub-NTTs on columns and rows interleaved with pointwise twiddle
factor multiplications and matrix transpositions. A fixed number of warps then scan these
sub-tasks to complete the full transform. Each sub-NTT uses radix-2 butterflies (Cooley—
Tukey [CT65]/Gentleman—Sande [GS66]), which keeps the implementation uniform across
different N and simplifies maintenance.

To match shared memory reuse and the column/row access pattern induced by the
4-step layout, our blind rotation kernel employs a packed sub-warp execution scheme:
lanes within a warp are partitioned into groups so that a single warp processes multiple
sub-NTTs in parallel (e.g., two 32-point sub-NTTs, or four 16-point sub-NTTs). The key
observation is that the 32 lanes of a warp can cover up to 32 butterfly pairs per stage,
allowing us to fix the parallel granularity at the warp level and confine data exchange to
shared memory.

Lane-group parallelism within a warp. We derive a group identifier from the high bits of
the lane index to select the sub-NTT instance (and its row/column position), and use the



Y. Chen, F. Zheng, et al. 13

low bits to determine the butterfly-pair role within that sub-NTT. Each stage follows a
fixed “load—butterfly—store” pattern and performs in-place updates in shared memory. The
__syncwarp () barrier is inserted between consecutive stages to enforce the read-after-write
dependency, ensuring that writes from all lanes are visible before the next stage proceeds
and preventing races caused by lane progress skew.

Multi-warp cooperation via WPP. We parameterize the work partition using WPP
(warps per polynomial). For the 1024-point case in the column-transform phase, the
4-step decomposition yields 32 independent 32-point sub-NTTs. With WPP= 1, a single
warp must scan all 32 sub-tasks, requiring 16 serialized passes under the packed scheme.
With WPP= 4, these sub-tasks are distributed across 16 warps, reducing the scan to 4
passes. The transition between the column and row phases requires one block-level barrier
__syncthreads() to ensure shared memory consistency across warps.

Operator fusion and shared memory layout. We fuse the pointwise multiplications by
the twiddle factors into the last (or first, depending on NTT versus INTT) butterfly stage,
so that butterfly outputs are multiplied and written back immediately. This avoids an
additional shared memory pass. In addition, the shared memory layout uses padding to
mitigate bank conflicts in the column/row access pattern, stabilizing bandwidth utilization
during the in-place stages.

5.2 The MegaKernel: Fusing Computation with Optimized Memory
Access

To maximize instruction throughput and minimize global memory traffic, we consolidate
the initialization, blind rotation, sample extraction, and modulus switching phases into
a single fused kernel, which we term the MegaKernel. We note that the Key Switch
operation is implemented as a standalone kernel due to its distinct thread organization
requirements, following the approach in [SYLT25]. Given that Key Switch accounts for a
negligible fraction of the total execution time (< 10%), we omit its detailed discussion to
focus on the bottleneck operations handled by the MegaKernel.

Prior GPU bootstrapping implementations [SYLT25, XLKT25] are typically tailored
to the RLWE setting (k = 1). In contrast, our implemented MegaKernel is parameterized
for general GLWE ciphertexts with arbitrary k, thereby directly supporting advanced
parameter sets (WPP and IPT) where the accumulator consists of multiple polynomial
components.

Another key enabler of versatility is the employment of staged digit processing, as
introduced in Section 4.2. This technique decouples the on-chip memory footprint from
the total digit count, enabling the same kernel structure to efficiently handle a wide range
of gadget decomposition depths d,; without requiring a redesign of the memory layout or
execution flow. Consequently, the kernel admits both gadget decomposition and modulus
raising as selectable configurations within the same execution template.

Figure 4 depicts the execution template of our blind rotation MegaKernel within a single
thread block. The block follows a specific organization shape of dim3(32(k+r), WPP, 1),
where WPP warps are assigned to handle each of the (k+r) polynomials. Through this
flexible parameterization, our design ensures sufficient parallelism across diverse parameter
sets while maintaining optimal data locality.

The execution flow of MegaKernel proceeds as follows:

Step 1: Initialization and Tiling. At entry, the ACC is loaded from GMEM into per-thread
registers. Data is organized as coeflicient tiles, ensuring that the initial state resides entirely
in the fastest on-chip memory before computation begins.
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Figure 4: Overview of the Blind Rotation MegaKernel with Example Configuration
WPP =2 k=2, and r = 2.

Step 2: Staged Gadget Decomposition and Multiplication. This phase executes the
multiplication and addition of the decomposed ACC digits and the CM-GGSW directly
in NTT form. Following the staged schedule from Section 4.2, the loop processes gadget
digits serially to manage SMEM pressure:

2.1 Serial Staging GD: For Gadget Decomposition, only one digit slice is staged
into SMEM per stage on the fly. This minimizes the SMEM footprint required for the
subsequent transform.

2.2 NTT Transformation: The staged digit slice in SMEM is transformed to the
NTT domain.

2.3 Multiply and Add: The streamed CM-GGSW slices are multiplied with the
NTT-form digit and accumulated into partial sums.

Step 3: INTT and Fused Update. Once the inner multiplication loop completes, the
accumulator is updated. Both GD and MR phases share the same transform infrastructure
but differ at the staging boundaries:

3.1 INTT: The partial sums are written to SMEM to perform an inplace INTT.

3.2 Fused Modulus Raising: Unlike a standard modular reduction, we fuse the scale-
and-round step directly when reading the INTT results back from SMEM. Consequently,
the coefficient-domain accumulator tiles in registers are updated directly into their
target representation for the next iteration, without extra memory round-trips.

Steps 4 & 5: Output. After completing all n steps of the blind rotation, the kernel
executes an element-wise fusion of Sample Extraction and Modulus Switching. The final
CM-LWE result is then directly written to GMEM, completing the pipeline.

Following the MegaKernel, the CM-LWE ciphertext is processed by a Key Switch kernel.
As a typical memory-bound kernel, it performs a streaming load of the KSK to execute
modular additions with the ciphertext. We similarly fuse a modulus switching operation
at the output stage to complete the entire bootstrapping process.
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Potential for hybrid noise control methods. As shown in Figure 4, our MegaKernel
supports not only distinct GD and MR modes but also hybrid noise-control compositions
with only lightweight changes. The underlying execution flow requires no modification, as
the operand preparation steps can be combined flexibly. Since hybrid schemes are currently
less common, we defer the specific parameter optimization for hybrid noise reduction to
future investigations.

Implementation details. We represent NTT-domain operands in Montgomery form and
implement modular products via Montgomery multiplication [Mon85] with lightweight
reductions along the multiply and add path. Bootstrapping-key (in CM-GGSW ciphertext)
slices are read from GMEM using coalesced accesses. The accumulator workspace is
accessed from SMEM using a padded, strided layout to mitigate bank conflicts.

5.3 SMEM and Register Budgeting of the Fused MegaKernel

The fused MegaKernel is constrained jointly by SMEM and registers. For a feasible launch
configuration, the block shape, SMEM footprint, and per-thread register usage must be
satisfied simultaneously.

We first consider SMEM. In the packed setting, each thread block maintains (k+r) ACC
polynomials on chip. In addition, we cache in SMEM the precomputed table used by the
four-step (I)NTT, whose size is approximately that of two more N-coefficient polynomials.
Therefore, ignoring minor padding and alignment overheads, the dominant block-level
SMEM budget is

SMEMyjoek =~ (k+7+2)- N -sizeof (uint64). (13)

Table 5: Per-block SMEM budget of the fused MegaKernel and representative
instantiations under the RTX 4090 block-level SMEM limit.

Dominant per-block SMEM budget

Component Footprint per block
ACC workspace (k+7)- N - sizeof (uint64)
Four-step (I)NTT support table 2- N - sizeof (uint64)
Total dominant SMEM (k4+r+2)- N -sizeof (uint64)

Instantiations under 100 KB max SMEM (RTX 4090)

N One polynomial SMEM / block Approx. max (k+r)
512 4KB (k+7+2)-4KB k+r<22
1024 8KB (k+7r+2)-8KB k+7r <10
2048 16 KB (k+r+2) 16KB k+r<4

This budget is coupled directly to the block organization dim3(32(k + r), WPP, 1).
Increasing r enlarges the ACC workspace, while increasing WPP increases the number
of warps per block. Thus, r, N, and WPP must be chosen jointly to satisfy the SMEM,
block size, and residency constraints. Due to staged digit processing, this dominant SMEM
footprint does not scale with d,.

Register budgeting is less direct, since register usage is assigned by the compiler rather
than specified explicitly at the source level. This issue is amplified in the fused MegaKernel,
which spans multiple arithmetic stages and contains nested device functions, including the
four-step (I)NTT and the accumulation of MGSW key slices. Under aggressive optimization
settings, excessive inlining and loop unrolling can enlarge live ranges and inflate register
usage beyond a feasible budget.

To control this effect, we apply register budgeting with explicit compiler considerations.
At the function level, we use forceinline only for small device functions, while marking
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larger device functions as noinline to prevent excessive live range growth across long
arithmetic sequences. At the loop level, we treat IPT loops selectively: simple loops, such
as those used for the accumulation of MGSW key slices, can be fully unrolled, whereas the
loops inside the NTT device functions are explicitly prevented from aggressive unrolling,
since full unrolling there tends to inflate the number of simultaneously live temporaries
and significantly increase register usage. At the kernel level, we annotate the fused blind
rotation kernel with launch_bounds to guide the compiler toward a feasible register budget
under the intended residency. Overall, the final implementation intentionally trades some
compile time ILP for a more feasible fused execution. In practice, this design keeps register
pressure manageable for the main operating points, although the actual spill behavior still
depends on the specific WPP/IPT configuration.

6 Evaluation

Experimental Setup. Unless otherwise specified, all experiments are conducted on an
NVIDIA RTX 4090 GPU and an Intel Xeon Silver 4410Y CPU @2.0 GHz with 128 GB
RAM. The software stack is Ubuntu 24.04 with gcc 13.3 and full CUDA 12.9.1 toolkit. For
the datacenter GPU evaluation, profiling results are collected on an NVIDIA A100-40GB,
while the reported throughput is measured on an NVIDIA A800-80GB. All measurements
use a batch size of 16,384 bootstrapping instances. For CM packing, if one thread block
processes r packed ciphertexts, we set the batch size to 16,384 /r so that the total number
of bootstrapping instances remains matched across different 7. All reported performance
metrics represent end-to-end execution times, encompassing the total latency incurred by
ciphertext transfers between the host CPU and the GPU device.

6.1 Parameter Configuration

We have conducted an extensive benchmarking evaluation against a broad range of
widely-adopted parameter sets. To facilitate a fair comparison with existing SOTA
GPU implementations, the provenance of all evaluated parameters is explicitly detailed
in Table 6. For parameter sets G1-G3 and M1-M6, evaluations are conducted using
homomorphic NAND gates. For G4-G5, we employ the TFHE instantiation within
the OpenFHE [BAB™'22] library. All experiments utilize a uniform ternary secret key
distribution.

Table 6: Parameter Sets

ParamID Source A n q N k By log, Q log, T Qs Bks
Gadget Decomposition (GD)

G1 OpenFHE STD128 128 503 1024 1024 1 28 27 — 214 95

G2 OpenFHE STD128Q3 128 600 2048 2048 1 22° 50 - 215 95

G3 OpenFHE EvalBinGate 128 512 1024 1024 1 27 27 — 214 95

G4 OpenFHE EvalFunc 128 1305 2048 2048 1 227 54 - 2% 95

G5 OpenFHE EvalFloor 128 1305 2048 1024 1 25 27 — 235 95

Modulus Raising (MR)

M1 [LLL*24] T_1024 36 96 512 512 1024 1 — 16 36 214 29
M2 [LLL*24] T_2048_50 128 1024 1024 2048 1 - 22 50 221 25
M3 [WLXt25] STD128 128 512 1024 512 3 — 18 41 214 27
M4 [WLX*25] STD128-1 128 512 2048 1024 2 — 18 41 21 27
M5 [WLXT25] STD256 256 1088 2048 1024 3  — 19 44 215 95
M6 [WLX1+25] STD192 192 1024 1024 2048 1 — 17 37 216 28

Specifically, parameters associated with the GD framework are sourced entirely from
the OpenFHE library. Regarding the MR framework, parameter sets M1-M2 are derived
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from [LLL"24], while ParamID M3-M6 are adopted from [WLX"25]. It is noteworthy that
while the original MR configurations in [LLL"24] and VeloFHE [SYL™25] utilize composite
moduli (e.g., PQ) and the corresponding composite-modulus NTT, we have unified these
into the framework proposed by [WLX™25]. Our approach maintains parameter consistency
while setting the ciphertext modulus Q as a power of two. We introduce an auxiliary
modulus T to represent the expanded computational domain, where T is selected as an
NTT-friendly prime of a magnitude comparable to the original composite PQ product
in [LLL™24].

Furthermore, observing that several MR parameter sets in the literature do not explicitly
account for the impact of the packing factor r on the decryption failure probability, we
have re-evaluated these probabilities using the noise modeling framework introduced
in [WLX"25] to ensure the rationality (see Appendix A).

Table 7: Decryption Failure Probability Bounds (— log, praj) for MR Parameter
Sets M1-M6

ParamID: M1 ParamID: M2 ParamID: M3
7| Otot —loggpran Abits| oot  —logg prajl Abits | oot logy prain ~ Abits
1|18.2935 26.747 0.00 | 18.9254 102.66 0.00 | 30.8836 37.93 0.00
2(18.5107 26.09 —0.65 | 18.9255 102.66 ~ 0 30.8876 37.92 —0.01
4(18.9375 24.88 —1.85 | 18.9256 102.66 =~ 0| 30.8957 37.90 —0.03
8(19.7636 22.76 —3.97 | 18.9258 102.66 ~ 0130.9119 37.86 —0.07
16 | 21.3199 19.42 —7.32 | 18.9262 102.65 —0.01 | 30.9442 37.78 —0.15

ParamID: M4 ParamID: M5 ParamID: M6
| Otot —logyprail Abits | otot  —logg prail Abits | otot logs prait  Abits
1|65.6569 33.45 0.00 | 52.0111 53.90 0.00 | 26.8835 50.37 0.00
2|65.6721 33.44 —0.02 | 52.0136 53.90 —0.01 | 29.1650 42.65 —7.72
4165.7026 33.40 —0.05 | 52.0187 53.89 —0.02 | 33.2619 32.56 —17.81
16 | 65.8848 33.21 —0.24 | 52.0493 53.82 —0.08 | 51.3894 13.06 —37.31

T [WLXT25] adopts a more conservative model than [LLL*124], resulting in higher pg.i
estimates ( T_1024_36 ~ 2740 in [LLL*24]).

Table 7 summarizes the decryption failure probability bounds (—log, peai1) and the
corresponding differences (denoted as Abits) under various packing factors r. It is important
to note that the noise modeling framework adopted from [WLX"25] differs from prior
works [MP21]; their approach is more conservative, leading to looser noise upper bounds.
For instance, for the same parameter set M1, the noise model in [LLL"24] yields a failure
probability of 2740, whereas the model in [WLX"25] results in 2726,

For parameter sets with a large scale factor T/Q? (e.g., M2-M5), the increment in pg.j
remains marginal even as r increases to 16. In contrast, for parameter sets with tighter
noise budgets, such as M1 and M6, the failure probability increases significantly, suggesting
they are less suitable for high packing factors. We clarify that Table 7 is provided for
illustrative sensitivity analysis, and we do not employ impractical packing factors for M1
and M6 in our actual benchmarks.

6.2 Performance Evaluation and Comparison

Since the choice of configuration determines the packing factor r, we first demonstrate the
tuning results for M1-M6. For G1-G5, a comparison with SOTA implementations [SYLT25,
XLK*25] is provided in the end.

Performance optimization via WPP and IPT tuning. We conduct extensive performance
evaluations across six parameter sets, denoted as M1-M6. By leveraging our kernel template
parameters, WPP and IPT, we are able to fine-tune the thread-block organization and the
register pressure per thread. Notably, WPP governs the maximum number of polynomials
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Figure 5: Fine-tuning Results of Template Parameters WPP and IPT for ParamID M1—
MG6.

residing in a single thread block, which is primarily constrained by the available SMEM
capacity. The sum of the module rank %k and the packing factor r is bounded by the
interplay of these hardware resources and WPP. Since k remains constant for a target
security level, we optimize the system throughput by adjusting the packing factor r.
Figure 5 summarizes the tuning result. Table 8 details the thread-block organization for
each parameter set, along with the corresponding range of the packing factor r evaluated
in our design space exploration.

As illustrated in Figure 5, for the ParamID M3, under the configuration with WPP= 8
and IPT= 2, the packing factor r is restricted to 1, leading to the lowest observed
throughput. Conversely, the other three configurations achieve their peak throughput
at » = 5. This trend results from the multi-dimensional resource constraints within a
single GPU block. For ParamID M3, we have N = 512 and k = 3. With WPP= 4
and r = 5, the block maintains (k + r) = 8 ACC polynomials, so the ACC occupies
approximately 8 x 512 x 8 &z 32 KB of shared memory. Adding the NTT precomputation
table (approximately 8 KB), the total shared memory usage becomes approximately 40 KB
per block. In this case, selecting WPP= 2 or WPP= 4 provides the most favorable block
residency (with 2 or 1 blocks residing on each SM, respectively), which explains why these
configurations achieve the highest throughput. These results further validate the efficiency
and versatility of our architectural design.

It is important to note that M4 and M5 utilize MLWE structures. The adoption of
MLWE instead of RLWE is driven by the MR technique, which necessitates an exceptionally
large modulus 7" to maintain security strength. Our implementation demonstrates that
module lattices are highly compatible with GPU architectures, specifically through our
fixed workspace design.

Optimized performance and comparison with CPU baseline. Table 9 presents a com-
prehensive performance comparison between our proposed GPU implementation and
state-of-the-art single-threaded CPU baselines across six distinct ParamID M1-MG6).



Y. Chen, F. Zheng, et al. 19

Table 8: Exploration of Kernel Template Parameters and Packing Factor r. Each cell
denotes: (i) (WPP, IPT) organization, (ii) the allowed r range constrained by max SMEM
configuration on RTX 4090, and (iii) which r achieves highest throughput (r, Throughput

[ct/s]).

ParamID (N, k)

Thread-block Organization (WPP, IPT)
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+ Denotes the optimal design choice for the specific parameter set.

It is important to note that, to the best of our knowledge, there are currently no
existing hardware accelerators that optimize GLWE and GGSW ciphertexts specifically
using the CM packing strategy. Due to the absence of comparable GPU implementations
for this specific algorithmic configuration, we established our baseline by directly adopting
the CPU performance results reported in Table 9 of [LLL*24] and Table 2 of [WLX"25].
Against the baselines, our solution running on the NVIDIA RTX 4090 achieves a substantial
speedup, consistently outperforming the CPU execution by approximately three orders of
magnitude. Specifically, the speedup factors range from 786x (M2) to a peak of 1592x
(M5), effectively bridging the gap between theoretical lattice cryptography and practical
deployment.

Table 9: Performance Comparison on RTX 4090 vs CPU Baselines.

ParamID Opt. = FpP Ours (RTX 4090) CPU Baseline Speedup
Thr. (ct/s) Lat. (ms)T
M1 3 272547 31,301 34.38 1076.13x
M2 2 910266 5,726 137.44 786.97 x
M3 5 93789 40,166 25.80 1036.28
M4 4 23340 23,140 57.00 1318.96x
M5 5 95388 8,748 182.00 1592.08 %
M6 2 9—42.65 6,299 183.00 1152.66x

: CPU baseline latency for M1-M6 is retrieved from single-threaded results in Table 9 of [LLL*24]
and Table 2 of [WLXT25].

Architectural profiling. To further explain the observed tuning and throughput behavior,
we next provide a microarchitectural analysis based on profiling results. As shown in
Figure 6, SM utilization rises quickly with batch size and saturates at batch size 128.
By comparison, the achieved occupancy remains almost constant at about 66.7% over
the whole range, and the L1/TEX throughput also stays nearly constant at about 50.9%.
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Figure 6: SM utilization under different batch sizes for ParamID G2 on RTX 4090.

Therefore, the main effect of increasing batch size is to improve effective SM utilization,
rather than changing occupancy or on-chip memory throughput.
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Figure 7: L2 cache behavior under different batch sizes for ParamID G2.

Table 10: Register Allocation and Spill Count for ParamID M1 on RTX 4090.
Reg/ thread’ Stack frame’ Spill stores’ Spill loads'

IPT WPP Opt. r (Max. r)t Foak throughput
(regs) (Bytes) (Bytes) (Bytes) (ct/s)
2 16 64 0 0 0 1(1) 21,403
4 8 64 24 32 32 3 (3) 31,301
8 4 64 32 64 80 2 (7) 30,239
16 2 64 320 564 688 2 (15) 22,735

f Reg/thread, stack frame, spill stores, and spill loads are reported by ptxas.

¥ Under CM packing for ParamID M1 (k = 1), Max. r is computed by considering only the warp
constraint under the current WPP setting (with at most 32 warps per block), without taking the
shared memory constraint.

Table 10 reports the register allocation and spill results for the ParamID M1 under
different IPT/WPP settings. As IPT increases, each thread holds more polynomial fragments,
thereby increasing register pressure and leading to larger stack frames and more spill
stores/loads. Notably, the best throughput does not occur at the spill-free point. Instead,
the highest throughput is achieved at (IPT,WPP) = (4,8) with r = 3, showing that the
optimal setting is determined by the trade-off between packing efficiency and register
pressure rather than by spill minimization alone. In practice, the dominant working set
remains on-chip, and only a small number of temporaries may spill under more aggressive
settings.
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Figure 8: Warp state breakdown of the fused kernel for ParamID M3.

We further report the warp state breakdown for ParamID M3 configuration in Figure 8.
We group the reported warp stalls into Memory-Related stalls, Stall Wait, Selected, and
other stalls. As shown, Memory-Related stalls constitute a major fraction of the total
cycles, while Stall Wait is also a prominent component. This indicates that, for M3
configuration, the fused MegaKernel is mainly limited by long latency dependencies rather
than severe pipeline throttling effects.

Comparison with prior GPU-based works. We evaluate the concrete performance of
our implementation in comparison with SOTA GPU implementations [SYL 25, XLK*25]
for TFHE. To this end, we report performance metrics for the GD method and the MR
method as utilized in VeloFHE [SYL™25].

Table 11: Performance comparison of ours (RTX 4090 and A800-80GB) with
VeloFHE [SYL*+25] (RTX 4090 and A100-80GB).

+
ParamID & VM ] Speedup
Thr. (ct/s) Thr. (ct/s)
G1 11,423 (5,941) 11,378 (7,190) 1.01x (0.83x)
G2 9,489 (4,453) 3,249 (2,686) 2.92x (1.66%)
M1 23,442 (12,129) 9,871 (5,969) 2.38x (2.03x)
31,301 (15,417)* - 3.17x (2.58x%)
M2 4,187 (2,683) 1,729 (1,578) 2.42x (1.70%)

5,726 (3,580) 3.31x (2.27x)

{: Optimal performance with Common-Mask packing. For M1, r = 3 on both RTX 4090 and A800-
80GB; for M2, r = 2 on RTX 4090 and r = 3 on A800-80GB.
For [SYLT25], data is based on TFHE gate bootstrapping results.

Table 12: Performance comparison on G3, G4, and G5 on RTX 4090.

p Ours VeloFHE [SYL"25] [XLKT25]
aramID -

Thr. (ct/s) Thr. (ct/s) Speedup Thr. (ct/s) Speedup
G3 11,238 11,111t 1.01x 4,348" 2.58x
G4 2,660 1,408% 1.89x% 6297 4.23x%
G5 2,457 1,3891 1.77x 5957 4.13x%

t: Calculated from reported latency as 1000/latency(ms).
Data for [SYLT25] corresponds to the “VeloFHE-T” ternary key variant.
Data for [XLK125] is based on their RTX 4090 homomorphic function benchmarks.

As shown in Table 11 and Table 12, our implementation achieves a significant speedup
across the majority of the evaluated parameter sets. The parallelization focus of [XLK™25]
is on enhancing the parameter scalability for individual ciphertexts, pursuing extreme
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parallelism to a certain extent. In contrast, our implementation emphasizes throughput
efficiency in large batch gate-level parallelism, improving the effective computational
density per gate by minimizing cross-block/kernel synchronization and intermediate state
exchanges. Similarly, VeloFHE [SYL"25] also focuses on improving bootstrapping efficiency
by reducing the global round-trips of intermediate states. However, the specific organization
of the blind rotation/external product chain within the kernel is not fully disclosed in
the public text. To ensure reproducibility and comparability, we only use the end-to-end
performance data reported in their paper.

For the datacenter platform results in Table 11, the advantage of BOLT-FHE becomes
smaller than on RTX 4090, which is consistent with an explanation based on cache capacity.
In particular, RTX 4090 provides a 72 MB L2 cache, whereas A100 provides a 40 MB L2
cache. Since BOLT-FHE relies on a compact working set and benefits more when hot data
can remain resident in L2, a smaller L2 cache weakens cache coverage and causes more
accesses to fall back to DRAM. This interpretation is consistent with the profiling results
in Figure 7, where A100 shows a lower L2 hit rate and a higher DRAM throughput than
RTX 4090. Overall, these results suggest that BOLT-FHE is especially favorable on GPU
architectures with larger L2 caches.

7 Conclusion

This paper introduces BOLT-FHE, a unified acceleration framework designed to align
general FHE programming paradigms with the massive parallelism and memory hierarchy of
modern GPUs. By identifying the memory bottlenecks in prior TFHE implementations, we
developed an aggressive on-chip residency strategy that meticulously maps the entire blind
rotation accumulation to registers and shared memory, effectively eliminating excessive
DRAM traffic. Furthermore, we leverage surplus on-chip capacity through Common-
Mask packing and a fused Megakernel design, which significantly amplifies throughput by
enabling concurrent execution. Future work will explore more parameter configurations
and GPU’s latest hardware features (e.g., Tensor Core [MDCL 18] and DSM [Cho23]) for
FHE.
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A Noise and Failure Modeling

Following [WLX " 25] (Theorem 4.2), we treat the final LWE decryption error as subgaussian
and upper bound the decryption failure probability via a tail bound. Let the decision
margin be t = %. Let oot denote the aggregate subgaussian parameter of the final LWE

error. We use
2 7 Q%{S 2 2 2 2
Oiop = —Q2 <Q2 oy +o05+ U3> + o3, (14)
KS
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where
) - ) N n(k +r)No?
0F = x5 (31 2knN + 12nA% + 8ENnA®) + ——— 5, (15)
2wkN 2
L T T s (16)

To refresh two independently bootstrapped ciphertexts ¢, ¢z, requiring |Err(cq)+Err(cg)| <
t with t = ¢/8. Since Err(c;) + Err(cy) is subgaussian with parameter v/20+.;, we use

< 2 t2 t= d (17)
ail < 2exp| —m—— |, = -.
Prail P 20‘t20t 8

o=okgs =V27-3.19, and A = {%J (so A-Q? <T). Under CM packing, r enters only
via the (k4 r) term in (15).

B Building Blocks for CM-Bootstrapping

This appendix details the procedure of BlindRotate, SampleExtract and KeySwitch for
CM packing.

Algorithm 2 CM-Blind Rotate

Require: CM-LWE c;,, = (a,b) € Zy x Z; with b = (b1,...,b,:); LUT polynomials
VvV = (Ul, . ,Ur) € RY ; CM-BSK {Coi, Cli}?:l

Ensure: CM-GLWE accumulator ACC € (R, x Rf))

1: ACCO — (0 S RE R (Xibl’Ul, Ce ,Xﬁbr’l}r))

2: for:=1tondo > [ as External Product
3: ACC; + (X% — 1)(ACC2‘,1 HCpi) + (X% — 1)(ACC1‘,1 O Cyi) + ACC, 4

4: end for

5:

return ACC,

Algorithm 3 CM-Sample Extract

Require: CM-GLWE ¢ = ((ay,...,az), (b1,...,b,)) € (R’é x Rp); index 7 =0
Ensure: CM-LWE ¢’ = (a’,b') € Zg" x Z,
a « ¢lay) || -+ | olak) > ¢(-) as in Section 2
2 b e (brry ..y bps)
3: return (a’,b’)

Algorithm 4 CM-Key Switch

Require: CM-LWE ciphertext ¢ = (a,b) € Z’;}]{\; X Ly
length dks
Ensure: CM-LWE ciphertext ¢y, € Z7 . x Z!  under the target key

qKs gKs

CM-KSK {K, ;,}; base Bs;

1: Cout < (0 € Zy, ., b)

2: for i =0to kN — 1 do

3 for j =0 to dxs — 1 do > Digit decomposition of a; in base Bkg
) I :

4 Qi j < {al/BIj(SJ mod BKS > a; = Zji% ai,jBIJ(S

5: Cout < Cout — Ki,j,ai,j

6 end for

7: end for

8: return c,y;
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