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Abstract
The rapid advancement of AI technologies has led to a dramatic
surge in computational demands, driving significant breakthroughs
in ML accelerators. The powerful performance of these accelera-
tors has attracted the attention of cryptography researchers, and
recent studies have begun to explore their use in accelerating cryp-
tographic operations. However, treating these accelerators as black
boxes leads to high latency, and strict concurrency requirements,
which hinder their practical deployment.

In this paper, we go beyond the black-box treatment of ML ac-
celerators and introduce ML-Cube (ML3), a novel memory-less
framework that leverages ML accelerators to implement module-
lattice-based PQC, FIPS 203 ML-KEM, and FIPS 204 ML-DSA. The
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performance benefits of ML-Cube arise from our thorough analy-
sis of ML accelerator internals. Rather than treating the accelera-
tors as black boxes, we dissect their operating mechanisms and de-
sign tailored mathematical transformations for cryptographic ac-
celeration. This enables memory-less (I)NTT and polynomial mul-
tiplication that minimizes external memory dependencies and re-
duces latency. We further address the high latency and excessive
parallelism demands of traditional SIMT-based implementations
by fully parallelizing both ML-KEM and ML-DSA schemes. Our
experiments show that our Tensor Core-based (I)NTT achieves a
2.03×–3.56× speedup over a highly-optimized CUDA-core imple-
mentation. Moreover, our memory-less polynomial multiplication
attains a 10× speedup, and the full ML-KEM reaches up to a 3.58×
speedup with only less than one-tenth of the latency compared
with SOTA approach (CHES ’24). Additionally, our enhanced ML-
DSA implementation offers a 30% to 55% throughput improvement
over the previous SOTA methods (TDSC ’24) under the server-
orientedmodel. Importantly, by confining core computationswithin
registers, our approach inherently mitigates memory disclosure
and cache-based side-channel attacks, thereby enhancing overall
security.
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1 Introduction
To meet the growing computational demands of artificial intelli-
gence (AI) in the era of large-scale models, major processor ven-
dors have introduced dedicated machine learning (ML) accelera-
tors, such as Google TPU [7], Intel VNNI [8], Apple Neural En-
gine [16], NVIDIA Tensor Core [9], and AMD MI300X [3]. Com-
pared to general-purpose processors, these accelerators focus on
low-precision arithmetic and offer significantly higher computa-
tional throughput. For example, NVIDIA’s Volta architecture intro-
duced Tensor Cores optimized for tensor operations, which have
since evolved, with the Tesla H100 achieving up to 1979 INT8 Ten-
sor TOPS.

At the same time, to counter the threat of quantum computing,
NIST has released several post-quantum cryptographic (PQC) stan-
dards, including FIPS 203 [25], FIPS 204 [24], FIPS 205 [26], and the
upcoming FIPS 206. Among the selected schemes, module-lattice-
based algorithms are particularly attractive due to their balanced
trade-offs between security, performance, and key size.

The intersection of AI and cryptography has become a com-
pelling research direction, covering areas such as privacy-preserving
machine learning [19, 22] and ML-assisted cryptanalysis [6, 30].
This raises a natural question for cryptographic engineers and users
alike:

Can ML accelerators be harnessed to accelerate crypto-
graphic computations, enabling cryptography to benefit from
AI’s hardware advances?

1.1 Motivations
Cryptography and computing have historically evolved in paral-
lel, with each influencing the development of the other. In fact,
if cryptographic implementations fail to integrate with emerging
platforms such as ML accelerators, the performance gap between
plaintext and ciphertext processing will become even more chal-
lenging to bridge.

The computational power of ML accelerators presents new op-
portunities for optimizing PQC implementations. Consequently,
an increasing number of researchers have begun leveraging ML

accelerators for cryptographic applications, including fully homo-
morphic encryption (FHE) and PQC. Recent works exemplifying
this trend include [10, 37, 38, 41], which explore novel ways to
exploit AI hardware for secure and efficient cryptographic compu-
tations. However, these studies exhibit several critical limitations:

• Previous works often treat ML accelerators as black boxes,
lacking control over their internal mechanisms. For exam-
ple, Fan et al.[10] used NVIDIA’s cuBLAS for Tensor Core-
based matrix multiplication instead of custom implemen-
tations, limiting fine-grained control and NTT integration.
While Zhou et al.[41] optimized memory layouts and used
PTX for register-level computations, NTT inputs and out-
puts still relied on memory storage.

• Moreover, most of the previous implementations [15, 17, 37,
41] prioritize throughput but suffer from high latency due
to massive concurrency, making them impractical. For ex-
ample, Zhou et al.[41] parallelized core operations, yet the
overall system remains largely serial. Tasks like rejection
sampling in ML-DSA require high concurrency, further in-
creasing latency. Additionally, while these works optimize
NTT, they often neglect related computations like multipli-
cation, leading to inefficiencies in memory access that offset
performance gains.

1.2 Contributions
Building on these observations, we introduce ML-Cube (ML3), a
novel memory-less framework that leverages ML accelerators to
implement standard module-lattice-based PQC schemes, namely
FIPS 203 ML-KEM and FIPS 204 ML-DSA. Our contributions are
three-fold and can be summarized as follows:

• An in-depth analysis of ML accelerators is conducted,
investigating the internal mechanisms of the Tensor Core
and examining howvarious usage patterns of thread-internal
fragment registers influence computations. Based on these
insights, we introduce synthetic fragments to elegantly ma-
nipulate fragments for efficient general chained matrix mul-
tiplication entirely within the registers, avoiding additional
transformation overhead. This contribution is not only ap-
plicable in PQC but can also be utilized for conventional
matrix multiplication. (Section 3)

• A memory-less framework for polynomial multipli-
cation is implemented for optimizing polynomial compu-
tations in ML-KEM and ML-DSA. By utilizing the native
interconnection mechanism of the Tensor Core, we devel-
oped a warp-level parallel polynomial computation model
that eliminates the need for inter-thread communication,
thereby maximizing the potential of the Tensor Core’s ALU.
Additionally, we proposed amodular arithmetic scheme suit-
able for low-precision arithmetic instructions of Tensor Core.
(Section 4)

• Fully-parallelized MLWE-based PQC is proposed to ad-
dress the high latency and high-concurrency requirement
in existing implementations. This approach distributes com-
putational workloads across threads, effectively leveraging
the SIMT execution model to reduce per-thread computa-
tion and hardware resource consumption. Building on the
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memory-less polynomialmultiplication framework,we com-
plete multiple computational stages entirely within regis-
ters and fuse core-value-dependentmultiplications,minimiz-
ing memory usage and access overhead. Especially, a highly
compact implementation of rejection sampling loop in ML-
DSA, addressing loop imbalance and minimizing unneces-
sary resource consumption. (Section 5)

The above efforts have achieved tremendous performance im-
provement according to a comprehensive evaluation of the ML-
Cube framework in Section 6. Our memory-less (I)NTT (designed
for ML-DSA and ML-KEM) achieves a performance improvement
of 2.03 to 3.56× compared to conventional CUDA-core-based imple-
mentations.When compared to state-of-the-art Tensor Core-based
polynomial multiplication, our approach, which confines computa-
tions within registers as much as possible, further achieves up to a
10.25× speedup. For the complete ML-KEM, our fully parallelized
design enables ML-Cube to achieve 1.67×, 1.72×, 3.58×, and 1.85×
speedups for KeyGen, Enc/Encaps,Dec, andDecaps at Level 5. No-
tably, the overall latency is reduced to less than 1/10 of the prior
SOTA, while the required number of parallel requests to reach
peak performance is also reduced to 1/10. Additionally, our en-
hanced ML-DSA implementation delivers a 30% to 55% increase
in throughput over previous state-of-the-art methods under the
server-oriented model.

2 Preliminary
This section briefly introduces module-lattice-based cryptography,
as well as ML-KEM and ML-DSA.

2.1 Notation
For a prime 𝑞, ℤ𝑞 = {0, 1, … , 𝑞 − 1} is the residue class ring mod-
ulo 𝑞. ℤ𝑛𝑞 represents 𝑛 coefficients from ℤ𝑞 . Define the ring 𝑅𝑞 =
ℤ𝑞[𝑋]/(𝑋 𝑛 + 1), which means the coefficients are from ℤ𝑞 .

Regular font letters denote elements in 𝑅𝑞 (including elements
in ℤ𝑞), while bold lowercase letters represent vectors with coeffi-
cients in 𝑅𝑞 . By default, all vectors are column vectors. Bold upper-
case letters denote matrices. Matrix multiplication is expressed as
C = A ⋅ B, and the Hadamard product of two matrices is written
as C = A ∘ B. The rank 𝑘 of a polynomial vector indicates that the
polynomial vector contains 𝑘 polynomials.

For a finite field ℤ𝑞 , a primitive 𝑛-th root of unity 𝜔 exists if 𝑛
divides 𝑞 − 1, where 𝜔𝑛 ≡ 1 (mod 𝑞). The notation ̂𝑓 represents
the NTT domain representation of the polynomial 𝑓 ∈ 𝑅𝑞 .

2.2 Module-Lattice-Based Cryptography
A lattice is the set of all integer linear combinations of some lin-
early independent vectors belonging to the euclidean space. Most
lattice-based cryptographic schemes are built upon the assumed
hardness of the Short Integer Solution (SIS) [2], Learning With Er-
rors (LWE) [31] and RLWE [21] problems. Combining the security
advantages of LWE and the flexibility of Ring-LWE, Langlois et
al. [18] demonstrated theworst-case to average-case reductions for
module lattices. Intuitively, the size of matrixA in Module-LWE is
𝑘 × 𝑘, where 𝑘 is the rank. The elements in the matrix are vectors
selected from ℤ𝑛𝑞 .

2.2.1 ML-KEM. At a high level, the construction of the scheme
ML-KEM proceeds in two steps. First, the ideas discussed previ-
ously are used to construct a public-key encryption (PKE) scheme
from theMLWE problem. First, the public-key encryption (PKE) of
ML-KEM scheme is constructed from the MLWE problem. Second,
this PKE scheme is converted into a key-encapsulation mechanism
using the so-called Fujisaki-Okamoto (FO) transform [11]. As a re-
sult, ML-KEM is believed to satisfy IND-CCA2 security.

The PKE scheme in ML-KEM is introduced as follows.
• KeyGen: In ML-KEM, the private key is s ∈ 𝑅𝑘𝑞 , and the cor-
responding public key is a collection of “noisy” linear equa-
tions (A, As + e) based on s. The results are appropriately
encoded into byte arrays and output.

• IND-CPA Enc: The encryptor generates a vector y ∈ 𝑅𝑘𝑞 and
noise terms e1 ∈ 𝑅𝑘𝑞 and 𝑒2 ∈ 𝑅𝑞 then computes the “new
noisy equation”, which is (A⊤y + e1, t⊤y + 𝑒2). The input
message 𝑚 is encoded appropriately to 𝜇, and added to the
latter term in the pair. An appropriate encoding 𝜇 of the in-
put message𝑚 is then added to the latter term in the pair. Fi-
nally, the resulting pair (u, 𝑣) is compressed, serialized into
a byte array, and output as the ciphertext.

• IND-CPA Dec: Here, one can think of u′ as the coefficients
of the equation and 𝑣 ′ as the constant term. The decryptor
uses the private key to compute the true constant term 𝑣 =
s⊤u′ and calculate 𝑣 ′−𝑣 . The decryption algorithm ends by
decoding the plaintextmessage𝑚 from 𝑣 ′−𝑣 and outputting
𝑚.

The key feature of the KEM scheme, derived from the PKE scheme,
is the application of the FO transformation in its decapsulation al-
gorithm, which involves decrypting the ciphertext to obtain 𝑀′
and re-encrypting𝑀′ to generate 𝑐′ for comparison with 𝑐. If they
match, the decrypted shared key is accepted; otherwise, the de-
cryption is implicitly rejected with random bytes from the private
key.

2.2.2 ML-DSA. Thehigh-level concept ofML-DSA can be summa-
rized as follows:

• KeyGen: in ML-DSA, a polynomial matrix A ∈ 𝑅𝑘×𝑙𝑞 and
polynomial vectors s1 ∈ 𝑅𝑙𝑞 and s2 ∈ 𝑅𝑘𝑞 are first gen-
erated, and the core operation computes the public value
t = As1 + s2. The polynomial vectors (t1, t0) are produced
such that t = t1 ⋅ 2𝑑 + t0. The public key is a binary tu-
ple (A, t1), while the corresponding private key is a 6-tuple
(A, 𝐾, 𝑡𝑟 , s1, s2, t0), where 𝐾 is a private random seed and 𝑡𝑟
is a hash of the public key.

• Signing: the signer first computes 𝜇 ← H(𝑡𝑟 ∥ 𝑀) and
𝜌″ ← H(𝐾 ∥ 𝑟𝑛𝑑 ∥ 𝜇), where 𝑀 is the message and rnd
is a random number. The signing algorithm’s core involves
a rejection sampling loop, which repeats until a valid signa-
ture is generated. In detail, the signer generates a polyno-
mial vector y ∈ 𝑅𝑙𝑞 using 𝜌″ and a counter 𝜅. Next, the
signer computes w = Ay, from which a “commitment” w1
is derived. Then, a “challenge” 𝑐 is generated from the com-
mitment hash ̃𝑐, which is obtained by hashing w1 and the
message representative 𝜇. Subsequently, the products of 𝑐
with s1, s2, and t0 are computed, followed by a norm check,
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and the response z = y+ 𝑐s1 is generated. If all checks pass,
the signer can compute a hint polynomial h, and the final
signature is a triple ( ̃𝑐, z, h).

• Verify: the verifier derives 𝑐 from ̃𝑐 and computes
w′

Approx = Az − 𝑐t1 ⋅ 2𝑑 . Then verifier uses the hint h to
obtainw′1 fromw′

Approx. Finally, the verifier checks that the
response z and hint h are valid and that the reconstructed
w′1 matches the commitment hashw1 in the signature. If all
these checks succeed, the signature is valid; otherwise, it is
invalid.

3 Understanding Tensor Cores
This section provides an in-depth study of the internal mechanisms
of NVIDIA Tensor Cores, which is the foundation of our work.

3.1 Tensor Cores in a Nutshell
ML accelerators (including Tensor Core) are designed for low pre-
cision arithmetic, typically using formats like INT8, FP16, or BF16.
They are also limited to specific computation modes, mainly sup-
porting matrix multiplication or inner product operations, which
are core to machine learning.

Listing 1 (a slightly modified version of the one in CUDA Pro-
gramming Guide [28]) to perform a 16×16 matrix multiplication
C = A ⋅ B using Tensor Core, where the element types of the in-
put matrices A (int_8 *a) and B (int_8 *b) are INT8, and the
element type of the accumulator matrix C (int *c) is INT32. In
fact, Tensor Core supports matrix multiplication and accumulation
C = A ⋅B+C, but we use matrix multiplication for demonstration.

The main wmma instructions are:
• wmma.load loadsA or B frommemory into 8 INT8 registers
(called fragment) for each of the 32 threads in the warp.This
instruction requires specifying the multiplicands (as the left
matrix, matrix_a, or right matrix, matrix_b) and the read
order (row-major or column-major).

• wmma.mma performs the matrix multiplication on the Tensor
Core, C = A ⋅ B.

• wmma.store stores the result C from 8 INT32 registers for
each of the 32 threads in the warp back to memory. This
instruction requires specifying the store order, either row-
major or column-major.

__global__ void wmma_ker(int8_t *a, int8_t *b, int *c) {
// Declare the fragments
wmma::fragment <wmma::matrix_a , 16, 16, 16, int8_t ,

wmma::row_major > a_frag;
wmma::fragment <wmma::matrix_b , 16, 16, 16, int8_t ,

wmma::row_major > b_frag;
wmma::fragment <wmma:: accumulator , 16, 16, 16,

int > c_frag;
// Initialize the output to zero
wmma:: fill_fragment(c_frag , 0);
// Load the inputs
wmma:: load_matrix_sync(a_frag , a, 16);
wmma:: load_matrix_sync(b_frag , b, 16);
// Perform the matrix multiplication
wmma:: mma_sync(c_frag , a_frag , b_frag , c_frag);
// Store the output
wmma:: store_matrix_sync(c, c_frag , 16, wmma::

mem_row_major);
}

Listing 1: Standard invocation methods of WMMA API

Row and column-major ordering merely define how matrix el-
ements are indexed; however, this distinction is irrelevant within
the internal mechanisms.Throughout this paper, we adopt the row-
major convention for all descriptions.

3.2 Beyond the Programming Guide
In fact, NVIDIA does not have a specific manual on how its Tensor
Core works internally, so many previous works [10, 37] treated the
ML accelerator as a black box for relevant computations. ConvKy-
ber [41] found that the internal mechanisms of ML accelerators
can facilitate cryptographic algorithm implementations. This sec-
tion will significantly extend the findings of [41].

Tensor Core supports matrix multiplication with various data
types and matrix sizes. However, as noted in [37], INT8 input ele-
ments and 16×16matrixmultiplication are themost practical.There-
fore, we take this configuration as an example in the following dis-
cussion.

Through our experiments, we have discovered that Tensor Cores
process matrix elements using the following approach, as shown
in Figure 1.

Remark 1. First, for 16 × 16 matrices A, B, each thread in a warp
(consisting of 32 threads) processes 16×16

32 = 8 elements per thread.
These 8 elements come from two rows or two columns, depending
on whether the matrix is served as matrix_a or matrix_b. Then,
the 32 threads in a warp are divided into 8 groups, each contain-
ing 4 threads. In Group 𝑖 (0 ≤ 𝑖 ≤ 7), the four threads store ele-
ments from the 𝑖-th and (𝑖 + 8)-th rows/columns. When executing
the wmma.mma instruction, Group 𝑖 multiplies its stored fragment
of A with all 8 fragments of B (including its own) via a series of
4-element inner products. The four inner products are then accu-
mulated to produce a 16-element inner product result for fragment
C, corresponding to rows/columns 𝑖 and (𝑖+8) of the output matrix.

3.2.1 Bypassing the APIs via synthetic fragments. In the CUDA Pro-
gramming Guide [28], the usage of Tensor Cores is subject to strict
requirements, where computations are expected to follow a prede-
fined pattern only when data is properly encapsulated into frag-
ments. For example, the PTX ISA Guide [29], in the section on
wmma.mma, explicitly states: “The qualifiers .alayout and .blayout
must match the layout specified on the wmma.load instructions
that produce the contents of operands, respectively.”

In fact, we have found that developers can bypass wmma.load
entirely by directly manipulating the register values of input and
output operands and passing them to wmma.mma using a developer-
defined format. We refer to it as a synthetic fragment, because it is
manually assembled by developers rather than generated through
the standard API wmma.load. Therefore, it is crucial to analyze the
underlying mechanisms of wmma.load and wmma.store.

For synthetic fragments, since they are not generated by the na-
tive wmma.load, they do not inherently retain information about
whether the data was originally stored in row-major or column-
major order.Through further experiments, we found that the CUDA
compiler, when handling such operands that are not loaded via
standard wmma.load instructions, defaults to interpreting them in
row-major order (i.e., indexed in Figure 1 by row). The mapping of
register elements to the original matrix depends on the operand’s
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Figure 1: How Tensor Core computes matrix multiplications (This figure demonstrates the multiplication process between the
0th and 8th rows of matrix A and the 0th, 1st, 8th, and 9th columns of matrix B. During this process, the interaction of data
between Thread 0–3 and other threads is primarily involved. The computation of eight matrix products within Thread 0 are
specifically focused on as an example.)

position in the wmma instruction. Simply put, the synthetic frag-
ment for the left-hand matrix (matrix_a) is the transpose of the
right-hand matrix (matrix_b).

Remark 2. A noteworthy implication of this finding is that matrix
transposition can be efficiently achieved with no overhead. For in-
stance, to obtain the transpose of C = A ⋅ B, one can simply swap
the positions of the synthetic fragments corresponding to A and
B. This results in computing C⊤ = B⊤ ⋅ A⊤ without introducing
any additional computational overhead. Notably, this optimization
is not feasible using the standard API, as the compiler strictly en-
forces fragment position constraints.

3.2.2 Free linear transformations by register shuffle. Synthetic frag-
ments provide significant flexibility. Beyond adjusting operand po-
sitions of synthetic fragments for free matrix transposition, we can
also rearrange internal registers to achieve certain matrix transfor-
mations at no additional cost.

A straightforward example is swapping the 0th and 1st elements,
aswell as the 4th and 5th elements, of matrix_a across all 32 threads.
This effectively swaps the first and second columns of the matrix.

Remark 3. It should be noted that these transformations are not un-
restricted. In Appendix A.1, we analyze what constitutes a “good”
transformation — i.e., a meaningful linear transformation where
the resulting matrix can be interpreted as the original matrix un-
dergoing a structured transformation. We identify that such lin-
ear transformations must satisfy that: After register shuffling, all
(𝑗, 𝑗 +4) element pairs within each thread corresponds to elements

in the original input matrix with an index stride of 128, for 0 ≤ 𝑗 <
4.
3.2.3 Adjusting product fragments for linear transformation. As il-
lustrated in Figure 1, there is a significant difference in memory
locality between the operands and the results of matrix multipli-
cation. For example, the matrix_a elements of Thread 0 change
from the original 0x00, 0x01, 0x02, 0x03, 0x80, 0x81, 0x82, 0x83
to 0x00, 0x01, 0x80, 0x81, 0x08, 0x09, 0x88, 0x89. This means that
the direct result of matrix multiplication does not conform to the
layout requirements of wmma.load, making it impossible to per-
form chained matrix multiplications directly.

An insight is that the transformation from input to output in
wmma.mma can be regarded as a special “transformation” to the cor-
responding matrix. However, as analyzed in the previous section,
this is not a benign linear transformation, requiring additional ef-
fort to reorganize the layout, which may introduce inter-thread
interaction overhead. We can reformulate this problem as how to
turn this “bad” transformation into a “good” one (i.e., a linear trans-
formation).

Remark 4. We denote the 8 registers in each thread as 𝑟0, 𝑟1, 𝑟2,
𝑟3, 𝑟4, 𝑟5, 𝑟6, and 𝑟7. Upon swapping (𝑟2, 𝑟3) with (𝑟4, 𝑟5) (note that
this transformation itself does still not lead to a linear transforma-
tion, we denote it as RegShuf), the combined transformation of
wmma.mma and RegShuf satisfies our analysis in the previous sub-
section, meaning that it becomes a linear transformation. When
the resulting synthetic fragment serves as matrix_a, its equiva-
lent form is R ⋅ P. When it serves as matrix_b, the equivalent form
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is P−1 ⋅ R⊤ (Note that P is a permutation matrix, i.e., P−1 = P⊤).
The specific form of matrix P is detailed in Fig. 2.

Figure 2: Permutation Matrix 𝑃 (The blue blocks denote 0
and the red ones denote 1)

It is worth noting that the aforementioned approach is not the
only way to achieve a linear transformation. For example, swap-
ping (𝑟0, 𝑟1) with (𝑟6, 𝑟7) can produce a similar effect. The key re-
quirement is that the composite transformation resulting from these
operations satisfies the condition outlined in Section 3.2.2.

3.2.4 Chainedmatrixmultiplications. Putting everything together,
we can see how to implement chainedmatrixmultiplicationswithin
registers and with no overhead. Consider a scenario: given matri-
ces A, B, and C, we aim to compute D = A ⋅ B ⋅ C. After matrix
A is loaded into a warp, each thread stores it in a register group
(𝑎0, 𝑎1, … , 𝑎7), and matrices B and C are handled similarly.

mma({r0,r1,...,r7},{a0,a1,...,a7},{b0,b1,...,b7})

mma({d0,d1,...,d7},{ ________ },{c0,c1,...,c7})

Matrix A Matrix B Matrix R

Matrix R Matrix P Matrix D

✖

✖

=

=✖
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mma({d0,d1,...,d7},{a0,a1,...,a7},{ ________ })
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Figure 3: Two methods for bypassing standard APIs via syn-
thetic fragments

Here we compare the provided two implementation methods
for chained matrix multiplications are shown in Figure 3 and are
elaborated as follows (assuming that the leftmost A is always laid
out in the matrix_a format, while the rightmost C is always laid
out in the matrix_b format):

The first method, assuming that B is laid out in the matrix_b
format, takes the previous product as the left-hand operand. After

the RegShuf operation, the resulting matrix R = A ⋅ B serves as
matrix_a, and can be considered as R′ = R ⋅ P. We then prepare a
precomputed matrix C′ = P−1 ⋅ C, so that the final result is

D = (A ⋅ B ⋅ P) ⋅ (P−1 ⋅ C) = A ⋅ B ⋅ C.
The second method, assuming that B is laid out in the matrix_a

format, takes the previous product as the right-hand operand. This
approach is slightlymore involved becausewhen it serves as matrix_b,
it is treated as the transpose of the original matrix. Leveraging
the properties we described earlier, we employ a simple trick: first,
compute R = C⊤ ⋅ B⊤ (note that transposition incurs no overhead,
as it only requires adjusting operand positions). Then, by apply-
ing the RegShuf operation, we obtain R′ = P−1 ⋅ R. We prepare a
precomputed matrix A′ = A ⋅ P, leading to the final result:

D = (A ⋅ P) ⋅ [P−1 ⋅ (C⊤ ⋅ B⊤)⊤] = A ⋅ B ⋅ C.
One potential limitation of the above algorithm is that certain

matrices (e.g., A′ = A ⋅ P, C′ = P−1 ⋅ C) require precomputation.
However, in some practical applications, these matrices are often
constants, making precomputation a non-issue. Moreover, even if
these parameters need to be computed online, they are merely lin-
ear transformations and can be efficiently handled using register
shuffling.

4 Memory-Less NTT and Polynomial
Multiplication via Chained Matrix
Multiplications

This section details how to use the aforementioned Tensor Core-
based chainedmultiplication to implement (I)NTT and polynomial
multiplication for ML-DSA and ML-KEM.

4.1 Memory-Less NTT via NTT decomposition
Asmuch of the previous literature [10, 37, 41] has pointed out, NTT
can be decomposed into matrix multiplications. This section will
detail the implementation of a memory-less NTT. It is important
to note that a memory-less NTT is not our ultimate goal; rather, it
constitutes only a part of our broader memory-less framework.

In ML-KEM and ML-DSA, NTT is defined as a bijection NTT ∶
𝑅𝑞 → 𝑅𝑞 that maps 𝑓 ∈ 𝑅𝑞 to its NTT representation:

NTT(𝑓 ) = ̂𝑓 =
255
∑
𝑖=0

̂𝑓𝑖𝑋 𝑖

These parameters have 512 distinct primitive roots, allowing for
NTT computation with up to 256 points.

ConvKyber [41] proposed the method of decomposing NTTs
into matrix multiplications, but this method imposes strict con-
straints on the form of matrix multiplication and cannot achieve
general matrix multiplication. Based on this approach, the NTTs
for both ML-KEM and ML-DSA, which are based on MLWE, can
be unified into the following patterns.

The matrix formed by the 256 coefficients in the normal field
of polynomial 𝑓 , arranged from lowest to highest degree in a row-
major order, is called the coefficient matrix 𝐹 . Similarly, the ma-
trix formed by the corresponding coefficients in the NTT field, ar-
ranged in the same way, is called the coefficient matrix 𝐹 ′.
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By decomposing the exponents in the twiddle factor (denoted as
𝜁 ) of the NTT formula and leveraging the properties of the bit re-
verse operation, thematrix-basedNTT formula can be derived [41],
as shown in Equation (1). Here, 𝑃1, 𝑃2, and 𝑃3 are the Twiddle Fac-
tor Matrices (TFMs) for NTT.

𝐹 ′ = [(𝑃1 ⋅ 𝐹 ) ∘ 𝑃2] ⋅ 𝑃3 (1)
When considering INTT, the derivation follows a similar ap-

proach, but due to the exchange of positions between indices 𝑖 and
𝑗 in the powers of 𝜁 , the order of matrix multiplication is the oppo-
site of that in NTT. The matrix-based INTT formula is shown in
Equation (2) [41]. Here, 𝑄1, 𝑄2, and 𝑄3 are the TFMs for INTT.

𝐹 = 𝑄3 ⋅ [(𝐹 ′ ⋅ 𝑄1) ∘ 𝑄2] (2)

4.2 Memory-Less Polynomial Multiplication
Traditional implementations of lattice-based cryptographic algo-
rithms, whether on CPU, GPU, or FPGA platforms, are designed
with memory-intensive NTT/INTT as independent computational
modules (including ConvKyber [41]), relying on memory for data
interaction. However, this approach has significant limitations. Al-
thoughConvKyber [41] completes internal NTT/INTT calculations
in registers, it still depends on memory for element-wise multipli-
cation, thus failing to overcome the memory access bottleneck.

The situation has changed now. We have unlocked the NTT-
EWM (element-wise multiplication)-INTT chain and directly fo-
cused on the more fundamental polynomial multiplication, sur-
passing the limitations of memory access, with the general chained
matrix multiplications.With this technology, memory-less polyno-
mial multiplication (ML-PolyMul) can be achieved.The most no-
table point is that, as illustrated in Figure 3, the synthetic frag-
ment from RegShuf depends on whether the reconstructed regis-
ter group serves as matrix_a or matrix_b in the instruction. The
details of the algorithm are elaborated as follows:

(1) The polynomial coefficients must be decomposed into multi-
ple precisions due to the 8-bit input limitation of the wmma.mma
instruction. Given the algorithm’smodulus 8(𝜃−1) < log2 𝑞 ≤
8𝜃 (𝜃 ∈ ℤ+), each input element 𝑎 is decomposed into 𝜃 pre-
cision components 𝑎0, … , 𝑎𝜃−1, such that 𝑎 = ∑𝜃−1

𝑖=0 𝑎𝑖 ⋅ 28𝑖.
When represented as a matrix multiplication of 𝜃 precision
components, 𝜃2 wmma.mma instructions are required to gen-
erate 𝜃2 intermediate results, which are subsequently com-
bined to form the complete element.

(2) In the second matrix multiplication in NTT and the first ma-
trix multiplication in INTT, the product matrix serves as
matrix_a. To address this, the corresponding TFMs 𝑃3 and
𝑄1 need to be left-multiplied by 𝑃−1 during preprocessing.
This step is essential to offset the equivalent transformation
resulting from the product matrix (𝑅 ⋅𝑃 ) of the previous ma-
trix multiplication.

(3) The secondmatrix multiplication in INTT involves the prod-
uct matrix serving as matrix_b. Thus, the corresponding
TFM 𝑄3 needs to be transposed and right-multiplied by 𝑃
during preprocessing to offset the equivalent transforma-
tion of the product matrix (𝑃−1 ⋅ 𝑅⊤) from the previous ma-
trix multiplication.

We leave the detailed algorithm in Algorithm 1 in Appendix
A.2. This example illustrates the simplest form of polynomial mul-
tiplication in the MLWE problem. In practical algorithms, the spe-
cific forms of computation may involve matrix-vector polynomial
multiplications or other forms. The intermediate processes of vari-
ous forms of polynomial multiplication can be completed entirely
within registers, and the specific implementation methods are in-
troduced in the subsequent ML-KEM/ML-DSA implementations.

4.3 Number Representation and Modular
Reduction

When appliedML-PolyMul to ML-KEM and ML-DSA implementa-
tions, additional details must be considered. Figure 4 outlines the
implementation roadmap for ML-PolyMul, facing three detail pro-
cessing issues elaborated in subsequent sections.

② wmma.mma

 ⑤ Hadamard product

⑧ wmma.mma

① Precision Decomposition

③ Precision Composition

④ Modular Reduction

⑥ Modular Reduction

⑦ Precision Decomposition

⑨ Precision Composition

⑩ Modular Reduction

NTT
Instruction
Sequence
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Instruction
Sequence

NTT/INTT
Instruction Sequence

Ph
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e 
1
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e 
2
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e 
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Figure 4: Implementation roadmap of ML-PolyMul (Polyno-
mial reduction is only required for ML-KEM.)

4.3.1 Precision decomposition. As described in Section 4.2, all mul-
tiplicands in the wmma.mma operation must undergo decomposition
into 8-bit units. Hence, it is preferable to split into as few parts as
possible to minimize computational overhead.

For ML-KEM, the modulus is log2 𝑞 = 12 bits wide, permitting
decomposition into high 6 bits and low 6 bits, which reserves ample
bits for potential signs and basic linear operations. Conversely, for
ML-DSA, the modulus is log2 𝑞 = 23 bits wide. A straightforward
approach involves decomposing it into the highest 7 bits, middle 8
bits, and lowest 8 bits through bit shifting.

However, this representation ofML-DSA coefficients introduces
an unexpected issue. Since the two multiplicands for wmma.mma
must both be s8 or u8, the TFMs (with 23-bit values) cannot be
directly represented by shifting to split the value into three s8 vari-
ables (s8 has only 7 bits for value representation), especially when
the coefficients of the polynomial for NTT are already small signed
integers stored in s8 (e.g., coefficients of 𝑠1 and 𝑠2 are typically
within ±4).

To address this issue, we represent the coefficient 𝑎 of ML-DSA
as:

𝑎 = 𝑎2 ⋅ 216 + 𝑎1 ⋅ 28 + 𝑎0
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where 𝑎0, 𝑎1, and 𝑎2 are s8-type data (negative values indicate bor-
rowing from higher-order units), with 𝑎2 always being a positive
value.This method allows the element to be split into three s8 data
types, efficiently handling the representation of polynomial coeffi-
cients while avoiding redundant computational overhead.

4.3.2 Modular reduction. As described in Section 4.2, the product
matrix of two matrices in multi-precision representation is com-
puted using 𝜃2 wmma.mma instructions, yielding 𝜃2 intermediate re-
sults. Specifically, in ML-DSA, the coefficient 𝑎 is represented as
𝑎 = ∑2

𝑖=0 𝑎𝑖 ⋅ 28𝑖. The product in multi-precision representation is
denoted as 𝑐 = 𝑎 × 𝑏 = 𝐴 ⋅ 232 +𝐵 ⋅ 224 +𝐶 ⋅ 216 +𝐷 ⋅ 28 +𝐸, where
𝐴, 𝐵,… , 𝐸 are direct results from the wmma.mma instruction. These
results represent the sums of the products of the various precision
parts of 𝑎 and 𝑏. Specifically, 𝐴 is 18 bits, while 𝐵 to 𝐸 are 20 to 22
bits in size.

Reduction of values composed of 𝐴, 𝐵,… , 𝐸 presents a special
case in modular reduction tasks. Using b64 registers to accommo-
date all values is a straightforward but suboptimal solution. This
approach introduces overhead due to register type conversion, as
PTX assembly cannot directly compute the sum of b64 and b32
registers, requiring conversion of b32 to b64. Additionally, it ne-
cessitates replacing the 32-bit optimized Montgomery reduction
instruction sequence with a 64-bit version, which is more time-
consuming.

To optimize modular reduction in this scenario, we designed a
multi-precisionmodular multiplication scheme using only b32 reg-
isters. The 50-bit product is split into a high part (ℎ𝑖, 22 bits) and a
low part (𝑙𝑜, 28 bits), as follows:

𝐴′ = 𝐴 << 4, 𝐷′ = 𝐷 << 8

𝐵′0 = (𝐵 & 0xf) << 24, 𝐵′1 = (𝐵 & 0xfffffff0) >> 4

𝐶′0 = (𝐶 & 0xfff) << 16, 𝐶′1 = (𝐶 & 0xfffff000) >> 12

ℎ𝑖 = 𝐴′ + 𝐵′1 + 𝐶′1, 𝑙𝑜 = 𝐵′0 + 𝐶′0 + 𝐷′ + 𝐸
The reduction process computes:

Mont_Mul(ℎ𝑖, 228) +Mont_Rec(𝑙𝑜) ∈ (−2𝑞, 2𝑞)
While this method extends the reduction range to (−2𝑞, 2𝑞) in-

stead of the original (−𝑞, 𝑞) in Montgomery reduction, this does
not introduce extra overhead, as shown in the following scenarios.

• In the first phase of (I)NTT, the reduced result is stored in 32-
bit registers as an intermediate result for subsequent Mont-
gomery multiplication.

• In the third phase of (I)NTT, the reduced result serves as the
final output. For NTT, the polynomial is multiplied with oth-
ers in the NTT domain, with no restrictions on coefficient
range. For INTT, further addition/subtraction follows, with
a final Barrett reduction to obtain coefficients in [0, 𝑞) for
norm checking.

In short, our multi-precision modular reduction maintains com-
putational correctness without additional overhead.

4.3.3 Element-wise multiplication and polynomial reduction within
registers. The selected modulus 𝑞 of ML-KEM results in an incom-
plete NTT. Therefore, for a polynomial 𝑓 in ML-KEM, the natural
algebraic representation of NTT(𝑓 ) = ̂𝑓 consists of 128 polynomi-
als of degree 1, expressed as:

NTT(𝑓 ) = ̂𝑓 = ( ̂𝑓0 + ̂𝑓1𝑋, ̂𝑓2 + ̂𝑓3𝑋,… , ̂𝑓254 + ̂𝑓255𝑋)

The product 𝑓 ⋅ 𝑔 of two elements 𝑓 , 𝑔 ∈ 𝑅𝑞 is based on ̂𝑓 ∘ 𝑔̂ = ℎ̂,
which involves 128 products computed as follows:

ℎ̂2𝑖 + ℎ̂2𝑖+1𝑋 = ( ̂𝑓2𝑖 + ̂𝑓2𝑖+1𝑋)(𝑔̂2𝑖 + 𝑔̂2𝑖+1𝑋) mod 𝑋 2 − 𝜁 2br7(𝑖)+1

Implementing such polynomial modular reduction in registers
requires pairs of coefficients, ̂𝑓2𝑖 and ̂𝑓2𝑖+1, within the same regis-
ter group of a thread (and 𝑔 must also satisfy this condition cor-
respondingly); failure to meet this condition compromises correct-
ness. Additionally, the Tensor Core’s design for 256-element ma-
trixmultiplication conflictswith the 128-point NTT and needs care-
ful handling.

To resolve this, we arrange coefficients in a matrix using an in-
terleaved odd-even pattern. This allowsML-PolyMul to be applied
such that after the NTT phase, the data layout in registers contains
pairs of coefficients ̂𝑓2𝑖 and ̂𝑓2𝑖+1 within the same thread. For in-
stance, thread 0’s register group (𝑓 0, 𝑓 1, … , 𝑓 7) holds ̂𝑓0, ̂𝑓1, … , ̂𝑓136
and ̂𝑓137 of ̂𝑓 .

5 Fully Parallelized ML-KEM and ML-DSA
In fact, in previous sections, we have already achieved full paral-
lelization of polynomial multiplication, as Tensor Core operations
are executed in a warp-wise manner—meaning that a single warp
with 32 threads can complete one polynomial multiplication. In the
following subsections, we will describe how to further parallelize
the entire ML-KEM and ML-DSA while preserving the memory-
less property as much as possible.

5.1 Warp-wise ML-KEM Implementation
The two major computational components in algorithms based on
the MLWE are hashing and polynomial operations.

5.1.1 Warp-wise SHA-3. The hashing algorithm (the SHA-3 fam-
ily is chosen by ML-KEM and ML-DSA) is inherently “resistant to
parallelization” by design. As a result, on GPUs, hashing computa-
tions have traditionally been executed on thread-wise, with each
thread iterating throughmany rounds of the permutation function.

Lee et al. [20] proposed a warp-based method for implementing
Keccak-f[1600] (the permutation function of the SHA-3 family). In
this method, 25 threads within the warp model the 25 lanes of the
state array, with each thread maintaining its own state and using
shuffle instructions for inter-thread data exchange.

We adopted this approach in our warp-wise ML-KEM and ML-
DSA with amelioration: instead of conditionally executing opera-
tions based on thread indices in the final stage (i.e. 𝜄), we compute a
mask (all 1s for thread 0, 0s otherwise) and perform XOR with this
mask across all threads, thereby eliminating performance losses
from thread synchronization.
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5.1.2 The application of ML-PolyMul in ML-KEM. Figure 4 illus-
trates the basic implementation form of ML-PolyMul, which must
be adapted to the specific polynomial operations in the algorithm
for practical implementation. Therefore, it is necessary to first an-
alyze the types of polynomial operations in the algorithm. For ML-
KEM (see Section 2.2.1), the polynomial operations in KeyGen pri-
marily involve matrix-vector polynomial multiplication (abbrevi-
ated as M-V_PolyMul), those in Dec focus on computing the in-
ner product of two vectors (abbreviated as Inner_Prod), and Enc
incorporates both of these polynomial operations. These two oper-
ations,M-V_PolyMul and Inner_Prod, constitute the main polyno-
mial computations in ML-KEM.

We first introduce Dec for easier comprehension, whose core
polynomial operation is presented as follows:

𝑤 ← 𝑣 ′ − NTT−1(ŝ⊤ ∘ NTT(u′))
The Inner_Prod in this operation aligns with the form depicted
in Figure 4, making it an ideal scenario for applying ML-PolyMul
and fully leveraging the potential of memory-less polynomials. In
this case, only one set of registers (eight per thread) is required
for accumulation, and iterating polynomial multiplications 𝑘 times
(depending on different parameter sets of ML-KEM, 𝑘 = 2/3/4)
over the same temporary registers efficiently utilizes hardware re-
sources to achieve optimal performance.

We proceed to discuss the more complex Enc algorithm, which
involves bothM-V_PolyMul and Inner_Prod. Specifically, it requires
computing the product of the polynomial vector y with the poly-
nomial matrix Â and the polynomial vector t̂. This necessitates an
extension of ML-PolyMul. As depicted in Figure 5, we have in-
tegrated these two polynomial operations in our implementation.
The process begins with computing NTT(y), caching the result ŷ
in 𝑘 register groups. Subsequently, M-V_PolyMul with Â and In-
ner_Prod with t̂ are performed consecutively in registers. Finally,
the results undergo INTT and subsequent computations directly
in registers before being written back to memory. This approach
eliminates internal memory access overhead, keeping the compu-
tations entirely within registers.

Sample
Matrix A

Sample
Vector

NTT

M-V
Mul INTT

Sample
Vector

Sample
Scalar

Dot
Mul INTT

Add

Add

PRF

Decode

Decode &
Decompress

Encode &
Compress

Encode &
Compress

Figure 5: ML-KEM Enc based on ML-PolyMul (The blue box
indicates that all computational loads are completed within
the same fused kernel. The yellow boxes indicate polyno-
mial multiplication operations implemented in registers.)

In the overall implementation, as shown in Figure 5, we pursue
maximum kernel fusion by implementing the algorithm within a
single kernel. This approach reduces kernel launch overhead and
enhances data access efficiency.

5.2 Warp-wise ML-DSA Implementation
The key challenge in implementing ML-DSA lies in the Signing
process, which requires candidates to pass a series of checks in a
loop until all checks are passed. This process is called the rejection
sampling loop (for NIST security levels 2, 3, and 5, the expected
loop repetitions for signatures are 4.25, 5.1, and 3.85, respectively).
In this section, we first discuss the scheduling mechanism for this
loop and then explore how ML-PolyMul is applied in ML-DSA.

5.2.1 Schedulingmechanism for rejection sampling loop. When im-
plementing ML-DSA on GPUs, the rejection sampling loop’s inher-
ent variability introduces significantwarp-to-warp divergence.The
warps processing instanceswith fewer repetitions become idlewhile
waiting for slower warps with higher repetition counts. This leads
to underutilized compute units and degraded throughput.

To address this, Shen et al. [32] proposed a Dynamic Task Sched-
uling (DTS) strategy, where a fixed-size execution window iter-
atively processes all pending instances, performing one trial per
instance per round and re-enqueuing failed instances. While this
reduces inter-warp diversity, it incurs substantial memory over-
head: each round reloads instance-specific public parameters (e.g.,
matrix A, vectors s1, s2, t0) from memory, as these values are not
cached across rounds.

To address this, we propose the Task Fusion Scheduling (TFS)
strategy, which leverages the statistical properties of the reject
loop. The key insight is to assign each warp to process 𝑡 sequential
ML-DSA instances, starting a new instance only after the previous
one succeeds.
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Figure 6: Comparison of two scheduling strategies for rejec-
tion sampling loop

As depicted in Figure 6, when scheduling eight signature in-
stances across four warps, DTS and TFS are employed respectively.
Under DTS, the four warps synchronously scan and process the re-
maining instances in rounds. If fewer than four instances remain,
they are reused. Conversely, TFS assigns each warp to process mul-
tiple instances within a single kernel until success, such as com-
pleting 𝑡 instances (illustrated with 𝑡 = 2). As can be seen from the
figure, TFS offers the following three key advantages:
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(1) TFS processes 𝑡 instances in one kernel launch, not only re-
ducing the average number of iterations but also avoiding
the repeated kernel invocation overhead observed in DTS.

(2) Each instance in TFS loads key data from global memory
only one time, whereas DTS necessitates re-reading keys
each round, thereby significantly reducing memory access
costs.

(3) TFS generates one valid signature per instance, unlike DTS,
where an instance may yield multiple signatures, thus pre-
venting resource waste.

Experimental results indicate optimal throughput at 𝑡 = 4, with
performance gradually diminishing for 𝑡 = 8, 16, 32. We can theo-
retically characterize this using the negative binomial distribution,
whose convergence properties demonstrate the minimization of
inter-warp divergence. The empirical equilibrium point at 𝑡 = 4 re-
flects a hardware-aware equilibrium between statistical optimiza-
tion and GPU resource constraints.

5.2.2 The application of ML-PolyMul in ML-DSA. The Signing is
central to ML-DSA and is its most distinctive component. We take
it as an example to discuss the application of ML-PolyMul in ML-
DSA. Analyzing the Signing (see Section 2.2.2), it comprises two
types of polynomial operations:M-V_PolyMul and uniquely three
consecutive scalar-vector polynomial multiplications (abbreviated
as S-V_PolyMul).
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Figure 7: ML-DSA Signing based on ML-PolyMul (The blue
box represents computations within the same kernel. The
yellow boxes indicate polynomialmultiplication operations
implemented in registers.)

Based on the summary of polynomial operation types, the im-
plementation of Signing is shown in Figure 7. For M-V_PolyMul,
we applyML-PolyMul in a manner similar to Enc in ML-KEM (Sec-
tion 5.1.2), but here, the number of register groups used for caching
is 𝑙 (depending on ML-DSA’s parameter sets, 𝑙 = 4/5/7). For the
three consecutive S-V_PolyMul operations, we fuse them and im-
plement them in registers. Specifically, these three S-V_PolyMul
operations involve multiplying ̂𝑐 with ŝ1, ŝ2, and t̂0. Thus, only
one register group is required to cache ̂𝑐, enabling the application
of ML-PolyMul (which involves one NTT and one to three EWM
and INTT operations, depending on the check results) to obtain
the product polynomials and perform norm checks.

In the overall implementation of Signing, considering that the
loop iterates multiple times, we implement the expansion of ma-
trix A and the NTT of s2 and t0 as separate kernels. Note that we

specifically schedule the NTT of s1 within the reject loop kernel.
This is because 𝑐𝑠1 is the first check in the loop and has the high-
est failure rate (approximately 40%). By placing the NTT of s1 in
the reject loop kernel, memory access overhead associated with
reloading when the check fails can be optimized.

6 Performance Evaluation & Discussion
In this section, we evaluate the performance of ML-Cube. Our eval-
uation platform consists of an Intel Xeon Silver 4410Y CPUwith 24
cores at a base frequency of 2.0 GHz and an NVIDIA GeForce RTX
4090 GPU, which includes 128 Streaming Multiprocessors (SMs)
and 512 Tensor Cores.The software environment is Ubuntu 20.04.6
LTS with Linux kernel version 5.15.0-125-generic. The CUDA C++
and PTX code is compiled and executed using the CUDA Toolkit
version 12.1 with the nvcc compiler.

6.1 Evaluation and Comparison
Our evaluation answers the following research questions.

RQ1: How much performance improvement can the
memory-less design achieve for polynomial multiplication?

Previous works have only indirectly reflected polynomial multi-
plication through (I)NTT performance evaluations. To address this,
we designed two experiments aimed at demonstrating the perfor-
mance improvement of memory-less polynomial multiplication.

In the first experiment, we compared the performance of (I)NTT
in our ML-KEM and ML-DSA implementations with those in their
SOTA implementations (without Tensor Core), as shown in Table
1. As indicated in the table, our implementation shows an approxi-
mate 3-fold and 2-fold increase for ML-KEM and ML-DSA, respec-
tively.

In the second experiment, we implemented the inner product
of two polynomial vectors (with 𝑘 = 4 as the parameter in ML-
KEM at Level 5) using both the SOTA and our memory-less ap-
proaches, as shown in Table 2. Compared to the SOTA implemen-
tation, our memory-less method reduces latency to approximately
1/10, highlighting its effectiveness in overcoming memory access
limitations.

Table 2: Comparison of the performance of polynomial
vector inner products (evaluated at batch size 8192, where
N: NTT, EWM: Element-wise Multiplication, IN: INTT, G:
Global memory.)

Zhou et al.
[41]

Operation G→N→G G→EWM→G G→IN→G Sum
Latency (µs) 31.64 14.45 3.03 49.12

This work Operation G→Memory-less Polynomial Multiplication→G
Latency (µs) 4.79 4.79

RQ2: What is the minimum batch size that the warp-wise
implementation can achieve while maintaining the (almost)
peak throughput?

This experiment aims to demonstrate that our warp-wise im-
plementation can effectively lower the threshold to achieve peak
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Table 1: Performance comparison of this work with CUDA core-Based schemes in (I)NTT performance

ML-KEM (log 𝑞 = 12, 𝜃 = 2)∘ ML-DSA (log 𝑞 = 23, 𝜃 = 3)∘

Scheme Operation Input
Precision (bit)

Throughput
(kops) Scheme Operation Input

Precision (bit)
Throughput

(kops)
Ji et al.
[17]∗

NTT 12 189,788 Shen et al.
(QWarp) [32]

NTT 23 240,991
INTT 12 194,532 INTT 23 213,867

This work

NTT 8 676,910
(3.56×)

This work

NTT 8 654,428
(2.72×)

12 571,808
(3.01×) 23 490,170

(2.03×)
INTT 12 584,783

(3.01×) INTT 23 485,827
(2.27×)

∗ The data is scaled to R4090 performance by multiplying with the ratio of TFLOPS of R4090 to R3080, which is 82.6/29.77 ≈ 2.77.
∘ In the given algorithm, 𝜃 represents the number of parts into which a coefficient is decomposed during precision decomposition.

throughput, thereby reducing latencywithminimal loss in through-
put. In this experiment, we evaluated our warp-wise implementa-
tion and compared it with the previous SOTA thread-wise imple-
mentation.

We first illustrate how the throughput of the warp-wise and
thread-wise ML-KEM varies with increasing batch size, as shown
in Figure 8. The results indicate that the warp-wise implementa-
tion can reach approximately 90% of the peak throughput at a very
small batch size (1024), about ten times lower than the threshold of
the thread-wise implementation, which reaches its peak at a batch
size of around 10240.
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Figure 8: Thread-wise vs. warp-wise ML-KEM (Level 5):
throughput variation comparison with batch size (Thread-
wise ML-KEM evaluated with fixed Block_size 256 and in-
creasingGrid_size; warp-wiseML-KEM evaluatedwith fixed
Block_size 128 and increasing Grid_size.)

Furthermore, we compare the performance data of the two im-
plementations under exact batch sizes, as shown in Table 3. The
warp-wise implementation achieves over 90% reduction in latency
with about one-tenth of the batch size required by the thread-wise
approach, while also delivering a 1.5× to 3.6× performance speed-
up compared to Zhou et al. [41]. In brief, besides greatly enhancing
the implementation’s usability, our implementation reduced per-
formance threshold also significantly cuts down on latency.

RQ3: How much can the signature performance of ML-
DSA be improved by adopting the Task Fusion Scheduling and
ML-PolyMul technologies?

This experiment aims to demonstrate the impact of our pro-
posed technologies on the performance improvement of ML-DSA.
In this experiment, we compare the performance of ML-Cubewith
the SOTA implementations of two types of signatures: the full-
process and the server-oriented (referred to as such in [33]), as
shown in Table 4.

The results indicate that, for the full signature,ML-Cube achieves
more than 10% improvement compared to [32].Meanwhile, in terms
of the signature with precomputed private key, ML-Cube shows a
30% to 55% enhancement in comparison to [33].

It should be noted that in practice, the significant performance
improvement observed in the the server-oriented case is particularly
meaningful, as GPUs are predominantly used in server-oriented
implementations and the private key derivation operations can
be precomputed offline. Importantly, the observed performance
gains primarily stem from our TFS strategy and memory-less de-
sign. These findings highlight the practical value of architecture-
aware cryptographic design and offer important insights for build-
ing high-throughput, low-latency PQC services on heterogeneous
platforms.

RQ4: How much improvement do ML-KEM and ML-DSA
offer compared to the current SOTA implementations on
other platforms?

This experiment aims to demonstrate that ourML-KEM andML-
DSA implementations fully leverage the computational power of
GPUs to set new performance records. In this experiment, we com-
pare the peak performance of ML-KEM and ML-DSA at Level 5
with SOTA implementations on various platforms (CPU and FPGA),
with results listed in Table 5 and Table 6. From these tables, it is
evident that our ML accelerator-based implementations, both for
ML-KEM and ML-DSA, achieve throughput that is one to two or-
ders of magnitude higher than those of existing works on various
platforms.
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Table 3: Thread-wise vs. warp-wise ML-KEM: latency and throughput comparison at different security levels (Zhou et al. [41]
evaluated at batch size 32,768; this work evaluated at batch size 4,096.)

Level 1 3 5
Latency (ms)

Scheme KeyGen Enc/Encaps∗ Dec Decaps∘ KeyGen Enc/Encaps∗ Dec Decaps∘ KeyGen Enc/Encaps∗ Dec Decaps∘
Zhou et al. [41] 3.42 4.49 0.81 5.30 6.39 7.88 1.31 9.19 10.09 11.80 1.74 13.54

This work 0.28
(-91.8%)

0.30
(-93.3%)

0.04
(-95.1%)

0.34
(-93.6%)

0.45
(-92.9%)

0.52
(-93.4%)

0.05
(-96.2%)

0.57
(-93.8%)

0.76
(-92.5%)

0.86
(-92.7%)

0.06
(-96.6%)

0.92
(-93.2%)

Throughput (kops)
Scheme KeyGen Enc/Encaps∗ Dec Decaps∘ KeyGen Enc/Encaps∗ Dec Decaps∘ KeyGen Enc/Encaps∗ Dec Decaps∘

Zhou et al. [41] 9,564 7,303 40,095 6,177 5,126 4,159 24,959 3,564 3,248 2,775 18,836 2,418

This work 14,750
(1.54×)

13,795
(1.89×)

106,243
(2.65×)

12,210
(1.97×)

9,021
(1.76×)

7,826
(1.88×)

83,279
(3.34×)

7,153
(2.00×)

5,417
(1.67×)

4,784
(1.72×)

67,340
(3.58×)

4,466
(1.85×)

∗ Enc and Encaps have comparable computational costs.
∘ The throughput of decapsulation is computed by 𝑎𝑏

𝑎+𝑏 , where 𝑎, 𝑏 are the throughput of Enc and Dec.

Table 4: Performance evaluation of two types of ML-DSA
Signing

Level 2 3 5
Full Signature (ops)

Shen et al. [32] 984,803 649,498 488,006
This work 1,153,853 (1.17×) 735,731 (1.13×) 564,184 (1.16×)

Server-oriented Signature (ops)

Shen et al. [33] 1,080,871 884,195 785,277
This work 1,669,645 (1.55×) 1,148,682 (1.30×) 1,112,853 (1.42×)

Table 5: Performance comparison of ML-KEM across multi-
ple platforms at Level 5

Scheme Platform KeyGen
(kops)

Enc/Encaps∗
(kops)

Dec
(kops)

Decaps
(kops)

Ni et al.§
[27]

Artix-7
@263MHz

51.8
(104×)

44.2
(108×) / 34.8

(128×)
Becker et al.†

[5]
Cortex-A72
@1.5GHz

9.6
(564×)

7.8
(613×) / 8.1

(551×)
Aikata et al.§

[1]
US+Z

@270MHz
29.7

(182×)
23.8

(201×) / 19.4
(230×)

Avanzi et al.†
[4]

i7-4770K
@3492MHz

47.6
(114×)

36
(132×)

44.2
(1,523×) /

This work RTX4090
@2.7GHz 5,417 4,784 67,340 4,466∘

∗ Enc and Encaps have comparable computational costs.
∘ The throughput of decapsulation is computed by 𝑎𝑏

𝑎+𝑏 , where 𝑎, 𝑏 are the throughput of Enc and
Dec.
† The data is derived from reported cycle count and the device’s frequency.
§ The data is derived from reported latency.

6.2 Discussion
Besides its performance benefits, the memory-less oriented design
of ML-Cube inherently offers superior side-channel resistance com-
pared to other schemes that rely on global or shared memory for
thread data exchange (e.g., [32]).

6.2.1 Mitigation to Side channel attacks. Our memory-less design
leverages the inherent characteristics of the Tensor Core, which
can be treated as an atomic instruction execution unit that operates

Table 6: Performance comparison of ML-DSA (full signa-
ture) across multiple platforms at Level 5

Scheme Platform KeyGen
(kops)

Sign
(kops)

Verify
(kops)

Truong et al.§
[35]

VU+
@300MHz

36.50
(27×)

5.90
(96×)

37.17
(27×)

Zhao et al.
[40]

Artix-7
@96.9MHz

11.05
(89×)

1.98
(285×)

10.72
(95×)

Aikata et al.§
[1]

US+Z
@270MHz

6.80
(145×)

5.03
(112×)

5.81
(176×)

Becker et al.†
[5]

Cortex-A72
@1.5GHz

1.92
(516×)

1.04
(542×)

1.96
(523×)

This work RTX4090
@2.7GHz 991.12 564.18 1,026.82

† The data is derived from reported cycle count and the device’s frequency.
§ The data is derived from reported latency.

with a fixed number of cycles. Furthermore, because most compu-
tations are performed entirely within registers, there is minimal
timing variation due to cache hits or misses. For Flush+Reload [39]
attacks, the fact that ML-Cube executes operations solely within
registers renders it naturally immune to data-access-driven attacks
(e.g., adversaries probe LUT memory access patterns) or control-
flow-driven attacks (e.g., those targeting ECDSA point multiplica-
tion code). In addition, the task fusion design in our ML-DSA im-
plementation makes it extremely difficult for an attacker to distin-
guish delays caused by individual operations.

6.2.2 Mitigation toMemory disclosure attacks. Attacks such as cold-
boot and DMA attacks [34] primarily target off-chip memory. Tra-
ditional schemes (e.g., [32, 33]) typically rely on global memory
for data synchronization, which exposes them to such threats. In
contrast, the memory-less nature of ML-Cube significantly alle-
viates these vulnerabilities. With additional fine-grained control—
achieving a register-bound design similar to TRESOR [23], PRIME
[12], or PixelVault [36], or even a cache-bound design as seen in
Copker [13] andMimosa [14]—it is possible to further guard against
memory disclosure attacks.
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7 Conclusion
This paper introduces ML-Cube, a memory-less framework that
leverages ML accelerators for cryptographic tasks. By analyzing
ML accelerator architectures, we designed custom transformations
for memory-less NTT/INTT and polynomial multiplication, reduc-
ing external memory use, latency, and parallelism overhead. Our
approach overcomes black-box limitations and enhances security
by mitigating memory disclosure and cache side-channel risks. Ex-
periments show significant speedups inML-KEM andML-DSA. Fu-
ture work will expand ML-Cube to more accelerators and explore
its use in post-quantum cryptography and FHE.
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A Appendix
A.1 Interplay Between Register-shuffling and

Matrix-permutation
As our research on the internal mechanisms of Tensor Cores re-
veals in Section 3, the CUDA C++ wmma API treats fragments as
opaque objects, which cannot be directly modified. Concurrently,
the underlying PTX instructions (i.e., wmma.load, wmma.mma, and
wmma.store) perform fixed hardware operations. Therefore, at the
software level, the only controllable aspect for programmers is the
direct manipulation of registers within a warp.

The central idea for addressing the limitations of the official API
is to directly shuffle the product registers (denoted as {𝑟0, 𝑟1, … , 𝑟7})
held by each thread after a wmma.mma operation. This allows us
to construct an input fragment that can be used for the subse-
quent wmma.mma operation. Throughout this paper, we denote this
register-level reordering operation asRegShuf. However, this oper-
ation itself introduces a complex, typically nonlinear, transforma-
tion to the matrix data stored in the registers. Our goal in this sec-
tion is to logically bypass the inherent nonlinear transformations
of wmma.store and wmma.load and, by composing a meticulously
designed RegShuf transformation, ensure that the final equivalent
transformation is linear, thereby obtaining a usable composite frag-
ment.

Upon analysis, we found that reordering registers introduces a
complex element permutation on the original matrix. However, if
certain specific requirements are met, the composite result may be
an elementary row or column permutation of the original matrix.
For instance, swapping the register pairs (𝑟2, 𝑟3) with (𝑟4, 𝑟5) can
achieve a column permutation of the original matrix. In contrast,
a seemingly simpler operation, such as merely swapping 𝑟1 and
𝑟2, can lead to a complicated and nonlinear data transformation.
Therefore, to find an effective RegShuf scheme, we must jointly
analyze its effects with the permutation behavior introduced by
wmma.load.

Since the data loading for matrix_a and matrix_b are trans-
posed, we analyze matrix_a as a case study, and the conclusions
can be generalized to matrix_b. We observe that the wmma.load
operation can be viewed as a two-step process: first, an elementary
row permutation is applied, where we permute rows 𝑖 and 𝑖 + 8 of
the input matrix𝐴 to rows 2𝑖 and 2𝑖+1 (for 0 ≤ 𝑖 < 8) to obtain ma-
trix 𝐴′. Second, we partition matrix 𝐴′ into 2 × 16 blocks of two
rows each and apply an element permutation to each submatrix.
We denote the latter permutation as the mapping 𝜎 .

For the first step, let the matrix row permutation here be 𝜋 ∈
𝑆16:

𝜋 = ( 0 1 2 ⋯ 7 8 9 ⋯ 15
0 2 4 ⋯ 14 1 3 ⋯ 15 )

The permutation matrix corresponding to 𝜋 is denoted as 𝑃𝜋 , with
elements [𝑃𝜋 ]𝑖,𝑗 = 𝛿𝑗,𝜋(𝑖), where 𝛿 is the Kronecker delta. The per-
muted matrix is𝐴′ = 𝑃𝜋𝐴 ≜ (𝑀0, … ,𝑀7)⊤, where𝑀𝑖 is the 2×16
submatrix composed of rows 2𝑖 and 2𝑖 + 1 of the permuted matrix.
Thus, the wmma.load transformation for matrix_a is equivalent to:

wmma.load ∶ 𝐴 ↦ (𝜎(𝑀0), … , 𝜎(𝑀7))⊤
Since register shuffling only occurs within the same thread (i.e.,

within two 8-element subvectors split from a row vector of the

matrix) and different threads execute the same register shuffling
command, we can assume that each 2×16 submatrix uses the same
register shuffle mapping 𝜓 .

Therefore, a complete (wmma.load, wmma.mma, wmma.load−1) ex-
ecution path can be abstracted to the following mapping:

load−1∘mma∘load ∶ 𝐴 ↦ 𝑃𝜋−1 (𝜎−1 ∘ 𝜓 ∘ 𝜎(𝑀0), … , 𝜎−1 ∘ 𝜓 ∘ 𝜎(𝑀7))⊤

Consequently, we simplify the analysis of the complex composite
transformation to an analysis of the transformation on the subma-
trix 𝑀𝑖.

A.1.1 Column Permutation. Since the mappings from 𝑀0 to 𝑀7
are identical, we omit the subscripts to avoid clutter. Let 𝜎 ∶ 𝑀 ↦
𝑊 , 𝜓 ∶ 𝑊 ↦ 𝑊 ′, and 𝜎−1 ∶ 𝑊 ′ ↦ 𝑀′. Because we need to
investigate what kind of register shuffling can make the resulting
matrix𝑀′ a column permutation of𝑀 , we first analyze the inverse
transformation 𝜎−1.

Let the shuffled register matrix be 𝑊 ′ ∈ ℝ2×16 with elements
[𝑊 ′]𝑖,𝑗 = 𝑤 ′16𝑖+𝑗 . The elements of the matrix 𝑀′ ∈ ℝ2×16 after the
𝜎−1 mapping are [𝑀′]𝑖,𝑗 = 𝑚′𝑘 (where 𝑘 = 16𝑖+ 𝑗, 0 ≤ 𝑘 < 32). The
following inductive relation holds:

𝑚′𝑘 ≜ 𝑤 ′
𝜂(𝑘) = 𝑤 ′

8⌊𝑘/4⌋−28⌊𝑘/16⌋+(𝑘 mod 4) for 0 ≤ 𝑘 < 32.

Evidently, a necessary and sufficient condition for 𝑀′ to be a
valid column-permution of the matrix𝑀 = [𝑚16𝑖+𝑗]0≤𝑖<2,0≤𝑗<16 ∈
ℝ2×16 is that, for any permutation function 𝜎 defined on [0, 16), if
𝑚′𝑘 = 𝑚𝜎(𝑘), then we must have 𝑚′𝑘+16 = 𝑚𝜎(𝑘)+16. This constraint
ensures that all originally vertically adjacent elements in𝑀 remain
vertically adjacent after the transformation.

Substituting the inductive relation into 𝑚′𝑘+16, we obtain:

𝑚′𝑘+16 = 𝑤 ′
8⌊(𝑘+16)/4⌋−28⌊(𝑘+16)/16⌋+((𝑘+16) mod 4) = 𝑤 ′

𝜂(𝑘)+4,

This implies that in the shuffled register matrix 𝑊 ′, the element
pairs (𝑤 ′

𝜂(𝑘), 𝑤 ′
𝜂(𝑘)+4) must correspond to vertically adjacent ele-

ments in the original matrix 𝑀 . For 0 ≤ 𝑘 < 16, the values of
𝜂(𝑘) fall within the ranges [0, 3], [8, 11], [16, 19], and [24, 27].

For a register shuffle that meets the above requirements, the
combined transformation 𝜎−1 ∘𝜓 ∘𝜎 constitutes an elementary col-
umn transformation on the submatrix 𝑀 , which is equivalent to
right-multiplying 𝑀 by a column permutation matrix, denoted as
𝑀𝑃𝜎−1∘𝜓 ∘𝜎 . Consequently, for the entire 16×16 input matrix𝐴, the
equivalent linear transformation is 𝑃𝜋−1𝑃𝜋𝐴𝑃𝜎−1∘𝜓 ∘𝜎 = 𝐴𝑃𝜎−1∘𝜓 ∘𝜎 ,
which is a column permutation identical to that on matrix 𝑀 .

A.1.2 Row Permutation. Since the analyzed matrix 𝑀 has only
two rows, the only possible row permutation is to swap them.This
operation can be achieved through a simple register shuffle by ex-
changing the register groups (𝑟0, 𝑟1, 𝑟2, 𝑟3) and (𝑟4, 𝑟5, 𝑟6, 𝑟7).

For this specific register shuffle, the combined transformation
𝜎−1 ∘ 𝜓 ∘ 𝜎 constitutes an elementary row transformation on the
submatrix 𝑀 , which is equivalent to left-multiplying 𝑀 by a row
permutation matrix, denoted as 𝑃𝜎−1∘𝜓 ∘𝜎𝑀 . For the entire 16 × 16
input matrix 𝐴, the equivalent linear transformation is

𝑃𝜋−1diag (𝑃𝜎−1∘𝜓 ∘𝜎 , … , 𝑃𝜎−1∘𝜓 ∘𝜎 ) 𝑃𝜋𝐴
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Algorithm 1 memory-less polynomial multiplication based on
Tensor Core

1: Input: polynomial 𝐴, 𝐵
2: Output: polynomial 𝐶 = 𝐴 ⋅ 𝐵

3: procedure TFM_offline
4: (𝑃1, 𝑃2, 𝑃3) ← NTT_TFM
5: (𝑄1, 𝑄2, 𝑄3) ← INTT_TFM
6: 𝑃 ′3 = 𝑃−1 ⋅ 𝑃3
7: 𝑄′1 = 𝑃−1 ⋅ 𝑄1
8: 𝑄′3 = 𝑄⊤3 ⋅ 𝑃
9: NTT_TFMs← (𝑃1, 𝑃2, 𝑃 ′3)

10: INTT_TFMs← (𝑄′1, 𝑄2, 𝑄′3)
11: end procedure

12: procedure NTT(𝐴[1])
𝑃1_𝑅𝑒𝑔[𝜃] ← 𝑃1[𝜃] (hard coded)
𝑃2_𝑅𝑒𝑔[1] ← 𝑃2[1] (hard coded)
𝑃3_𝑅𝑒𝑔[𝜃] ← 𝑃 ′3[𝜃] (hard coded)

13: 𝐴_𝑅𝑒𝑔[𝜃] ← Decomposition(𝐴_𝑅𝑒𝑔[1])
14: 𝑇1_𝑅𝑒𝑔[𝜃2] ← mma(𝑃1_𝑅𝑒𝑔[𝜃], 𝐴_𝑅𝑒𝑔[𝜃])
15: 𝑇2_𝑅𝑒𝑔[1] ← Composition(𝑇1_𝑅𝑒𝑔[𝜃2])
16: 𝑇3_𝑅𝑒𝑔[1] ← Element_Mul(𝑇2_𝑅𝑒𝑔[1], 𝑃2_𝑅𝑒𝑔[1])
17: 𝑇4_𝑅𝑒𝑔[1] ← Register_shuffle(𝑇 3_𝑅𝑒𝑔[1])

▷ 𝑇4_𝑅𝑒𝑔[1] = 𝑇3_𝑅𝑒𝑔[1] ⋅ 𝑃
18: 𝑇5_𝑅𝑒𝑔[𝜃] ← Decomposition(𝑇4_𝑅𝑒𝑔[1])
19: 𝑇6_𝑅𝑒𝑔[𝜃2] ← mma(𝑇5_𝑅𝑒𝑔[𝜃], 𝑃 ′3_𝑅𝑒𝑔[𝜃])
20: 𝐴′_𝑅𝑒𝑔[1] ← Composition(𝑇6_𝑅𝑒𝑔[𝜃2])
21: Return: 𝐴′_𝑅𝑒𝑔[1]
22: end procedure

23: procedure INTT(𝐴′_𝑟𝑒𝑔[1])
𝑄1_𝑅𝑒𝑔[𝜃] ← 𝑄′1[𝜃] (hard coded)
𝑄2_𝑅𝑒𝑔[1] ← 𝑄2[1] (hard coded)
𝑄3_𝑅𝑒𝑔[𝜃] ← 𝑄′3[𝜃] (hard coded)

24: 𝑇1_𝑅𝑒𝑔[1] ← Register_shuffle(𝐴′_𝑅𝑒𝑔[1])
▷ 𝑇1_𝑅𝑒𝑔[1] = 𝐴′_𝑅𝑒𝑔[1] ⋅ 𝑃

25: 𝑇2_𝑅𝑒𝑔[𝜃] ← Decomposition(𝑇1_𝑅𝑒𝑔[1])
26: 𝑇3_𝑅𝑒𝑔[𝜃2] ← mma(𝑇2_𝑅𝑒𝑔[𝜃], 𝑄1_𝑅𝑒𝑔[𝜃])
27: 𝑇4_𝑅𝑒𝑔[1] ← Composition(𝑇3_𝑅𝑒𝑔[𝜃2])
28: 𝑇5_𝑅𝑒𝑔[1] ← Element_Mul(𝑇4_𝑅𝑒𝑔[1], 𝑄2_𝑅𝑒𝑔[1])
29: 𝑇6_𝑅𝑒𝑔[1] ← Register_shuffle(𝑇 5_𝑅𝑒𝑔[1])

▷ 𝑇6_𝑅𝑒𝑔[1] = 𝑃−1 ⋅ 𝑇 5_𝑅𝑒𝑔[1]⊤
30: 𝑇7_𝑅𝑒𝑔[𝜃] ← Decomposition(𝑇6_𝑅𝑒𝑔[1])
31: 𝑇8_𝑅𝑒𝑔[𝜃] ← mma(𝑄′3_𝑅𝑒𝑔[𝜃], 𝑇 7_𝑅𝑒𝑔[𝜃])
32: 𝐴_𝑅𝑒𝑔[1] ← Composition(𝑇8_𝑅𝑒𝑔[𝜃2])
33: end procedure

34: (NTT_TFMs, INTT_TFMs) ← TFM_offline
35: 𝐴′_𝑅𝑒𝑔[1] ← NTT(𝐴[1])
36: 𝐵′_𝑅𝑒𝑔[1] ← NTT(𝐵[1])
37: 𝐶′_𝑅𝑒𝑔[1] ← Element_Mul(𝐴′_𝑅𝑒𝑔[1], 𝐵′_𝑅𝑒𝑔[1])
38: return 𝐶[1] ← INTT(𝐶′_𝑅𝑒𝑔[1])

A.2 Detailed Procedure of Memory-Less
Polynomial Multiplication

Algorithm 1 gives a detailed procedure of memory-less polynomial
multiplication (ML-PolyMul).

As described in Section 4.2, the modulus 𝑞 of the algorithm to
which ML-PolyMul is applied determines that the elements par-
ticipating in the wmma.mma operation must be decomposed into 𝜃
parts. During the wmma.mma operation, each thread holds 8 regis-
ters (referred to as a register group) to store data for computation.
Therefore, the entire wmma.mma operation process includes three
steps: “Decomposition-mma-Composition”.

In the implementation, the direct objects of operation are the
register groups of each thread within a warp, collectively repre-
sented as 𝑇1_𝑅𝑒𝑔[𝜃]. Here, the letter 𝑇 denotes that the register
group is temporary, and the number in brackets indicates the group
size.The wmma.mma operation involves three types of register groups,
which are explained as follows:

• 𝑇_𝑅𝑒𝑔[1] is used to store elements that have not yet been
decomposed.

• 𝑇_𝑅𝑒𝑔[𝜃] is used to hold elements after they have been de-
composed into 𝜃 8-bit parts.

• 𝑇_𝑅𝑒𝑔[𝜃2] is used to contain the results of the mma oper-
ation between the decomposed polynomial coefficients and
the decomposed TFMs.

Descriptions of the operations involved in the algorithm 1 are
as follows:

• TFM_offline: This operation computes the TFMs in (I)NTT
offline and serves as a hard-coded data source.

• Decomposition: This operation decomposes the data from
one register group of each thread within a warp and stores
it across 𝜃 register groups.

• mma: This operation computes the product of two register
groups as shown in Figure 1, storing the result in a regis-
ter group, essentially performing matrix multiplication be-
tween the matrices represented by the two register groups.

• Composition: This operation combines data from 𝜃2 regis-
ter groups of each thread within a warp and stores it in a
single register group through bit-shifting and addition.

• Element_Mul: This operation computes the element-wise
product of two register groups within each thread of a warp,
storing the result in a single register group, which essen-
tially performs the Hadamard product between thematrices
represented by the two register groups.

• Register_shuffle: For each thread in a warp, the registers
in a register group are denoted as (𝑟0, 𝑟1, … , 𝑟7). The opera-
tion swaps the registers (𝑟2, 𝑟3) and (𝑟4, 𝑟5)within each thread’s
register group across the warp.
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