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Abstract

Module Learning with Errors (MLWE) based approaches for Fully
Homomorphic Encryption (FHE) have garnered attention due to
their potential to enhance hardware-friendliness and implementa-
tion efficiency. However, despite these advantages, their overall
performance still trails behind traditional schemes based on Ring
Learning with Errors (RLWE). This indicates that while MLWE-
based constructions hold promise, there remain significant chal-
lenges to overcome in bridging the performance gap with RLWE-
based FHE schemes.

By uncovering the reasons for the unsatisfactory performance
of prior schemes and pinpointing the fundamental differences in
the design of MLWE-based FHE compared to traditional approaches,
the paper introduces DPad-HE with a novel design incorporating
manipulation in the module rank dimension. The newly introduced
operations, rank-up, and rank-down, effectively regulate the scale
of gadget decomposition, reducing the computational workload
of key-switching by several times. Taking CKKS as a case study,
the evaluation showcases the comprehensive advantages of DPad-
HE over the state-of-the-art MLWE-based scheme, resulting in a
performance boost of 1.26X to 5.71X, a reduction in key size from
1/3 to 3/4, with enhanced noise control. To test the hardware-
friendliness of the solution, DPad-HE is also implemented on GPU.
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Notably, DPad-HE demonstrates that, for the first time, the execu-
tion latency of MLWE-based schemes can achieve comparable per-
formance with traditional RLWE ones, especially on the GPU plat-
form where a speedup up to 1.41X is witnessed. Additionally, this
paper provides a lightweight conversion method between RLWE
and MLWE ciphertexts, allowing for flexible selection of RLWE
and MLWE settings during a single complete evaluation process.
This opens up new possibilities for both RLWE-based and MLWE-
based FHEs.
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1 Introduction

Fully homomorphic encryption (FHE) is a groundbreaking crypto-
graphic technique that allows for computations to be performed on
encrypted data without the need for decryption. FHE originated
in 1978 with Rivest’s work [41], but it wasn’t realized until Gen-
try’s breakthrough in 2009 with his theoretical blueprint [24] that
FHE gained significant attention, despite its impracticality at the
time. Over the past decade, substantial efforts have been devoted
to advancing FHE towards practical applications. Various repre-
sentative FHE schemes, including BGV [9], BFV [20], CKKS [12],
FHEW [19] and TFHE [14], have emerged and found applications
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in both industry and academia [6, 35]. However, despite significant
algorithmic improvements, poor performance remains a major ob-
stacle, hindering wider adoption of FHE. Consequently, there’s a
pressing need for FHE accelerations, which have garnered wide-
spread attention.

To address the performance issues, many implementations now
employ specialized hardware like GPUs [17, 21, 29] and FPGAs
[1, 28]. GPUs, particularly known for accelerating Al tasks, offer
remarkable speed gains for conventional cryptographic workloads
like RSA and ECC [22, 23], achieving over a 1000X speedup com-
pared to CPUs. However, in the case of FHE, the performance im-
provement is not as significant. For example, according to findings
in the paper by Jung et al. [29], the performance increase of RLWE-
based CKKS on V100 GPUs is only approximately 200x.

GPUs offer significant on-chip memory resources. In contrast
to the comparatively limited on-chip memory of CPUs, a single
Streaming Multiprocessor (SM) typically contains 64k 32-bit reg-
isters (256kB) and 48-228KkB of shared memory [37]. For instance,
considering H100 GPUs equipped with 144 SMs [38], this trans-
lates to approximately 36 MB of registers and 32MB of shared mem-
ory. While computations in cryptographic schemes like RSA and
ECC can often be accommodated within such ample on-chip mem-
ory, due to their extensive memory operations, FHE schemes strug-
gle to fully exploit GPU architecture. For example, RLWE-based
CKKS requires extremely large-scale polynomial computations with
N = 214 215,216 or more. Such large-scale computations must be
carried out using off-chip memory, partly because on-chip mem-
ory is difficult to accommodate, and more importantly, because
global off-chip memory is needed for inter-thread computation col-
laboration.

With this insight in mind, our main goal is to create a more
hardware-friendly (and hopefully more efficient) FHE solution that
efficiently transitions existing schemes. Therefore, we shift our fo-
cus to MLWE, a scheme widely utilized in the standardized PQC
Kyber and Dilithium [7, 18] and other lattice-based algorithms.

1.1 The Pros and Cons of MLWE-based FHE

As highlighted by numerous previous researchers [7, 18, 36], MLWE
exhibits superior hardware-friendly characteristics compared to
RLWE settings, offering greater flexibility, hardware reusability,
parallelism, and better security assumptions. Recent research Con-
vKyber [43] showcased a tenfold acceleration over traditional but-
terfly operations when employing GPUs’ CUDA cores, with the
application of GPUs’ tensor cores for small-degree NTT utilized in
MLWE-based PQC Kyber [7]. ConvKyber utilizes register-bound
computations throughout the NTT process, suggesting significant
performance enhancements could be attained if similar strategies
were applied to FHE. Additionally, In MLWE, a vector of several
small ring components is involved, which can be processed in par-
allel. MLWE'’s inherent advantages align particularly well with par-
allel platforms like GPUs, making MLWE-based FHE schemes highly
attractive.

Furthermore, homomorphic schemes based on MLWE offer adapt-
able methods for adjusting dimensions. It is well-known that, due
to the necessity of negacyclic NTT, polynomial degrees must be
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powers of 2. In RLWE settings, increasing the number of multi-
plicative layers requires doubling the polynomial degree each time,
even if additional layers or packing sizes are not needed. MLWE
schemes have two adjustable options: the degree of polynomials
and the rank r, where r can be any positive integer. This provides
people with more flexibility when selecting parameters: doubling
the degree to access double ciphertext modulus as well as more
message packing capacity, or just increasing the rank to gain ci-
phertext modulus gradually. This smooth parameter selection may
naturally lead to reduced computational complexity in certain cases
for MLWE-based FHE schemes.

However, MLWE schemes directly migrated from RLWE schemes
face serious performance issues in homomorphic multiplication
algorithm. The previous work ModHE [36] reported a 1.7x slow-
down compared with RLWE on the FPGA platform when r = 2.
Even worse, this performance loss will deteriorate dramatically
with the increase of r. The main reason is that the MLWE cipher-
text, which is in the form of (b, @) satisfying that m = b + (a, s)
where a and s are size-r vectors of polynomials, will expand to size-
O(r?) when a homomorphic multiplication is performed. Since the
algorithm is asymptotically much worse than RLWE, even with
better hardware-friendly characteristics, the overall performance
of MLWE-based schemes remains inferior to RLWE-based schemes.

1.2 Contributions and Paper Organization

Although ModHE’s [36] performance compared to existing RLWE
settings is significantly disadvantaged, it introduces an intriguing
subroutine called “rank reduction”. In leveled homomorphic en-
cryption, the ciphertext modulus diminishes as more and more lev-
els are consumed. With a smaller ciphertext modulus, the lattice
rank could be reduced to an appropriate r’ from r (where r’ < r)
without compromising the security of the homomorphic encryp-
tion scheme.

Inspired by the “rank-reduction” concept, this paper introduces
DPad-HE based on the MLWE setting. Similar to the directional
pad (D-Pad) found on game controllers, DPad-HE features four di-
rectional manipulations (modulus-up and modulus-down as well
as rank-up and rank-down) during the homomorphic evaluation
process. The newly introduced rank-up and rank-down operations
enable DPad-HE to significantly outperform ModHE in terms of
computational complexity, key size and noise management.

Remarkably, unlike the significant performance disadvantage of
ModHE compared to traditional RLWE implementations, DPad-
HE demonstrates for the first time that, the execution latency of
MLWE-based schemes can achieve comparable or even superior per-
formance compared to traditional RLWE ones. More specifically, this
work makes several significant contributions.

¢ An insightful finding on MLWE-based FHE is provided
to shed light on the underperformance of previous MLWE-
based schemes ModHE in Section 3.1. After comprehensive
measurements of the overall workload of MLWE-based FHE
schemes, we arrived at an observation that is somewhat in-
consistent with traditional RLWE setting, namely, in MLWE-
based FHE schemes ported directly from RLWE, the com-
putational cost of inner product calculations which suffer
greatly from ciphertext expansions caused by the combined
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effects of Tensor and gadget decomposition, grows signif-
icantly with the rank r, compared with the computational
cost of NTT.

o A more efficient MLWE-based FHE, called DPad-HE is
proposed in Section 3.2 to Section 3.5 upon the above in-
sights. DPad-HE introduces a method based on rank ma-
nipulation to reduce the overwhelming complexity of inner
product operation. To offset ciphertext expansions, we em-
ploy a temporary (higher) module rank with a small set of
gadget vectors, along with novel rank manipulation opera-
tions. These novel operations lie at the core of DPad-HE’s
design, greatly reducing computational complexity, mem-
ory consumption, and noise growth. The evaluation show-
cases the 1.26X to 5.71X performance advantages of DPad-
HE over ModHE.

o Alightweight toolkit that converts ciphertexts between
RLWE and MLWE is additionally proposed in Section 4,
enabling DPad-HE to interact with existing RLWE-based
schemes. A micro-benchmark demonstrates the lightweight
nature of the conversion, allowing for the flexible selection
of RLWE and MLWE settings during a single complete eval-
uation process, leveraging their respective advantages at dif-
ferent stages.

e Implementations and evaluations based on CPU and
GPU are provided in Section 5 to validate the effectiveness
of DPad-HE. We conducted experiments using a CPU/GPU
implementation based on the SEAL framework. Taking CKKS
as a case study, the evaluation demonstrates that execution
latency of DPad-HE can outperform traditional RLWE ones
with up to 1.25X and 1.41X speedup in CPU and GPU, re-
spectively.

It is worth noting that while our insights stem from GPU im-
plementation, DPad-HE is a universal theoretical scheme that of-
fers improvements across various platforms, including CPU, and
especially for GPU, FPGA and ASIC. This is where the “hardware-
friendly” aspect of DPad-HE originates.

2 Preliminaries

This section provides the notations used in the paper and the back-
ground of the MLWE-based FHE schemes.

2.1 Notation

For a power-of-two integer N, we define the polynomial ring Ry =
Z[X]/(XN+1). Also, we define Ry N = Zq[X]/(XN+1) = Ry /qRN.
the residue ring of Ry modulo an integer g. When the context is
clear, we may omit N in ‘Rq,N and denote it as Rq. We denote a
rank-r module over Rq as R,’]. An element of Rq, N is a polynomial
of the form a(X) = Zfial a; X! with each of its coefficients in Zy.
We will always choose g as a product of primes of g; such that
gi = 1 mod 2N for all i. This enables fast multiplication over Ry N,
based on the Chinese Remainder Theorem (CRT) and the Number
Theoretic Transform (NTT). We use NTT,,(-) to denote the m-point
negacyclic NTT operation, and use INTT,,(-) to denote the inverse
operation. We use /g 2, to denote the primitive 2m-th root of unity
in Zq whenever m|(q — 1). When the context is clear, we may omit

qin lﬁq,Zm-
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We denote single elements (polynomials or numbers) in lower-
case italics, e.g. a, and vectors of such elements in lower-case bold
face, e.g. a, and matrices in upper-case bold face, e.g. A. We denote
the inner product of two vectors by (-, -) or simply -. All the vec-
tors are column vectors unless otherwise stated. We use x < D to
denote that the sampling x according to distribution D, and use
x « DK to denote that the vector x is generated by sampling
k times from D independently. We use (vg,v1,- - ,vm) to hori-
zontally stack these vectors to generate a matrix or a tuple, and
use (vollv1]| - - - |lom) to vertically stack these vectors to generate
a longer vector. We use v[a : b] to represent the left-closed, right-
open slice of the vector v. We denote the Hadamard multiplication
by * and the Kronecker multiplication by ®.

2.2 The MLWE-based CKKS scheme

We first recap the ModRNS FHE scheme proposed in ModHE [36,
§3.2], which is a CKKS-like scheme based on MLWE, and its pack-
ing methods.

2.2.1 Module-LWE. Combined the security advantages of LWE
[39] and the flexibility of Ring-LWE [34], Module-LWE (MLWE)
was introduced in [9, 32]. We denote an MLWE ciphertext with
modulus g, rank r and degree n as MLWE{I!n, which is an element
ct = (co,- - ,cr) € ‘R};n’. We also use the notation of ct = (b, a)
where b = ¢p and a = (¢, - -, ¢;). We call the ciphertext ct the en-
cryption of plaintext m € Ry, with secretkey s = (so, -+ ,sr-1) €
R(rw, if b+ {(a,s) = m. We call N = r - n the dimension of the ci-
phertext.
2.2.2  Encoding and decoding. Like CKKS, the scheme bases its en-
coding and decoding functions on the canonical embedding 7 :
R[X]/(X™ +1) — C"2 which is an isomorphism mapping m(X)
into m € C"2 by evaluating m(X) at the primitive 2n-th roots of
unity &; = §5J for 0 < j < n/2. Therefore, the scheme is able to
provide SIMD property. Also, a real scaling factor A > 1 is used to
preserve the precision.
¢ Encoding: m(X) « Ecd(m, A). Given a complex message
m € C"/2anda scaling factor A, return the plaintext m(X) =
LA -1 (m)] € R,
e Decoding: m < Dcd(m(X), A). Given a plaintext m(X) €
Rn and a scaling factor A, return the message m =
r(A™'m(X)) € CM/2,

2.2.3 Basic operations.

e Setup: params « MLWE Setup(1%). Given the security
parameter A, return the public parameters including the de-
gree n, the rank r, two distributions y\ey and yerr over Rz n,
the chain of coprime RNS modulus {qo, q1, - - - , g1}, the aux-
iliary modulus P = H{F:o pi and some precomputed con-
stants. Set Qp = Hf:o qifor0 < ¢ <L

e Key generation: (sk,pk) « KeyGen(params). Return a
pair of secret and public keys.

— Sample s «— Xl:ey where the Hamming weight of s; is h
for each i. Set the secret key as sk = (1, s).
— Sample A « W(ng) and e < y;,,. Set the public key

aspk = (b, A) € RrQL XR&Y whereb = [-A-s+e]g,.
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e Switching key generation: swk « KSGeng (s’). Sample
A —U (R;}é’L ) and e « yI, return key-switching key
swk= (b, A') € er’QL XR}E’L whereb=—-A’ -s+e+P-
s’ mod PQ;.

e Encryption: ct « Encpi(m(X)). Given a plaintext m(X) €

Ry, sample 0 «— yL . and (e, €) «— yi7, output the cipher-

textct = [({pk[0],0), pk[1]T - ©) + (m(X) +e, e)]QL € RIQJ’LV.

e Decryption: m(X) « Decg(ct). Given a ciphertext ct €
'RIQ:' for some 0 < ¢ < L, return m(X) = [{ct, sk)] 4, where
qo is the 0-level modulus.

e Rescale: ct;s < RSp(ct). Given a ciphertext ct € ‘R“;’,

return ct,s = LQé;l ct] mod Q;—1 € ngtil. The purpose of

RS is to reduce the error and maintain the scaling factors.

e Addition/subtraction: ct qq/cts,, < Add/Sub(ct,ct’).
Given two ciphertext ct,ct’ € Rth’, return the ciphertext
Ctadd/ctsyp = [ct + ct’]g, satisfying that Decgy(ctagq) =
Decgy (ct) + Decg(ct’) (resp. Decgy(ctgyp) = Decge(ct) —
Decgy (ct’)).

2.3 The Multiplication in MLWE-based CKKS

The CKKS-like MLWE multiplication procedure can be described
in three sub-procedures:

(1) Tensor: ctien < Tensor(cty, ct2). Given two ciphertext ct; =
(by,a1) andcty = (by,az) € Ré‘:’,return ctien = (b1b2, braz+

1r+('37)

bray,a1 @ az) € RQ . Writing sk = (1, s), we have:

t

Ctien - (1,8, s ® s) = Dec(cty) - Dec(cty)

(2) Relinearize: ctejj, «— Relin(lctten, rlk). Given a ciphertext
1 +r
ctien = (ct,ct’,ct”) € RQ+r+( 2)
1+r)x('37)
PQ,

and a relinearization key
t

1+

Qr

ct’” - rlk
P

rlk e R , return ctyi, € R4 defined as follows:

Ctrelin = (ct, ct’) + {

(3) Rescale: cts < RSg, (ctyelin) Where g = Qp/Q¢-1. The out-
put ctys is an element of Rgx - The purpose of RS in homo-
morphic multiplication is to reduce the error and maintain
the scale factor.

We define the homomorphic multiplication HMult = Relin o

Tensor. The relinearization step needs a relinearization key rlk
which is generated by KSGen but in a different manner: Set rien =

(rgl), sample Ay «— U (‘R;,‘SLW) and e « yi ", return the re-

linearization key rlk = (b, Aji)T € R
—Aj-s+e+P-(s®s)mod PQ;.

1()1Q+Lr)><rlen where by =

3 The DPad-HE Scheme based on Module-LWE

This section will analyze previous work ModHE [36], uncovering
an intriguing discovery regarding MLWE-based FHE, which dif-
fers notably from RLWE-based settings: in key-switching, inner
product computations closely tied to gadget decomposition may
dominate over NTT, consuming considerable time. To address this,
the section will introduce DPad-HE, which manipulates an extra
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variable, the module rank, and provides thorough complexity and
noise analysis.

3.1 Generalization and Analysis of
MLWE-based FHE

In this section, we first go through a thorough analysis of key-
switching-related operations in MLWE-based CKKS. We will demon-
strate that the inner product part has become the major concern
of the overall performance.

3.1.1 Generalized key-switching method. In this section, we first
generalize the key-switching method proposed in ModHE to ana-
lyze its performance and to serve as a building block for our sub-
sequent algorithms. To build a unified framework for Relin and
RankReduce, our generalization encompasses two main aspects:
the size of RNS-based gadget decomposition, as described in [8, 27],
and the rank of the secret keys before and after key-switching pro-
cedure.

Given params = MLWE.Setup(l’l) described in Section 2.2.3
with the same notations, we define the gadget decomposition size!

asd = [(¢+1)/k]. With {Qf}o<j<a = {5 T ) qiog ;<o

we partition Qy into d composite-numbers Q}, each composed of
a maximum of k different primes. Also, let Q; = [1iz; Q;, and
assume that |P| > maxy< ;g Q; We employ a gadget vector g =

(90, »94-1) € RZ), where g; = Qj [QAJTI]Q} for0<j<d.

The key-switching related procedure in ModHE can be rede-
fined as the following:

e KSGen(sy, s2, g). Given the secret polynomial vectors s; €

R™ and s; € R, sample A’ «— U (R;}SLQ) and an er-

ror vector e’ < yerr. Output switching keys {swk;}o<;<q
— (14ry) %

whereswk; = ([-A’sy + €’ +Pg; - sl]pQL,A’)T € RPQLrZ n
for0<j<d.

o KeySwitchy (c, swk(slﬁsZ)). Given a encrypted vector ¢ =
(co,"++,cr-1) € ‘er[ and a switching key swk « KeyGen(sj,
s2, g), perform the followings and output the ciphertext ct €
‘Rthrz satisfying that [ct[0] + (ct[1],s2)]p, = [{c,s1)]p,.
Letd = [(¢+1)/k].

a) Decomposition: Compute the gadget decomposition C =
{cg -+, ¢/} wherec] = [lelo:lpo, € R;}Q{ for0 <i<
d.
b) Inner Product: Compute ct,, = [Z?:_Ol swk; - ¢} POy
t
¢) Modulus Down: Compute and return ct = [P~1 - ctup].

e Relin(ctien, rlk). Given a ciphertext ctien = (co,c1,¢2) €

R )

output the ciphertext ct « (co, c1) + KeySwitchy(ez, rlk).

e Rotate(ct, y, rotky ). We define the automorphism ¢; : m(X)

— m(XSi). Given a ciphertext ct = (b,a) € Rgf a rotation

step y, and a rotation key rotk, « KSGen(sSi, s, g), output
the ciphertext ct « (¢, (b),0) +KeySwitchy(¢y (@), rotky).

and a relinearization key rlk < KSGen(s®s, s, g),

!To avoid excessive symbols, we also use d as the decomposition size for evaluation
keys, which should ideally be [ (L + 1) /k].
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o RAKGen(s, rred, g)- Given a secret polynomial vectors s € R”
and the number of reduced rank r,.4, output a rank reduc-
tion key? rdk « KSGen(s[rrem : ][0 : rrem],g) where
Irem denotes r — rpeq.

o RankReduce(ct, rdk). Given a ciphertext ct = (b,a) € RIQ*;’
and a rank reduction key rdk « RdKGen(s, r — rrem, g), out-
put the ciphertext ctyeq «— (b,a[0 : rrem]) + KeySwitch ;(
a[rrem : r],rdk) € Rthr‘e"‘.

Notice that the key-switching method in the prior work ModHE is
actually a special case when k = 1, so our consequent analysis does
not lose generalization when making comparisons with the prior
work. Also, when r = 1, it degenerates into a normal RLWE-based
CKKS scheme. Therefore, the discussion around r can also cover
the case of RLWE.

3.1.2  Complexity. In this section, we will analyze in detail how
MLWE-based schemes face the tremendous performance drawback.
We mainly focus on two major computational workloads: ()NTT
operations and Hadamard products. Table 1 shows the frequency
of workload invocations by each sub-procedure. Here we assume
that k| (£ + 1). For brevity, we denote £ +1 as £, and denote £+ k + 1
as .

Table 1: Computational complexity of HMult. ()NTT and
Hadamard products are performed on the polynomials of
degree n. For the asymptotic complexity, an additional mul-
tiplication with O(nlogn) (for NTT) or O(n) (for Hadamard
products) is required.

Sub-procedure #of ONTT # of Hadamard Product
k=1 ‘ k>1
Tensor - (r+1)%¢
Decomposition |r(r + 1)(7 + d?’) /2 - | rr+ni)2
Inner Product - r(r+1)%dé’ /2
Modulus Down| (r+1)(¢+¢") (r+1)¢ ‘(r+ D(k+1)¢

We primarily explain the two overwhelming parts in this table:
the (INTT operations in the decomposition step, and the Hadamard
products in the inner product step. The former is derived from that
RNS-based gadget decomposition has to be done in the CRT rep-
resentation, while polynomial multiplication has to be done in the
NTT representation. Therefore it takes ("5") £ unit INTT operations
and (r"gl)df' unit NTT operations before and after the RNS-based
decomposition. The latter, which is an arising problem brought by
the module structure, is introduced by repeating the matrix-vector

(r+D)x (")

r+1
multiplications between R, 0, and RI(, 5’) for d times.

To compare the asymptotic complexity with RLWE-based schemes

(when r = 1), we fix the dimension N = r - n and the circuit depth.
Recall that in RLWE-based schemes, the NTT operations in the
decomposition step often dominates the majority of the computa-
tion time. However, it should be noted that while the complexity
of NTT operations in MLWE schemes is only (r+1)/2 times that of

2Note that the maximum level used in KSGen is not necessarily L. Instead, some L’ < L
is expected to ensure the security on a reduced module rank rrem.
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RLWE schemes, the workload of inner products will rapidly esca-
late with r and become the primary workload—since the complex-
ity of inner products in MLWE is (r + 1)?/4 times that in RLWE.

This leads us to an even worse performance estimation: as r in-
creases, the performance gap between MLWE and RLWE schemes
will gradually approach O(r?), far worse than the previous esti-
mate [36] of (r + 1)/2 times.

T T T T
40% 60% 80% 100%

Decompose Inner Product W ModDown

Figure 1: An empirical example of how the module rank af-

fects the performance of MLWE-based homomorphic multi-
plication given N = 216,

3.2 A New Method with Rank Manipulation

According to the above analysis, Fig. 1 provides a breakdown of
computational workload under typical ranks. As we can see, the
core computational workload requiring optimization consists of
NTT in the decomposition part and the subsequent inner product
operations. Clearly, unlike the RLWE case, we must take into ac-
count the time consumption of the inner product operations and
find ways to reduce their scale.

3.2.1 A initial attempt. At the outset, we aimed to address this

issue directly at its source, that is, to avoid ciphertext expansion

caused by Tensor. We noticed that HERMES [4] proposed a key-
switching method by converting a rank-r MLWE ciphertext into

RLWE, and exploiting the RLWE key-switching method. If we ap-
ply such a key-switching method after the Tensor operation, we

would need to call RLWE key-switching procedure for at least (r +

1)/2 times since Tensor introduces r(r+1)/2 additional polynomi-
als. This implies that it would be at least (r+1)/2 times slower than

RLWE schemes of the same dimension. A straightforward way to

resolve this issue is to perform Tensor operation in the RLWE

form, since only one additional polynomial needs relinearization.
In fact, as is later explained in Section 4.2, in order to endow the

converted RLWE ciphertext with multiplicative homomorphism,
log r additional RLWE automorphisms should be evaluated. In this

idea, MLWE-based multiplication is only about (1 + logr) times

slower than RLWE schemes, slightly alleviating the aforementioned
issue.

However, clearly the MLWE key-switching based on RLWE can
never outperform RLWE schemes. More importantly, binding one
of the fundamental operations, the homomorphic multiplication,
to the RLWE setting goes against the hardware-friendly intention.
As aresult, we had to seek a more efficient solution for pure MLWE
schemes, more specifically, a relinearization algorithm on the ex-
panded MLWE ciphertexts after Tensor.

Fortunately, despite the unsatisfactory results of the exploration
above, as a side-product of our work, it has provided interesting
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properties and better versatility for MLWE-based FHE, offering
more room for imagination. We will describe this aspect in detail
in Section 4.

3.2.2  Rank flexibility for more possibility. As highlighted in [27,
29], the size of gadget decomposition is a primary factor affect-
ing the complexity of KeySwitch. By using more special moduli,
we can reduce the decomposition size and effectively lower the
computational complexity, at the cost of sacrificing available mul-
tiplicative depths. However, in practical applications, the number
of special moduli is often set relatively conservatively, typically a
small constant, to maintain as many evaluation depths as possible.

If we wish to aggressively decrease the decomposition size by
engaging more special moduli, we would have to increase the di-
mension to maintain security, which is a common issue for both
RLWE and MLWE-based schemes. In the situation of MLWE, in-
creasing either n or r is not a wise option: increasing n contradicts
the hardware-friendly feature, while increasing r exacerbates the
ciphertext expansion brought by Tensor.

Our breakthrough stems from a key insight: compared to RLWE
schemes, MLWE schemes offer high flexibility on module rank. This
flexibility allows us to either elevate the ciphertext’s rank by sim-
ply appending zero polynomials or reduce its rank by applying a
key-switching-like procedure. This key insight reveals that we can
have the best of both worlds: conducting the low-complexity relin-
earization with a small decomposition size, and keeping the same
security without altering n or r, bridged by a temporary rank # > r
to ensure security for both side.

Our relinearization algorithm is quite elegant in concept and
can be described in two major steps:

(1) Relinearize the ciphertext with a minimal decomposition
size, denoted by a small constant y, resulting in a ciphertext
with rank 7 > r;

(2) Reduce the additional rank with a key-switching procedure
of normal decomposition size d.

As shown in Fig. 2, the first step is meant to apply a low-complexity

key-switching procedure to the expanded ciphertext. To maintain
security under a larger set of special moduli brought by the small
11, we temporarily increase the module rank to 7 during relineariza-
tion. However, it’s important to note that we’re not employing
the method of adding zero polynomials here; instead, we use a
cross-relinearization key to perform relinearization while simul-
taneously elevating rank. The second step is meant to remove the
temporary rank to compress the ciphertext size and to reduce ci-
phertext expansion when performing Tensor in the future.

To perform such an algorithm, some extra keys should be gen-
erated at the preparation phase. First, the KeyGen function should
generate an extra vector of secret polynomials s’ € ‘RZ‘F as a part
of the temporary secret key for the intermediate ciphertext dur-
ing the relinearization. Second, the KSGen function should publish
a cross-relinearization key crlk and a rank-down?® key rdk respec-
tively:

o The cross-relinearization key crlk: This key is intended to re-
linearize the polynomials after Tensor, with the assistance

3Here, we distinguish it from rank reduction to emphasize their different functional-
ities and use cases.
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of a new gadget vector § = (go, - ,gyu—1) of small con-
stant size p. By introducing a temporary special modulus

P= Hﬁo pi > P, we denote §; by Qj[Q;I]Q}/ where Q;.’ =
]—IZTK((]'H)KA’[) and Qj = [lizj Q}' for0 < j < p. To

maintain the similar security for keys of modulus PQy , we
employ a temporary rank 7 > r. After sampling Acqy, <

1+r A 1+r
U (REQZ )Xr) and e; « )(e(rrz ), crlk = {crlkj}o<j<p is gen-
L
- 1+r
erated by calculating crlk; = (bc,”(j, Acrlkj)T € REQT)X( 2)

where by, = —Aclk; - (slls') +ej+P-g; - (s®s) mod PQy,
forj=0,1,---,u—1.

The rank-down key rdk: This key is intended to restore the
original module rank with normal gadget decomposition g
of decomposition size d, thus has small temporary modu-

lus P = H?:O pi and the original rank r. After sampling

Ardkj —Uu (RI(JrQ—Lr)Xr) and €j < Xgrr’ rdk = {rdkj}0§j<d

o d
is an element in (R;,gz)x(r_r)) where rdk; = (brdkj’Ardkj)T
and by, = —Ardk; -Ss+ej+P-gj- s’ mod PQy, for j =
0,1,---,d-1.

The detailed algorithm is described in Algorithm 1.

Algorithm 1 DPad-HE.Relin

1+r+("3)

u Qr
) , rank-down key

e R

(co, €1, €2)
N, (1+7)% (")
relinearization key crlk € RPQ 2
(1+r)x (7-r)\¢
rdk € (oo )
Output: Ciphertext ct’ = (¢, ¢1”) € Rb‘:r

Input: Ciphertext ct , Cross-

L

1 (6, €1) < KeySwitch,(cz, crlk) > in R(lgtf
2 (6o, ¢1) < KeySwitchg(é1[r : 7], rdk) > in ng*;’

3 ct’ « (co+Co + o, c1+E1[0: 7] +¢1)
4: return ct’

3.3 Complexity Comparison

In this section, we will analyze the time complexity as well as the
space complexity of our proposed algorithm. Aside from the analy-
sis focusing on the dominant computational workload, we provide
an asymptotic time complexity comparison to outline our advan-
tage intuitively.

Note that # < 2r, where the maximum value of # is attained

when p = 1, ie., without using any gadget decomposition in the
first stage.

3.3.1 Time Complexity. For the analysis to come, we denote £ + 1
as £, denote £ + k + 1 as £/, and denote £ + K + 1 as £”/, for brevity.

In the first stage, we relinearize the tensored part ¢z by switch-
ing its key from s ® s to s||s’. In the decomposition step, it takes
("$1) (£ + pé"") (ONTT operations and ("3')#? Hadamard products.
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Figure 2: DPad-HE.HMult procedure. Each colored square or diamond represents a polynomial. The green indicates the polyno-
mial is in Rp,, the ultramarine indicates it’s in R . and the turquoise indicates it’s in Rpg,. Squares represent the polynomial

in NTT form, and diamonds represent the polynomial in CRT form.

In the inner product step, it takes w ué” Hadamard prod-

ucts when performing matrix-vector multiplications between
F+0)x (")
PO
In the second stage, we restore the module rank from 7 to the
original r. In the decomposition step, as is depicted in Fig 2, we
skip the first INTT operations, therefore requiring (7 — r)df’ unit
NTT operations and (#—r)#? unit Hadamard products (if k > 1). In
the inner product step, it takes (r + 1) (# — r)d¢’ unit Hadamard op-
erations when performing matrix-vector multiplications between

(r+1)x(F=r)
RPQ«
To provide an intuitive cognition of our algorithm, we rephrase

the complexity analysis in an asymptotic manner. Since k € O(1)
and K < ¢+ 1, we deduce £, ¢, € O(f). Since d = [(£ + 1)/k],
we have d € O(?). Since # < 2r, we deduce 7 € O(r).

As is shown in Table 2, our algorithm’s concept lies in offset-
ting the O(r?) expansion caused by Tensor and the O(£?) expan-
sion resulting from the gadget decomposition. Consequently, our
relinearization method provides a considerable speedup over the
prior schemes based on MLWE, especially when the multiplicative
depth is large or the module rank is large. The former situation is
common since an FHE cryptosystem is more often to evaluate a
large circuit with a sufficiently large L, for example in the usage
of machine learning. Note that when r is set to a modest value
and ¢ is sufficiently large, our algorithm is likely to outperform
RLWE-based schemes, since we have better asymptotic complexity
in the relatively expensive NTT operations, while the complexity
of Hadamard products has not expanded to much. We must stress
that these estimates are quite approximate as they neglect lower-
order terms.

(r+1)
and R, ? 7 for p times.
PQy

and RFQ: for d times.
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Table 2: Asymptotic computational complexity comparison
of RNS-CKKS, the prior work and our HMult methods. Here,
NTT and Hadamard Product indicate the corresponding
word-size operations.

Methods ‘ (DNTT ‘ Hadamard Product
RNS-CKKS
O (¢ NlogN O (2N
(11, 27] (¢?Nlog N) (£N)
M[O3dé|]—|E O (r£?Nlogn) O (r?e2N)
DPad-HE | O ((r +¢) ¢Nlogn) O ((rt? +r2%¢) N)

3.3.2 Space Complexity. In regard to the space complexity, we
mainly discuss the size of the relinearization key. In the prior work,

the relinearization key is a size-d set of (r + 1) X (rerl) matrix in

2

RpQ,,n- of which the bit-size is M log PQy . In our algorithm,
we use two key-switching keys. The first key crlk is a size-y set of
(#+1) x ("+!) matrix in Rpo, n» and the second key rdk is a size-d
set of (r+1) (¥ — r) matrix in RPQL,n- The overall space complexity
is w logﬁQL + (F — r)(r + 1)dnlog PQr. So the ratio
between ours and the prior work is approximately

2(F=r) (F+1)ku 2 2kp

r(r+1) (r+1)(L+1) " r+1 L+1
as 7 < 2r. Since k, p are small constants and r > 2 in the MLWE set-
ting, our relinearization key-pair is expected to consume less space

compared to the prior work, especially when the circuit depth is
sufficiently large.
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3.4 Noise Estimations

In this section, we will provide an upper bound of the noise intro-
duced by our DPad-HE.Relin algorithm. Compared to the naive
Relin algorithm, we will demonstrate that our algorithm exhibits
smaller noise growth in common scenarios.

We first bound the noise of our generalized key-switching sub-

procedure that switches a vector of polynomials ¢ € ‘Rgf to a ci-

phertext (b, a) € ‘Rthrz satisfying b+(a, s2) = (c, s1), with the help
of a switching key swk s, _,)-

LEMMA 3.1. For the generalized MLWE key-switching algorithm
described in §3.1.1, we have the following heuristic bound for key-
switching noise:
8-d-orin

V3P

LEMMA 3.2. For our DPad-HE.Relin algorithm Alg.1, we have the
following heuristic bound for our relinearization noise:

8\/§rzn

max Q;+V3n+ 3

llexsllsd" < A
0<i<d

7"
i

4-p-or(r+1)n

V3P
+8-d-0'(r—r)n
V3P

For the detailed proofs of the above lemmas, please see Appen-
dix A.1.1 and A.1.2. For ModHE, we can derive its relinearization
noise bound by applying Lemma 3.1:

can
” DPad.Relm”oo = O<io

8V2(F +r)n
3

max Q] +2V3n+
0<i<d

4-d-or(r+1)n
V3P

In the common situation when P > maxy<;<q Q; and P>
maxo<i<y Qlf' , our noise bound holds an advantage of

max Q] + V3n+

0<i<d

llemodHE Relinllse” <

8\/§rn
3

4
o (\/§(d —pr(r+1) - z«/if)

4 2 ( -1
2 ((d=-p(+r - 4\/3/3)
V3
since 7 < 2r. Because d is grown by ¢, while y is a small constant,
our algorithm achieves better noise growth most of the time.

BModHEAReIin - BDPad.Relin

vV

3.5 Rank Hoisting for Rotation

With regard to the homomorphic rotation, a unique key should
be generated for each distinct rotation step. However, the possi-
ble rotation steps are equivalent to the number of slots packed,
which is generally a large number, leading to a significantly large
key size. In some homomorphic libraries such as SEAL [42] and
HEaaN [16], the key-generation function only generates keys for
the rotations with all the power-of-two steps. When a certain step
of HRotate operation is needed, they represent the step in non-
adjacent form (NAF) [40] and perform multiple power-of-two rota-
tions to achieve the desired step. This comes at a trade-off between
the increased rotation time and the reduced key size.

In such a situation, we note that MLWE-based schemes hold
an advantage in decreasing the overall rotation time. Remember
that in the DPad-HE.Relin algorithm, we elevate the ciphertext to
a temporary rank 7, where a minimal gadget decomposition can
be used when performing the key-switching procedure. We can
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port this idea to the rotation operation, especially when a series of
rotations are applied to a single ciphertext consecutively.

Note that in the rotation procedure, key-switching with rank 7
is faster than that with r, since there is less ciphertext expansion.
Our proposed rank hoisting method is outlined as follows: when
consecutive rotations are to be performed, we can elevate the mod-
ule rank of the ciphertext to a temporary 7 to perform these key-
switching procedure at relatively low cost; after the last rotation
is done, we apply the rank-down procedure to restore the initial
rank. Note that unlike the hoisting algorithm proposed by [8, 26],
which is used to accelerate multiple rotations on a single ciphertext
(roty, (ct),-- -, roty, (ct)), our algorithm aims to speed up consec-
utive rotations on the same ciphertext (roty,, o ---oroty, (ct)).

Our algorithm for improving the consecutive rotation is described
in Algorithm 2.

Algorithm 2 Rank hoisted rotation DPad-HE.Rotate

Input: Ciphertext ct = (b,a) € 735;’ , rotation keys rotk; «—
; . \H
ksGen((slls)%,s|ls’, §) € (R;g”x(“’)) where i is the
L

o d
power-of two, rank-down key rdk € (Rl(JlQJfLr)X(r—r)) , rota-
tion step y.

Output: Ciphertext ct’.

i ct= (b a) — (b all0) > in RE'

2. for i € NAF(y) do

3 ct=(ba) « (4i(b),0) + KeySwitch , (¢;(a), rotk;)

4: end for

5. ct’ « (b,a[0: r]) + KeySwitchy(a[r : 7], rdk) > in ng*;’
6: return ct’

Lightweight Conversion between MLWE and
RLWE schemes

As we mentioned in Section 3.2, the initial exploration of key-switch-
ing by converting MLWE ciphertexts into RLWE ciphertexts led
to a side-product: through the mutual conversion of MLWE and
RLWE, we can extend the advantages of DPad-HE to RLWE schemes.
For instance, we can generalize rank reduction from DPad-HE to
RLWE, thereby achieving ring switching [25] more simply. Alter-
natively, we can flexibly choose between MLWE and RLWE through-
out the entire evaluation process to achieve better implementation
efficiency.

Of course, all the above rely on sufficiently efficient conversion
between MLWE and RLWE schemes. This section will introduce an
efficient conversion scheme and its potential application in DPad-
HE.

4.1 Fast Conversion in the NTT form

The conversion algorithm of coefficients-encoding ciphertext be-
tween MLWE and RLWE was first proposed by HERMES [4], which
consists of several mappings that rearrange the polynomial coeffi-
cients. This operation naturally requires processing in the coeffi-
cient representation, thereby necessitating additional NTT/INTT
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transformations. This undoubtedly greatly increases the computa-
tional burden. In this section, we propose a method to perform this
conversion in the NTT form.

Our algorithm is built on the concept of Embed and Extract al-
gorithms in [4, §4.2]. We use the map 1 : Rgn — Ry N to embed a
polynomial a(X) into a(X"). We define the map € : Rgn — Rgn
as €(a(X)) = Yie[n] ari - X! to extract the coefficient of mono-
to de-
compose a single polynomial a(X) = ¥;c[n] @i - X% into a rank-r
module (ag(X),- -+, a,_; (X)), where a;.(X) = Yie[n] Gritj ‘Xie
Rgn- We use the map p : Ry, — Rg, to twist a rank-r mod-
ule (ag(X), -+, ar—1(X)) into (ag(X), ar-1(X) - X~ 1, ar—(X) -
X~1--. a1(X) - X~1). Note that 7 and p are bijections.

mial X’ that r divides i. We use the map 7 : Rgn — Ran

4.1.1 Embed. The embedding map proposed by [4] converts a sin-
gle MLWE ciphertext in R“’r into an RLWE ciphertext R N Where
N = rn. Here we made some modifications to adapt it to our sub-
sequent acceleration algorithm. It is defined as

Embed(b, @) = (l(b),ﬂ_l(a)) 1)

satisfying that
b+{as)=¢ (Embed(b, a) - (1, xlo p(s)))

Note that the : and 7~ !-mapping involve the reorganization of
the coefficients in polynomials, which lead to additional conver-
sions between the NTT representation and the CRT representation.
Now we propose our algorithm to perform these mappings in the
NTT form.

Starting from the simple one. For the i-mapping, we define l;k =
NTT,(b), for k = 0,---,n — 1. We define b’ (X) = 1(b) and E}( =
NTTn (b’ (X))g for K =0,---,N — 1. It holds that

b;{ — Z b ]//1(2K+1)

Therefore, the -mapping in the NTT form can be performed by
simply copying elements in b.

n

THEOREM 4.1 (m~'-MAPPING IN THE NTT rorm). Let a’(X) €

RgN bern “L(a) wherea = (ap(X), -+ ,ar_1(X)) € R;,n. We de-
note by djr = NTTn(a;j(X)) the k-th element in the NTT repre-
sentation of a;(X) for0 < k < nand0 < j < r. We denote by
i =NTTn(a’(X))k the K-th element in the NTT representation of
a’ (X). It holds that

r—1
&an+ﬂ = ZO (&Usﬁwgl(\fzﬁ_nﬂ))

where K = an+ f for0 <a <rand0 < f <n.

o(2a+1)
2r

@

By applying Theorem 4.1, the 7~ !-mapping in the NTT form
can be implemented by performing Hadamard products with some
precomputed scalars and then performing n independent r-point
NTT. We present the detailed algorithm in Algorithm 3.

In summary, the complexity of our proposed Embed algorithm
is only O(rnlogr+rn) = O(N log 2r), while the additional ()NTT
operations require a complexity of O((1+ r)nlogn + 2N logN) =
O(N log N73 +nlogn).
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Algorithm 3 7~ !-mapping in the NTT form

Input: a = (do,--,dr-1) € where G; = NTT,(a;(X)) for j =
0,---,r — 1.7 is a power-of-two integer.
Output: @ =NTTy oz 1(a)
i: fork=0ton—1do
2. temp — (Aok A1k > Ar—1k)
(¢0x(2k n+1)

3 temp « temp * lﬁ(r 1)x (2k— n+1))

. = ...
& ( Atk >
5. end for

6: return @’

@, _1)xnek) < NTTr(temp)

4.1.2  Extract. The extracting map performs the inverse operation
of the embedding map, which is defined as

Extract(b’,a’) = (e(b'), x(a")) ®)

satisfying that

e(b’ +a’s) = Extract(b’,d’) - (1,

Pt on(s))

We can perform a similar technique to accelerate the 7-mapping
since it’s the inverse of 7~ !-mapping.

THEOREM 4.2 (71-MAPPING IN THE NTT rorm). Let a = (ap(X),
- ar-1(X)) € Ry p, be n(a’ (X)) wherea’ (X) € Ry n. We denote
by @ =NTTn(a’(X))k the K-th element in the NTT representation
of a’(X). We denote by a; . = NTT,(a;(X))i the k-th element in the
NTT representation of aj(X) for0 < k < N and0 < j < r. It holds

that
r—1

J(2k=n+1) | -1 J(2o+1)
a_]k = lpz Z zm+k¢2
=0

4)

By applying Theorem 4.2, the 7-mapping in the NTT form can
be implemented by performing n independent r-point NTT and
then performing Hadamard products with some precomputed scalars.
We present the detailed algorithm in Algorithm 4.

Algorithm 4 7-mapping in the NTT form
Input: @’ =NTTn(a’(X)).
Output: @ = (dg,---,dr—1) = NTT, o 7(a’(X)) € where d; =
NTT,(a;(X)) for j=0,---,r — 1. r is a power-of-two integer.
1: fork=0ton—-1do
2. temp « INTT, (a/

a
(r 1)Xn+k)

k—
1/12 (r-1)x(2 n+1))

oxn+k’ 1><n+k’ e

(W ]SX(Zk n+1)

3:  temp < temp *
4 (Gof Ak > Gr-1k) < temp
5. end for

6: return a

Unfortunately, for the e-mapping, we have not figured out an
algorithm that can perform the conversion in the NTT form, as
the mapping is irreversible.

In summary, the complexity of our proposed Extract algorithm
is O(rnlogr + rn + nlogn + Nlog N) = O(Nlog2Nr + nlogn),
while the additional ()NTT operations require a complexity of

O(Nlog N73 +nlogn).
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4.2 Coeflicients-encoding to Slots-encoding

It should be noted that the RLWE ciphertext output by Embed is
coefficients-encoding, which requires an additional : o € mapping
to attain the correct encryption of the original sparsely-encoded
message, therefor preventing the ciphertext from the subsequent
homomorphic evaluations. In order to preserve the homomorphic
capacity of the RLWE ciphertext, we need to transform it into the
slots-encoding form. Different from packing several MLWE cipher-
texts into one RLWE ciphertext, our task only involves the conver-
sion between single ciphertexts, so we only need to homomorphi-
cally evaluate the i o € mapping.

For the evaluation of : o € mapping which zeroizes certain co-
efficients in the underlying RLWE plaintext, we take a similar ap-
proach used in [10, Alg. 2]. With all the building blocks, we derive
the MLWE-to-RLWE conversion procedure defined as

Eval,oe o Embed,

which converts an MLWE ciphertext encrypting m(X) into an RLWE
ciphertext encrypting m(X").

Generally speaking, we achieve the MLWE-to-RLWE conver-
sion by applying one fast Embed and log r RLWE rotations, which is
relatively lightweight. For the inverse conversion, we just need to
employ the fast Extract mapping on the sparsely-packed RLWE
ciphertext.

Algorithm 5 Homomorphic Evaluation of 1 o € mapping (Eval,o¢)

Input: cte€ R;’N encrypting m(X).

Output: ct’ € RS,N encrypting 1 o e(m(X)).
1 ct/ «ct
2: for k =0tologr—1do
3 ct’ « ct’ + RLWE.Rotate(ct, 2108 n+k-1)
4: end for
5: return ct’

4.3 DPotential Application in DPad-HE

The conversion algorithm can directly benefit DPad-HE, and we
briefly introduce two potential applications.

Scheme flexibility. As described earlier and in subsequent evalu-
ations, there is no absolute superiority between MLWE and RLWE
schemes. They each have their own advantages and disadvantages
depending on different parameter settings and evaluation stages.
Moreover, their performance can vary on different hardware plat-
forms (since DPad-HE is more hardware-friendly). With the light-
weight conversion, we can pre-evaluate the performance profiles
of RLWE and MLWE under various conditions. Then, we can dy-
namically choose the optimal software/hardware implementation
within each layer range, facilitated by the conversion algorithm.
A novel ring-switching method for RLWE. Ring switching was
first introduced in [9] and further studied in [25], which allows con-
versions between rings of different degrees to speed up the homo-
morphic operations for the lower levels of the circuit. Note that the
RankReduce operation in MLWE schemes serves a similar purpose.
Therefore, we can use the following procedure

Eval,oe o Embed o RankReduce o Extract
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to perform such a task, by combining DPad-HE and the conversion
algorithm.

5 Evaluation

We implemented DPad-HE on both CPU and GPU platforms and
rewrote the scheme in ModHE for comparison, which was origi-
nally released as a proof-of-concept implementation in SageMath.
Our code is developed upon the C++ SEAL [42] library. For a fair
comparison, we used the same API for RLWE implementation as
for MLWE (RLWE being a special case of MLWE when r = 1), and
did not use the highly optimized version from the latest SEAL li-
brary.

In the GPU implementation, we developed upon 100x [29] and
utilized the same (I)NTT implementations and kernel fuse technol-
ogy.

All the experiments are conducted on an NVIDIA RTX 4090
GPU with CUDA 12.1 and an Intel Xeon Silver 4410Y @2.0GHz
CPU with 128GB of RAM running Ubuntu 20.04 LTS. The experi-
ments implemented on the CPU are conducted single-threaded. All
the security estimates derive from [2, 3].

Although our scheme and the corresponding complexity analy-
sis apply to an arbitrary number of special moduli k, we fix k = 1
for all the consequent experiments for ease of comparison with
ModHE.

Our evaluation answers the following research questions.

RQ1: How much does the DPad-HE outperform the SOTA
MLWE-based FHE with different rank r in around 128-bit se-
curity?

This experiment is designed to demonstrate the performance
pattern of choosing a fixed base ring and then building upon the
associated module rank depending on the desired circuit depth. In
this experiment, we fix the polynomial degree n, and incrementally
increase r from 1 to 8. The detailed parameter sets for MLWE-based
schemes are provided in Table 3.

Table 3: Parameters with the same polynomial degree for
RQ1. Here 7 refers to the rank of our cross-relinearization
key and 1 refers to the security of the context after rank-
up. log, q denotes the bit-sizes of prime factors in the modu-
lus chains, log, P denotes the size of the special modulus for
KeySwitchy, and log, P denotes the size of the special modu-
lus for KeySwitchP.

n‘r‘L‘f‘ log, q ‘logzP‘ long’ ‘ A ‘ A
2183 ]60+40%38 60 +55x 41254 [126.0
3/13] 4 |60 +40x 13 60 +55x 4 | 130.1 | 129.2
4]19] 5 [60+40x 19 60 +55x 4 | 126.2 | 126.5

21357257 [60+40x25| 60 [60+55x8]|124.2|1253
6|30 8 | 60+40x30 60 +55x 7| 126.7 | 131.3
7135] 9 |60+ 40 X 35 60 +55x 8 | 128.6 | 128.7
84110 | 60 + 40 x 41 60 +55x 8 | 127.1 | 1275

Table 4 presents the performance comparison between ModHE
and DPad-HE. Compared to ModHE, DPad-HE reaches a speedup
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of 5.7x withr = 8, L = 41, and log, QP = 1760. For a modest setting
with r = 4, DPad-HE demonstrates a 2.4x speedup. Overall, as r
increases, our scheme remains more controllable than ModHE. Ad-
ditionally, DPad-HE features significantly smaller key sizes com-
pared to ModHE, along with slower key expansion with r.

Table 4: Execution time of the HMult+Rescale operation and
relinearization key size for parameters in Table 3, on the
CPU platform.

-

[ 2 [3 ]+ [5]6[7 ]38
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Table 6: Execution time (sec) of the HMult+Rescale operation
for parameters in Table 5, on the CPU platform. The ratio
indicates the performance ratio of DPad-HE vs. RNS-CKKS

r=1,n=N r=2n=N/2 r=4n=N/4
N | RNS-CKKS | ModHE ModHE
(11, 27] (36] DPad-HE [36] DPad-HE
21 0.301 0.429 [0.317[0.95x | 0.772 [0.325]0.93x
216 2.482 3.718 | 1.99 [1.25% | 6.645 | 2.03 |1.22x

Table 7: Estimated size (in MB) of the relinearization keys

Time ModHE [36]10.0490.24210.772 | 2.0495.676 | 8.173 | 19.06 for parameters in Table 5. The ratio indicates the key size
(520 DPad-HE |0.039|0.124[0.325|0.737|1.328| 2.066 | 3.337 ratio of DPad-HE vs. RNS-CKKS.
Speedup [1.26x|1.95%|2.37x|2.78x|4.27x| 3.95% | 5.71x
Size [[ModHE [36]] 35 | 210 | 859 |2,559|5,87411,970|23,388 TCin=N| r=ZnS N2 T
(MB)|| DPad-HE | 24 | 106 | 344 | 793 |1,696] 2,758 | 5,234 N [RNS-CRKS [ModHE| o [ModHE| o
[11, 27] (36] [36]
RO2: How docs th i sk e 215 1375 309.4 | 166.9 [121%| 859.4 | 343.8 |250%
Q2: How does the proposed scheme compare in perfor 216 1155.0 | 2598.75 | 1214.3| 105% | 7218.7 |2010.9|174%

mance and key size to traditional RLWE schemes?

This experiment aims to demonstrate the performance compar-
ison between our scheme and existing schemes given the same
multiplicative depth. To facilitate comparison with RLWE-based
schemes at the same multiplicative depth, we only select r as a
power of 2, while keeping the same N = r - n to maintain the same
level of security with the RLWE-based schemes.

We conducted experiments under two settings, N and
And the MLWE-based scheme is evaluated with the representative
parameters of small ranks r = 2 and r = 4. The detailed parameter
sets are provided in Table 5.

To ensure a fair comparison, all schemes are bound to similar
multiplication precision, around 33.9 for N = 2'> and 33.4 for N =
216 measured as the average of the negative log of the £>-norm of
the difference between the expected and the decrypted messages.

=915 216

Table 5: Parameters with the same multiplicative depth for
RQ2-6.

SetH N‘ n ‘r‘f‘ log, q ‘logzP‘ 10g215 ‘ A ‘ A

I 21571 - - -

II [[215 2723160 + 40 x 19 60 +55 % 6 [126.2[138.9
11 213145 60 60 + 55 X 4 126.5
vV 21011 - - -

V [[2160 [2T512(3]60 + 40 x 41 60 + 55 X 13]127.1[136.6
VI 21445 60 +55 % 9 133
For the N = 213 setting, our algorithm achieved speedups of

1.35x and 2.37x compared to ModHE, respectively, although we
still experienced approximately a 10% performance loss compared
to RNS-CKKS. For the N = 21° setting, our algorithm achieved
speedups of 1.87x and 3.17x compared to ModHE respectively.
Furthermore, compared to RNS-CKKS, we observed approximately
a 20% performance improvement in latency with this setting.

In terms of the relinearization key size, as is demonstrated in Ta-
ble 7, our scheme still witnesses larger keys despite the significant
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improvement upon ModHE. However, this issue is relatively minor
compared to the ciphertext size because we typically store only one
copy of the relinearization key. Note that the MLWE-based cipher-
text size is only % of the RLWE-based ciphertext size with fixed
N, while ciphertext expansion is a more critical barrier in practi-
cal FHE applications. Therefore, the enlarged key size is somewhat

compensated by the reduced size of the ciphertext.

RQ3: How hardware-friendly does the DPad-HE com-
pared with existing schemes?

Evaluating hardware-friendliness is indeed challenging. Here,
we roughly compare the performance improvement of GPU over
CPU. To achieve this, we implemented ModHE and DPad-HE on
GPU. For comparison with RLWE schemes, we conducted exper-
iments using the source code from 100x [29]. We conducted the
same experiments with the parameters listed in Table 5, on the
GPU platform. The results of the execution time comparison are
shown in Table 8.

Table 8: Execution time (microsec) of the HMult+Rescale op-
eration for parameters in Table 5, on the GPU platform.
Without parentheses, the ratio indicates the performance ra-
tio of DPad-HE vs. 100x. With parentheses, the ratio refers
to the performance improvement of the GPU implementa-
tion compared to the CPU implementation (in Table 6).

r=1,n=N r=2n=N/2 r=4n=N/4
N 1[2(9’3‘ ME’;TE DPad-HE Mé‘i‘;E DPad-HE
2° (;.515:) (;és(fz) (;(;):i) 115X (21606;) (;;;:) 0.82x
216 (;?)ii) (iifﬁ) (227773) L41x (;;j) (336418:) 1.42x
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Compared to the GPU version of ModHE, DPad-HE achieves
speedups ranging from 1.81X to 3.61x varying different parame-
ter sets, with a modest module rank. For the N = 21¢ setting, we
also reach a speedup of 1.41x over 100x [29]. In terms of the ac-
celeration ratio between GPU and single-threaded CPU implemen-
tations, the GPU implementation beats our own CPU implemen-
tation by a maximum of 306X, while in 100x the corresponding
value is 254X. This indicates that MLWE-based schemes are more
suitable for parallel platforms.

RQ4: In an entire homomorphic evaluation process, how
much performance advantage does the rank reduction fea-
ture bring?

In this experiment, we will go through all the multiplicative lev-
els on the CPU platform. For MLWE-based schemes, we will carry
out the evaluation with and without rank reduction at the interme-
diate levels. Our evaluation employs a function of repeated squar-
ing and uses the same parameters as specified in Table 5 to assess
the execution time of HMul t+Rescale. We reduce one module rank
whenever the current modulus is small enough to maintain the se-
curity of the rank reduction key*.

Fig. 3 illustrates the total time consumed by the function of re-
peated squaring, highlighting the performance characteristics of
the MLWE-based scheme when rank reduction is used to lower the
rank of ciphertext in the intermediate layers. It can be observed
that each rank reduction operation effectively shortens the eval-
uation time for subsequent layers. Overall, rank reduction brings
more benefits than drawbacks to the performance of MLWE-based
schemes.

—— RNS-CKKS
ModHE (r=2)
ModHE (r = 4)

4 DPad-HE (r=2)

—— DPad-HE (r=4)

—— RNS-CKKS
ModHE (r=2)

Cumulative time (5)

0 2 4 6 8
Number of repeated squarings

14 0 5 10 15

Number of repeated squarings

20 25

(@) Set LILIII (N =2, L =19)  (b)SetIV,V, VI(N =21° L = 41)
Figure 3: Accumulative time of evaluating repeated squar-
ings on the CPU platform. The dashed lines represent the
performance curve of the MLWE-based scheme without
rank reduction, while minor folds in the solid lines rep-
resent the additional time consumption introduced by the
rank reduction operation itself.

When utilizing the rank reduction operation, DPad-HE takes
60% and 36% of the total time compared to ModHE for N = 216,
with r = 2 and r = 4, respectively. Especially, DPad-HE’s time
consumption with r = 4 is 71% of the RNS-CKKS scheme. For N =
4For r > 3, many successive rank reduction for r — (r — 1) might lead to a possible

cryptanalysis [36], while r — r/2 not. Since r here is at most 4, the performance gap
between the two strategies is negligible. Thus we omit the experiment for the latter.
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215, DPad-HE consumes 76% and 49% of the total time compared
to ModHE, with total time consumption at this parameter setting
being close to that of RNS-CKKS.

RQ5: How does the rank-hoisted rotation perform com-
pared with the normal method?

With regard to our proposed rank-hoisting rotation algorithm,
we demonstrate that the advantage brought by rank-hoisting grows
with the increase of rotation numbers. It’s worth noting that in the
RLWE-based scheme (r = 1), we also can lift its module rank to a
temporary 2 to accelerate consecutive rotations. This result reveals
that the MLWE-based scheme holds an edge in handling consecu-
tive rotations, allowing for reducing the overall key size with less
performance loss.

1.8

- Normal
—®- Rank hoisted

W= Normal
1.64 -| ™. Rank hoisted
14
124

1.04

Time (s)

0.8
0.6

041

0.24

0.0

r=1

r=2 r=4

‘Number of rotations

(a) Varying numbers of rotations (b) Varying module rank for 6 ro-
given N =2 and r = 4. tations given N = 215,

Figure 4: Performance of rank-hoisted rotation on different
set of parameters.

RQ6: How lightweight is the proposed method for conver-
sion between MLWE and RLWE schemes?

In this experiment, we conduct a micro-benchmark to assess the
performance of our MLWE-RLWE conversion method. We reuse
the parameters in Table 5, to perform the single-ciphertext trans-
formation between RLWEg n and MLWErQ)n. The result is shown
in Table 9. Our method consists of an Embed mapping and logr
of RLWE rotations. With our optimizations, the time required for
Embed is negligible, making the conversion the same order of mag-
nitude with RLWE key-switching. This efficiency allows us to in-
corporate such switching into any evaluation, thereby enabling
more possibilities.

6 Discussion

From the above evaluation, we can see that we take a giant step
towards an efficient MLWE-based FHE, making its performance
(more precisely, execution latency) comparable to RLWE-based ones.
Particularly, DPad-HE’s inherent advantages such as greater flex-
ibility, hardware reusability, parallelism, and better security as-
sumptions endow it with broader application potential. Of course,
we still leave something unsolved. This section discusses the limi-
tations and scalability of DPad-HE.
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Table 9: Execution time (sec) of the MLWE-RLWE conver-
sion operations on the CPU platform. “M” and “R” are short
for MLWE and RLWE ciphertexts. The conversion is per-
formed across slot-encoding ciphertexts.

N r=2n=N/2 r=4n=N/4 RLWE
M—R [ R—M | M—R [ R—M | Key-switching

2551 0.253 [ 0.015 | 0517 | 0.014 0.245

216 1 2285 | 0.062 | 4.439 | 0.051 2.234

6.1 Decreased Packing Message

As is mentioned in [36], regardless of the rank, the amount of mes-
sages that can be packed is at most n/2 for MLWE-based schemes,
while for RLWE schemes with the same configuration, it is N/2 =
r - n/2. This means that although DPad-HE can gain some advan-
tages in terms of execution latency, it still has certain disadvan-
tages from a throughput perspective. However, the main challenge
for current FHE-based applications is high latency and excessive
memory occupation, while SIMD capability can be slightly sacri-
ficed, especially when evaluating very deep circuits with a tremen-
dous dimension. Real-world examples like [33] also reveal that
the large packing sizes often exceed practical needs, since the ac-
tual number of messages to be evaluated simultaneously is bind-
ing with the specific task, instead of the circuit depth as the HE-
cryptosystem is.

6.2 Support for Boostrapping

Like in the RNS-CKKS scheme, a straightforward method of ap-
proximate bootstrapping in DPad-HE can be performed via: ModRaise,
CoeffsToSlots, EvalMod and SlotsToCoeffs, of which the build-
ing blocks are basic homomorphic operations®. Yet another poten-
tial solution is to combine the conversion algorithm proposed in
Section 4: converting the ciphertext to the RLWE format, perform-
ing bootstrapping using existing RLWE-based methods, and then
converting it back to an MLWE ciphertext. We have listed a more
MLWE-friendly bootstrapping method as a future work.

6.3 Incorporating with Key Decomposition

Key decomposition is an emerging technique that accelerates the
external product operation introduced by the gadget decomposi-
tion. It was first proposed by Kim et al. [31] for the RNS-based de-
composition, and recently developed by Belorgey et al. [5] to adapt
it to the natural 2K -base integer representation, offering better gen-
eralization and performance. As an algorithmic optimization for
RNS-based gadget decomposition, Kim et al’s algorithm can be mi-
grated to our proposed generalized key-switching method in Sec-
tion 3.1.1, thereby further enhancing the performance of DPad-HE.
However, it should be noted that such a technique will exacerbate
the evaluation key size. We recommend applying this technique
when the key size is not a critical concern.

SFor ciphertexts that have undergone a RankReduce procedure, a pre-processing step
to restore module rank by appending zero polynomials may be essential.
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7 Conclusion

In this work, we have introduced a novel MLWE-based FHE scheme
called DPad-HE, with better performance, less memory consump-
tion, and better noise control. Inspired by our insightful finding
for the reason of the unsatisfactory performance of prior schemes,
DPad-HE introduces a novel design that manipulates homomor-
phic evaluation in the module rank dimension.

We have implemented most of our contributions on the CPU
and GPU platforms. We observe a maximum speedup of 5.7X in
MLWE-based homomorphic multiplication over the SOTA work
[36]. Moreover, to the best of our knowledge, this is the first re-
ported instance that MLWE-based schemes are on par with tradi-
tional RLWE ones, achieving up to 1.25X and 1.41X speedup on
CPU and GPU], respectively, in certain scenarios. Additionally, we
also provide a lightweight conversion method between RLWE and
MLWE, which opens up new possibilities for both RLWE-based
and MLWE-based FHEs.

An immense unexplored field of MLWE-based HE cryptosys-
tems still exists. In the future, we will focus on efficient bootstrap-
ping and GPU-based acceleration (e.g., using tensor cores in H100
[38]) for the MLWE-based FHE.
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A Proofs of Lemmas and Theorems

A.1 Noise Estimations

The canonical embedding can : R[X]/(XN +1) — CN is de-
fined as can(a(X)) = (a({j))jezjwz for { = exp (7i/N). It’s feo-
norm is called the canonical embedding norm and is denoted as
laGOISS" = llcan(a(X))lleo-

We follow the heuristic approach in [13, 15, 30]. Assume that
the coefficients of a sampled polynomial a(X) are independent and
identically distributed, where o2 is the variance of each such dis-
tribution. Since the vector (1,{,---,{ N/ 2) has an Euclidean norm
of VN, the random variable a({) has variance 6>N. Then, a poly-
nomial sampled from a uniform distribution over Ry x has a vari-
ance of g?N/12. We use the bound ||a(X)||$2" for the canonical
embedding norm of a(X). For a multiplication of two independent
polynomials a(X), b(X) of which the coefficients are sampled from
Gaussian distributions with variables o2 and 0'5, we use a high-

1
probability bound ||a(X)b(X)||$2" < 160102 N2.

A.1.1  Proof of Lemma 3.1.

Proor. (Lemma 3.1) The output ciphertext cty,;, of the second
step “inner product” satisfies that

(1,87) - Z swk; - ¢

Ctup - (1,s2)

0<i<d
= Z (1, 3;) : (bswk,—’Aswk,—)T 'C;
0<i<d
= Z (Bowk; + Aswk;s2)T - €
0<i<d
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Z (Pgis1 + eswk,-)T

0<i<d
=P< Z g,-c;,sl>+ Z (c;,eswki)
0<i<d 0<i<d
=P{c,s1) +¢’

where
Dl ehea) = DL D € (X)) - equi i (X).
0<i<d 0<j<ri 0<i<d
Therefore, e’ is bounded by
16-d-on ,
- —— max Q
Viz

0<i<d
The last step “modulus down” outputs a ciphertext ct = [P~1 -
ctup], therefore the overall noise consists of two parts: the noise
P~l¢’ which comes from ctyp and the rounding noise €g + (€1, $2)
where polynomials in (€, €1) have coefficients smaller than 1/2.
The bound of ek is computed by the following inequality

-1
llexslIS™ < P71 NIE™ + lleollS™ + [I<ex, s2) 15"

llelIsS" <

16 -d - orin , n 1 /2
———— max Q;+6 —+r2-16~ —4/=n
V12P 0<i<d 12V3
8-d-orin 8\/_r2n
=— Q] +V3n
\3P 0<l<d

A.1.2 Proof of Lemma 3.2.

Proor. (Lemma 3.2) The output ciphertext ct” satisfies that
rl,s) +(¢1,s)
rl,s) +(e1lr:1.s") + erion
= co + 8o +(c1,8) + (€1, (slIs")) + erupn
=co+(c1,8) + (€2, S ® S) + €cRelin + €RKDn

ct’ - (1,8) = co + &g + & + {c1,8) + {é1]:

=co+ ¢+ (c1,s) +{¢1[:

Therefore, the bound of epp,q Relin is computed by the following
inequality

”can

lleppad Relinllsa™ < llecrelinllsa™ + llerkpn llca

By applying Lemma 3.1, this leads to the claimed bound.

A.2 Embedding and Extracting in the NTT
form

A.2.1  Proof of Theorem 4.1.

ProoF. According to the definition of the negacyclic NTT, it
holds that

n-1

- 2k+1
aj,k = Z aj,llﬁz( )

i=0

®)
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~r 7 i(2K+1)
ay = Z ai¥,n (6)
i=0

Now we decompose the loop variable i of Equation (6) into ur + v
for0 < u <nand0 <o < r.Note that a;,,,, = ayy and Y5, = Yan,
we have

r-1n-1

(ur+v)(2K+l)

=SS

=0 u=

r=1n-1

_ Z Z avulr//ur(ZK+1)¢v(2K+l)

=0 u=

_ Z lpZ)(2K+l)

u=0

We decompose the entry K into an+ffor0 < @ < rand0 < ff < n,
we have

u(2K+1)
2n

u(2an+2f+1)
2n

-1
v(2an+2ﬁ+1)
(zn+ﬁ Z [// Go,u

u=0

_ Z‘jl//u(Zan+2ﬁ+1) 1av,u ;rfzﬁﬂ)

u=0

Note that the inner loop vanished by applying Equation (5), there-
fore

o(2an+2p+1)
an+ﬁ Z 4o, lf//

r—1

( lﬁv(zﬁ n+1) )

0=0

0(2a+1)
2r

A.2.2  Proof of Theorem 4.2.

Proor. Note that in Equation (2), if we view the expression
within the parenthesis as a whole, the equation is performing the
negacyclic NTT operation. According to the definition of the in-
verse negacyclic NTT, we have

-1

’
- (2a+1)
=r! Z om+ﬁlf//2 .

a=0

I//U(Z'B n+1)

for 0 <o <rand0 < f < n.If we replace the symbol v by j and
replace the symbol § by k, there is

r—1

J(2k=n+1) | -1 J(2v+1)
a] k= ‘pz Z vn+k‘//2
=0
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